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Notices

This information was developed for products and services offered in the U.S.A.

IBM may not offer the products, services, or features discussed in this document in other countries. Consult
your local IBM representative for information on the products and services currently available in your area.
Any reference to an IBM product, program, or service is not intended to state or imply that only that IBM
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Preface

The IBM® Tivoli® Change and Configuration Management Database (CCMDB)
is one of the key components of the IBM Service Management (ISM) strategy. It
is the foundation for automating and supporting change and configuration
management processes as described by the Information Technology
Infrastructure Library (ITIL®). These process solutions provide best practice
implementations of processes based not only on ITIL, but on the IBM Process
Reference Model for IT and other standards as well.

This IBM Redbooks® publication provides information that can be used by
clients, partners, or IBM field personnel who are looking to engage in an effort to
implement change and configuration management processes in an enterprise
environment utilizing the IBM Tivoli Change and Configuration Management
Database (CCMDB) product. This book is divided into four parts:

» Concepts: Provides an overview of the CCMDB product and some of the
standards that drive its development.

» Components: Provides the reader with a better understanding of the various
components, logical and physical, that make up the product and the functions
that they provide.

» Planning and Installation: This part provides information related to the actual
installation of the CCMDB product components, including information related
to hardware and software requirements.

» Getting Started: This part describes the initial use of the product, to allow a
reader to create a demonstration or proof-of-concept around core product
functions.

A companion book, /IBM Tivoli CCMDB Implementation Recommendations,
SG24-7567, provides more advanced details about the underlying components
of the product and utilizing the product to support robust IT processes such as
change and configuration management. The companion book focuses on the
details of the data model, process engine, and the Change and Configuration
management Process Management Programs (PMPs). It provides details on
how these can be extended and customized to meet client requirements.
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Part 1

Concepts
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CCMDB overview

The IBM Tivoli Change and Configuration Management Database (CCMDB) is
the foundation for the IBM Service Management (ISM) strategy. It is the
foundation for core Information Technology Infrastructure Library (ITIL) process
solution deliverables like Configuration and Change or Release Management.
These process solutions provide best practice implementations of core ITIL
processes.

The CCMDB provides a shared infrastructure as well as a set of foundation
services used by different ISM process solutions (such as the previously
mentioned ones) and includes the Configuration and Change Management
processes that provide core management capabilities needed in an IT
environment.

In addition, the CCMDB incorporates a consistent data model and data layer
implementation and includes a framework for discovery of resources and its
relationships.

A Configuration Management Database (CMDB), according to ITIL, is a
database used to manage Configuration Records throughout their life cycle. The
CMDB records the attributes of each Configuration Item (CI) and its relationships
with other Cls and provides the underpinnings for IT Service Management
processes.
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A Cl has several characteristics, a classification or type, attributes which describe
the Cl depending on its classification, and relationships that describe how a Cl is
related to other Configuration Items.

We define a Cl as configuration items that are managed components of an IT
Service. Configuration records within a CMDB contain information about the Cl,
and are maintained through their life cycles. Since Cls are managed
components, they come under the control of the Change Management process.”

The IBM CCMDB solution provides an ITIL-aligned implementation of a
Configuration Management Database.

Before we get into the specifics of the IBM CCMDB product and related
solutions, we will provide an overview of the IBM Service Management strategy,
ITIL, and the IBM Tivoli Unified Process that provides a linkage between the two.
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What is behind CCMDB

In the fall of 2007, the IBM Systems Journal provided a series of papers focused
on the IBM Service Management strategy and related technologies and
solutions. This IBM Systems Journal is available at
http://www.research.ibm.com/journal/sj46-3.html.

Some of the content from this chapter was extracted and paraphrased from the
papers presented in the IBM Systems Journal.
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2.1 IBM Service Management

IBM has developed thought leadership to improve the “state of the art” in service
management for the last 25 years, and has supported others in their efforts as
well. In addition to the advancement of management disciplines and
technologies, IBM recognized early on that acceptance of common practices and
standards is vital to achieving improved value from information technology (IT).

Advances in technologies and management disciplines provide the greatest
value once they become part of and extend the body of generally accepted
practices and open standards. IBM supports the advancement of practices and
open standards such as the IT Infrastructure Library® (ITIL), Control Objectives
for Information Technology (COBIT), ISO IEC 20000 and Carnegie Mellon
University’s e-Sourcing Capability Model (e-SCM). The fundamental
characteristics of service management require integration and agreement on
standards, not only between tools and roles within IT, but also among
organizations and even industries.

IT service management is the integrated set of activities required to ensure the
cost and quality of IT services valued by the customer. It is the management of
customer-valued IT capabilities through effective processes, organization,
information, and technology, including:

» Aligning IT with business objectives
» Managing IT services and solutions throughout their life cycles

» Service management processes like those described in ISO IEC 20000, ITIL,
and the Process Reference Model for IT.

2.1.1 Why businesses need ISM

Today’s enterprises face an ever-increasing problem of managing their IT
processes to deliver IT services in a manner that is:

Efficient
Reliable
Secure
Consistent

v

vYvyy

At the same time, the complexity of the infrastructure needed to deliver these
IT-enabled business services has been increasing rapidly. A simple example that
shows the complexity of IT environments is shown in Figure 2-1 on page 7.
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Figure 2-1 Infrastructure complexity

The following are some of the key challenges faced by businesses:

» Complexity: The root cause of the problems IT organizations face lies in the

dramatic increase of business complexity due to heterogeneity of
environments and the interconnection of applications (composite
applications). Architectural and organizational issues, accelerating the
proliferation of composite applications and hardware entities, and worldwide
operations spanning multiple time zones, all contribute to reducing the
efficiency and effectiveness of the IT organization.

Change: Complexity makes for very brittle, hard-to-manage infrastructures
that often break under change and whose management requires a discipline
that few companies achieve without flaws. Increasing workloads, more
stringent service-level assurance requirements, staff turnover, and new
market opportunities all lead to pressure for change in the IT organization.
Change is the leading cause of service or application disruption today, and it
often results in visible business impact. In fact, our experience suggests that
nearly 80 percent of all critical outages can be traced to faulty change
management.

Cost: Currently, operational IT labor cost constitutes almost 70 percent of the
total IT budget of businesses. In the late 1990s, half of the IT labor budget
was devoted to new application development and half was devoted to
operations. As IT budgets have been held flat, the chief information officers of
IT organizations have faced two unappealing choices: shift resources from
new application development or reduce the level of support for current
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applications. Both options serve to reduce the efficiency and effectiveness of
IT.

» Governance and compliance: The introduction of government regulations,
such as the Sarbanes-Oxley Act (SOX) and the Health Insurance Portability
and Accountability Act (HIPAA), have put an additional burden on the IT
organization to support the needs of the business to audit for compliance
through the institution of better process controls and the maintenance of audit
trails for IT infrastructure changes. This requires careful consideration
because of the penalties of noncompliance, including criminal and civil
liabilities and adverse public opinion.

2.1.2 What IBM Service Management is

For many businesses, service excellence is increasingly a competitive
differentiator, as organizations need to rapidly adapt to changing conditions in the
marketplace and create and deploy new services quickly and efficiently.
However, service excellence can only be achieved through effective and efficient
Service Management.

A fundamental goal of IT Service Management is the management of IT services
and infrastructure with the same kinds of quality control that enterprises strive to
use for all business processes. When this is achieved, businesses have the

confidence to deploy new and updated services that are critical to their missions.

An effective IT Service Management capability reduces the time needed to
deliver a company's IT services according to business policies and reduces the
labor cost of the people involved in executing the processes by replacing manual
IT process management with autonomic management.

IBM Service Management (ISM) is an approach designed to automate and
simplify the management of business services. It concentrates on four areas of
study:

» Technology integration and standards

» Improved collaboration among IT people spread across organizational silos

» Best practice based process modules to enable automated process execution
» Sharing of business-critical IT information to improve decision making

In finding workable solutions to these areas, IBM solutions cover four key areas:

» Process Managers that provide automated ITIL-aligned workflows for key IT
processes

» An open, standards-based IBM IT Service Management platform
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» Integration between process tasks and Operational Management Products to
automate the running of those tasks from the process flow

» Best practices to help pull it all together

These four key areas are shown in Figure 2-2.

[ IBM Service Management \

Process Management

Service Management
Platform

Operational Management

\ Best Practices and Services /

Figure 2-2  IBM Service Management

2.2 Information Technology Infrastructure Library

The Information Technology Infrastructure Library (ITIL) is an internationally
recognized framework that provides comprehensive best practice guidelines on
all aspects of end-to-end Service Management. It covers people, processes,
products, and the use of partners. It began in the 1980s when the UK
Government initiated an exercise to standardize its diverse IT processes.

It has evolved over the years to cover Service Support, Service Delivery, and in
2007, Version 3 was launched that includes a life cycle management approach in
five core volumes: Service Strategy, Service Design, Service Transition, Service
Operation, and Continual Service Improvement.

The best practices contained in ITIL are independent of tool, vendor, or industry
and can be applied to an organization of any size. ITIL encourages organizations
to adapt and adopt its suggestions to meet business needs and improve
processes. Though there is a significant amount of detail in the books that make
up the library, the books are not themselves the solution to all IT management
issues. The processes require significant work to deploy at a level of detalil
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enabling day-to-day use, with dependencies on the three key components
(process, people, and tools) of a management system.

It should be noted that although many people refer to ITIL as a standard, it is not
one. Organizations cannot comply with ITIL. It is a set of guidelines that an
organization can adopt and adapt to their needs.

2.2.1 ITIL Version 3

ITIL Version 3 focuses on best practices throughout the service life cycle. It
focuses essentially on service and solution life cycle management, including five
core volumes: Service Strategy, Service Design, Service Transition, Service
Operation, and Continual Service Improvement.

These five components are briefly described here.

Service Strategy

Provides a view to align business and IT so that each brings out the best in the
other. It ensures that every element of the Service life cycle is focused on
customer outcomes and relates to all the companion process elements that
follow. The four main activities in Service Strategy are define the market, develop
the offerings, develop the strategic assets, and prepare for execution. Service
Strategy encompasses the following processes:

» Strategy Generation

Market Intelligence

IT Financial Management
Service Portfolio Management
Demand Management

Risk Management

vyVvyyvyyvyy

Service Design

Provides guidance for the design of a new or changed service for introduction
into the live environment, ensures there is a holistic approach to all aspects of
design, and considers all aspects when changing or amending any of the
individual elements of design. Service Design encompasses the following
processes:

Service Portfolio Management
Service Catalog Management
Service Level Management
Capacity Management
Availability Management

Service Continuity Management
Information Security Management

vyVVvyVYyVYVYYVYYyY
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» Supplier and Contract Management

Service Transition

Provides guidance for the development and improvement of capabilities for
transitioning new and changed services into the production environment. It
focuses on the broader, long-term change management role and release
practices. Service Transition encompasses the following processes:

Change Management

Service Asset and Configuration Management
Knowledge Management and Service knowledge System)
Service Release and Deployment Planning

Performance and Risk Evaluation

Testing

Acquire, Build, and Test Release

Service Release, Acceptance, and Test and Pilot
Deployment, Decommission, and Transfer

YyVYyVYYVYVYVYYVYYY

Service Operation

Introduces, explains, and details delivery and control activities to achieve
operational excellence on a day-to-day basis. Many of the familiar processes
from the former service support and service delivery books of ITIL Version 2 will
be found in this book. Service Operation encompasses the following processes:

Monitoring and Event Management
Incident Management

Request Fulfillment

Problem Management

Access Management

vyvyvyyy

Continual Service Improvement

Provides guidance for continual alignment of the portfolio of IT Services with the
current and future business needs, growth and maturity of the enabling IT
processes for each service in a continual service life cycle model, activities to
support a continual process improvement plan, and how to measure, interpret,
and take action. Continual Service Improvement encompasses the following
processes:

Measurement and Control

Service Measurement

Service Assessment and Analysis
Process Assessment and Analysis
Service Level Management
Improvement Planning

vVvyvyvyYYyy
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2.2.2 Critical success factors to implement ITIL

As ITIL is a framework of best practices, and not a methodology; it only describes
what needs to be done. ITIL does not provide guidance on how to implement the
processes, so each company chooses the best way to fit ITIL to its requirements.

A key mindset when implementing ITIL is “adopt and adapt”: “Adopt” ITIL as a
common language and reference point for IT Service Management and “adapt”
ITIL best practices to achieve business objectives.

Generally IT organizations do not implement all ITIL processes because they do
not have the budget or they decide that they do not need all the processes.
Initially, not implementing all processes can be seen as a way to avoid extra
costs, however, depending on the processes chosen to be implemented,
choosing not to implement the other process may result in fewer benefits from
the implemented processes. For example, choosing to implement Change and
Release processes without implementing Configuration may result in inaccurate
impact assessment when approving changes.

The service management processes selection should be done carefully, taking
into consideration the relationship among all processes and not only the cost
perspective and implementation complexity of individual processes.

A successful implementation of IT Service Management should:

» Be aligned with business needs, that is, business-driven not
technology-driven.

» Improve staff awareness about business goals.

» Be adapted to the culture of the organization. This adaptation should be done
when defining the roles, responsibilities, tools, processes, procedures, tasks,
and so on. After ITSM is implemented, it should be rigorously followed.

» Have its processes clearly defined, documented, and available.
» Have its main processes integrated with each other.
» Have its inputs measurable and repeatable.

» Have IT processes tool supported and customized to fit the processes
defined.

» Have processes easily changed as necessary.
» Be integrated with external suppliers.

» Properly train and communicate to all people who will use or provide IT
services.

» Have clearly measurable and repeatable key performance indicators.
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A successful ITSM implementation should result in improved IT customer
satisfaction, better resource utilization, and improvement of customer perception
of IT service quality.

2.2.3 IBM and ITIL

IBM initially contributed to ITIL with its systems management concept “yellow
books” and continues to contribute as a developer, reviewer, and user of ITIL.

IBM contributed in many ways to ITIL Version 2, including authoring, quality
reviews, project management, and additional support through the IT Service
Management Forum. The focus of Version 2 was on Process Management
practices required to enable Service Management. The ITIL service support and
delivery publications contain significant contributions from IBM. The ITIL
application management book, co-written by authors from IBM and other
companies, is the basis for the life cycle concept in ITIL Version 3. It lays the
basic groundwork for how to integrate service management practices throughout
the solution life cycle.

IBM supports the development of updates and refreshes to industry-accepted
best practices, including supporting the ITIL Advisory Group through quality
reviews and other briefings. Thought leaders also serve on the ITIL Advisory
Group and other working groups to contribute as the need arises. Our view is
that ITIL is a valuable set of publications that promote best practices in service
management. From a strategic outsourcing perspective, ITIL is requested by
many of IBM’s clients all around the globe. Companies that are implementing
improvements to their service management capabilities consider ITIL a good
place to start.

2.3 IBM Tivoli Unified Process

This section provides an overview description of IBM Tivoli Unified Process
(ITUP) and its relationship with IT industry best practice models.

As described in 2.2, “Information Technology Infrastructure Library” on page 9,
ITIL was developed as a set of Information Technology best practices and its
primary goal is to define and organize IT processes. ITIL documents only what
should be done; it does not show how processes should be implemented.

ITUP is a free, read only knowledge base that describes IT Service Management
processes. It is an excellent reference for guidance on industry best practices
and tools that can help automate processes and tasks.
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ITIL describes a systematic approach to creating a service-oriented culture and
practice for IT service management. The library emphasizes the central
importance of meeting business requirements economically. However, IT
organizations will need to look beyond ITIL to understand the IT management
process disciplines that are central to delivering on the growth agenda. Leaders
in IT management must handle the competing strategic priorities that force
trade-offs between cost-efficiency, flexibility, and service availability.

To assist IT organizations in this critical challenge, IBM developed the Process
Reference Model for IT (PRM-IT). The IBM model supplements the content of
ITIL Version 2 based on IBM’s extensive IT management experience, gained
from managing thousands of IT environments, both large and small. The Process
Reference Model for IT identifies the set of IT management processes required
to move beyond a singular cost focus to principled decision making that accounts
for changing business and technology conditions while managing existing
systems complexity.

Neither ITIL nor the Process Reference Model for IT are directly implementable
and to address the gaps between them, IBM developed the IBM Tivoli Unified
Process (ITUP).

ITUP describes a comprehensive set of IT processes within an IT organization. It
is aligned not only to ITIL Version 3 and the Process Reference Model for IT, but
also with best practices from industry-wide specifications of IT best practices,
such as ISO 20000, Enhanced Telecommunications Operations Map (eTOM),
Six Sigma, and Control Objectives for Information and Related Technology
(COBIT), and proposes a process framework that incorporates the best from
each. Figure 2-3 on page 15 provides an overview of ITUP.

Deployment Guide Series: IBM Tivoli CCMDB Overview and Deployment Planning



Tool mentors

Scenarios o o
= How various elements of : est uses of tools to
ITUP work together to implement process

activities

solve an IT pain point

Products
(Tools)

Processes
/ = Strongly ITIL-aligned
.. processes for
Unified oo managing IT down to

Process
task level; process

/ Information \ L&

(Work Products)

Work products Role

= What is consumed and Roles performed and
produced by each process detailed responsibilities
activity and task

Figure 2-3 ITUP overview

Each ITUP process is defined by:

» Its purpose, goals, scope, and key performance indicators (KPIs) and
relationship to other processes.

» A workflow.

» People (Roles).

» Information (Work Products by Name). This is also not described in ITIL.
» Products (Tools) that help implement aspects of the process.

In addition, problem scenarios describe how processes work together to solve
important IT issues.

IBM Tivoli Change and Configuration Management Database (CCMDB) provides
best practice implementations of core ITIL processes.
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CCMDB provides a set of foundation services such as common Ul services,
installation capabilities, and the Configuration Management Database (CMDB),
which provides a consistent data model and includes a framework for discovery
of resources and relationships from the IT environment.

CCMDB focuses on ITIL Configuration Management and Change Management
processes that provide the core management capabilities needed in an IT
environment. However, additional tailored processes may be created to serve as
a guideline for CCMDB operation.

2.3.1 ITUP Composer

ITUP Composer is a tool that allows for an implementation of the ITUP
framework by defining and creating IT Service Management processes that will
fit the business needs of an organization. ITUP Composer is shipped with
CCMDB Version 7.1 as IBM Rational® Method Composer (RMC). RMC is the
tool that enables the development, customization, and publication of methods
and processes. ITUP Composer’s key elements and concepts are described in
the following sections.

ITUP Composer is the product version of ITUP. It is an ideal starting point for
organizations looking to implement IT Service Management best practices and
document their operational model. Only ITUP Composer has a content library
that you can customize, extend, and publish using the ITUP Composer tools.

Figure 2-4 summarizes the differences between ITUP and ITUP Composer.

ITUP
ki

ITUP Composer
i

| Feature

|In|:|ustr3,r best practices

|Prncess-|eue| infarmation

|Activity-|evel information

= | = =] =

|Task-|eve| infarmation

|Cnntent customization

|Cnntent creation

|T|:u:|| use guidance |

=== ==<]||=<]|=

|Cnntent publishing

Figure 2-4 ITUP versus ITUP Composer feature comparison

The ITUP Composer contains the resources listed in the following sections.
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Process library

The processes described within ITUP are closely aligned with ITIL. ITUP
contains detailed process diagrams and descriptions to help you understand of
processes and their relationships, making the ITIL best practice
recommendations implementable. It is possible to also map ITUP to other
leading process models.

ITUP is based on the Process Reference Model for IT, which was jointly
developed by IBM Global Services and Tivoli. PRM-IT offers detailed process
guidance for all activities that are the responsibility of an organization's Chief
Information Officer (ClO), including but not limited to IT Service Management.

Tool mentors

Tool mentors describe best practices for using IBM tools in the context of specific
processes. A tool mentor helps identify which IBM products and solutions to use
to execute specific activities and describes in detail how to use these tools
appropriately. This guidance reduces time, effort, and errors, and helps get the
maximum value out of the investment.

Roles

IT staff are typically responsible for one or more roles in their job responsibility.
These roles are associated with the execution of specific tasks. ITUP describes
these roles and responsibilities in detail, and provides tool mentor guidance to
enable staff to do their jobs more efficiently and effectively.

Work products

Work products, often referred to as artifacts, are the inputs or outputs of
processes. ITUP describes the work products for each process, as well as
additional information like definitions of key terms.

Scenarios

Scenarios describe common problems and best practice solutions. With these
scenarios, you are able to see how to address real-world problems by improving
and integrating processes, using the appropriate tool properly, and setting up the
necessary roles and responsibilities.

Underlying the ITUP processes are the layers of supporting autonomic
technologies. Autonomic computing provides technologies and standards to
support and enable the process environments of the IBM Tivoli Unified Process
and IBM IT Service Management offerings.
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ITUP is intended for use by anyone who has a role in the implementation and
delivery of IT Service Management. IT organizations of varying levels of maturity
can use ITUP Composer as a resource to do the following:

» Deliver IT services through well-defined, repeatable processes
» Measure and improve business value
» Tailor IT services to business priorities

» Better utilize investments in system management tools and use the right tool
for a given task

» Establish IT as a thought leader by harnessing key technologies to drive
business value

2.3.2 IBM Rational Method Composer overview

ITUP Composer is a library of the Rational Method Composer, which is a tool
platform that enables process engineers and managers to implement, deploy,
and maintain processes for organizations or individual projects. Typically, two key
problems need to be addressed to successfully deploy new processes.

First, development teams need to be educated on the methods applicable to the
roles for which they are responsible. Software developers typically need to learn
how to do analysis and design, testers need to learn how to test implementations
against requirements, managers need to learn how to manage the project scope
and change, and so on. Some organizations assume that developers implicitly
know how to do such work without documenting their methods, but many
organizations want to establish common, regulated, and repeatable practices to
drive specific improvement objectives and to meet compliance standards.

Second, development teams need to understand how to apply these methods
throughout a development life cycle. That is, they need to define or select a
development process. For example, requirements management methods have to
be applied differently in early phases of a project where the focus is on elicitation
of stakeholder needs and requirements and scoping a vision, than in later
phases where the focus is on managing requirements updates and changes and
performing impact analysis of these requirements changes. Teams also need a
clear understanding of how the different tasks of the methods relate to each
other. For example, how the change management method impacts the
requirements management method as well as regression testing method
throughout the life cycle. Even self-organizing teams need to define a process
that gives at minimum some guidance on how the development will be scoped
throughout the life cycle, when milestones will be achieved and verified, and so
on.
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To that end, Rational Method Composer has two main purposes:

» To provide a knowledge base of intellectual capital that can be browsed,
managed, and deployed. This content can include externally developed
content, and, more importantly, can include customized content that can
consist of white papers, guidelines, templates, principles, best practices,
internal procedures and regulations, training material, and any other general
descriptions of any method. This knowledge base can be used for reference
and education. It also forms the basis for developing processes (the second
purpose). Rational Method Composer is designed to be a content
management system that provides a common management structure and
look and feel for all content, rather than being a document management
system in which existing documents would be stored and accessed, all in their
own shapes and formats. All content managed in Rational Method Composer
can be published to HTML and deployed to Web servers for distributed usage.

» To provide process engineering capabilities by supporting process engineers
and project managers in selecting, tailoring, and rapidly assembling
processes for their concrete development projects. Rational Method
Composer provides catalogs of predefined processes for typical project
situations that can be adapted to individual needs. It also provides process
building blocks, called capability patterns, that represent best development
practices for specific disciplines, technologies, or management styles. These
building blocks form a toolkit for quick assembly of processes based on
project-specific needs. Rational Method Composer also allows setting up of
organization-specific capability pattern libraries. Finally, the processes
created with Rational Method Composer can be published and deployed as
Web sites. They can also be deployed as project plan templates for Rational
Portfolio Manager.

Key terminology and concepts

To effectively develop content with the Method Composer, it is necessary to
understand a few concepts that are used to organize the content. The topics
include 2.3.3, “Method content authoring overview” on page 21 and 2.3.4,
“Process authoring overview” on page 23.

The most fundamental principle in Rational Method Composer is the separation
of reusable core method content from its application in processes. This directly
relates back to the two purposes of Rational Method Composer described in
2.3.2, “IBM Rational Method Composer overview” on page 18. Almost all of
Rational Method Composer's concepts are categorized along this separation.
Method content describes what is to be produced, the necessary skills required,
and the step-by-step explanations describing how specific development goals
are achieved. These method content descriptions are independent of a
development life cycle. Processes describe the development life cycle.
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Processes take the method content elements and relate them into semi-ordered
sequences that are customized to specific types of projects.

Note:

Method content describes what is to be produced, the necessary skills
required, and the step-by-step explanations describing how specific
development goals are achieved.

Process describe the development life cycle. Processes use method content
elements and relate them into specific sequences to match different types of
projects.

Figure 2-5 on page 21 provides a summary of the key elements used in Rational
Method Composer and how they relate to method content or process. Method
content is primarily expressed using work products, roles, tasks, and guidance.
Guidance, such as checklists, examples, or road maps, can also be defined to
provide exemplary walkthroughs of a process. On the right-hand side of the
diagram, the elements used to represent processes in Rational Method
Composer are presented. The main element is the activity that can be nested to
define breakdown structures and how they relate to each other to define a flow of
work. Activities also contain descriptors that reference method content. Activities
are used to define processes. Rational Method Composer supports two main
types: delivery processes and capability patterns.
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Figure 2-5 Method framework

Delivery processes represent a complete and integrated process template for
performing one specific type of project. They describe a complete end-to-end
project life cycle and are used as a reference for running projects with similar
characteristics.

Capability patterns are processes that express and communicate process
knowledge for a key area of interest, such as a discipline or a best practice. They
are also used as building blocks to assemble delivery processes or larger
capability patterns. This ensures optimal reuse and application of their key best
practices in process authoring activities in Rational Method Composer.

2.3.3 Method content authoring overview

Method content describes roles, the tasks that they perform, the work products
that are used and produced by those tasks, and supporting guidance.
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Figure 2-6 illustrates how method content is represented in Rational Method
Composer. Many development methods are described in publications such as
books, articles, training material, standards and regulations, and other forms of
documentation. These sources usually document methods by providing
step-by-step explanations for a particular way of achieving a specific
development goal under general circumstances. Some examples are
transforming a requirements document into an analysis model, defining an
architectural mechanism based on functional and nonfunctional requirements,
creating a project plan for a development iteration, defining a quality assurance
plan for functional requirements, redesigning a business organization based on a

new strategic direction, and so on.
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Figure 2-6 Method Content Representation in RMC

Rational Method Composer takes content such as that just described, and
structures it in a specific schema of roles, work products, tasks, and guidance.
This schema supports the organization of large numbers of descriptions for
development methods and processes. Such method content and processes do
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not have to be limited to software engineering, but can also cover other design
and engineering disciplines, such as mechanical engineering, business
transformation, sales cycles, and so on.

2.3.4 Process authoring overview

A process defines sequences of tasks performed by roles and work products
produced over time.

Figure 2-7 on page 24 shows that processes are typically expressed as
workflows or breakdown structures. Defining a strict sequence, as in a waterfall
model, is as much a process as defining semi-ordered sequences in iterations of
parallel work. They just represent different development approaches. Hence, for
defining a process, one can take method content and combine it into structures
that specify how the work shall be organized over time, to meet the needs of a
particular type of development project (such as software for a online system
versus software and hardware for an embedded system).

Rational Method Composer supports processes based on different development
approaches across many different life cycle models, including waterfall,
incremental, and iterative life cycles. Rational Method Composer also supports
different presentations for process, such as work-breakdown structure or
workflow presentations. It is possible to define processes in Rational Method
Composer that use a minimal set of method content to define processes for agile,
self-organizing teams.
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Figure 2-7 Process authoring

2.3.5 How ITUP Composer works with CCMDB

Although shipped with CCMDB Version 7.1, CCMDB is not directly integrated
with ITUP Composer. However, the CCMDB Process Manager Products (PMPs)
can link to the ITUP Composer V2 Web site to provide users with contextual
guidance as they execute tasks and can be used as a single source of published,
standards based, and customer specific process information.

The CCMDB Launch in Context feature can be used to launch the ITUP
Composer V2.
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ITUP Composer and CCMDB
A Tivoli CCMDB Process Manager Product (PMP) can link to the ITUP Web site
to provide users with contextual guidance as they:

» Execute tasks

» Deliver a documented operational model for compliance

» Deliver greater consistency for efficiency and effectiveness

» Deliver a single source of published, standards based, and customer specific
process information

More details on the ITUP Composer are provided in IBM Tivoli CCMDB
Implementation Recommendations, SG24-7567.
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CCMDB components

This chapter includes a technical overview of the IBM CCMDB components. The
two major layers of the IBM CCMDB solution concept are the Data Layer and the
Process Layer. Both of those layers are themselves composed of multiple logical
and physical components that are leveraged in the overall solution layout. This
chapter explains the components from a logical as well as from a physical and
operational perspective.
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3.1 Components of the IBM CCMDB

This chapter includes a technical overview of the IBM CCMDB components. The
two major layers of the IBM CCMDB solution concept are the Data Layer and the
Process Layer. Both of those layers are composed of multiple logical and
physical components that are leveraged in the overall solution layout. This
chapter explains the components from a logical as well as from physical and
operational perspectives.

Figure 3-1 outlines a logical component overview of the IBM CCMDB V7.1
solution. The major building blocks are explained throughout the rest of this
chapter.

Process
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Figure 3-1 Logical architecture overview for CCMDB V7.1
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Attention: Please note that Figure 3-1 on page 30 shows the logical
component view of the IBM CCMDB solution. An overview of the operational
model (physical layout) is documented in Chapter 5, “Physical components
and operational model” on page 89.

The data layer is the base of the IBM Service Management architecture. It
provides the CCMDB database structure that centralizes (not necessarily
physically in one database) all of the information regarding the IT environment.
The data layer is comprised of different physical databases that exchange data
with respect to Configuration ltems. The data layer is physically comprised of the
TADDM database that holds information about discovered Cls and their
relationships while the process layer database is keeping the same information
or a subset of it in order to provide the appropriate data to the Process Manager
implementations like Change and Configuration Management.

The Process Layer consists of a foundation that provides runtime services for
Process Manager products we refer to as the base services. Inside this runtime
environment, many common services interface to the data layer, such as Work
Order Management to host Service Management process workflows,
notifications, reporting, security, or integration technologies. The Process Layer
also consists of the IBM Service Management Process Manager Products
(PMPs) that leverage the process runtime environment for specific
implementations of Service Management processes. CCMDB V7.1 provides two
Process Manager products by default: Change and Configuration Management.

The following components and structures are described in more detail
throughout the rest of this chapter:

1. CCMDB Discovery Server (also known as the Tivoli Application Dependency
and Discovery Manager (TADDM)).

2. CCMDB Base Services.

3. The Process Manager Products (PMP) provided with the IBM CCMDB
solution: the Configuration Manager PMP, the Change Management PMP,
and the Common PMP as a foundation layer or service for all other Process
Management products.

4. The IBM Tivoli Integration Composer (ITIC) and the Integration Adapter for
TADDM.

5. Components that can be optionally implemented in the CCMDB solution
layout.

Chapter 3. CCMDB components 31



6. The CCMDB data layer, with its different representations like Discovered,
Actual, or Authorized. The detailed description also discusses the important
topic of federation, its pros and cons, when and why to use it, and compares
its usage of federation services from within the CCMDB Discovery Server or
from within the Base Service Layer.

7. The operational model, including the middleware components leveraged in
the CCMDB V7.1 solution. This section also touches on aspects of sizing and
high availability of the solution.

8. The CCMDB security architecture.
9. The different interface technologies that CCMDB provides.

3.2 User interface layer

There are two major user interfaces provided by the overall CCMDB V7.1
solution: the CCMDB Web User interface and the interface for the TADDM
discovery server.

The CCMDB Web User interface and the interface for the TADDM discovery
server. TADDM actually provides two kinds of user interfaces: the Java™ Web
Start-based and the Domain Manager user interface. For the purpose of our
description, we refer to the TADDM user interface as a user interface.

The CCMDB Web User interface is the user interface for administering and using
the process manager products. It also allows the user, given the appropriate
permissions for the user, to use the tools to customize the database, workflows,
and user interface behavior and style.

The CCMDB Web user interface allows launch in context to external systems.
You can specify the target system of the launch operation as well as specific
“land-into” views inside the Launch in Context application.

This facility is used to launch in context from the CCMDB Web User interface into
different views of the TADDM user interface. Launching from the TADDM
interface into the CCMDB Web User interface is not supported.

Optionally, the CCMDB Web User Interface can be used inside the IBM Solution
Console or ISC, a common console used across different IBM products, including
many IBM Tivoli solutions. If you want to work with CCMDB applications from the
ISC console, you can do so. Please refer to the CCMDB documentation for more
details.
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3.3 CCMDB discovery server and TADDM

The Tivoli Application Dependency Manager (TADDM) is the discovery server in
the IBM CCMDB V7.1 environment. It provides discovery aggregation and
reconciliation functionality. It provides a topology view into the discovered data
space, also referred to as the Discovered Cl space.

There are existing IBM Redbooks publications on the TADDM capabilities and
functions. We are not describing the base functions in detail in this book but
rather describe the role of the TADDM server within the overall CCMDB solution
context.

For more information about TADDM, refer to the IBM Redbooks publication /IBM
Tivoli Application Dependency Discovery Manager Capabilities and Best
Practices, SG24-7519.

Discovery is based on the scheduled execution of a discovery profile that defines
what to discover as well as the depth of discovery. Discovery execution uses
discovery sensor implementations for numerous kinds of target systems,
middleware, and application components. In addition, a command-line interface
is provided to mass import discovered data that are provided by external
operational management products (also known as Managed Software Systems
(MSS)). We call this bulk loading interface the bulkloader. The bulkloader
expects the external data that should be imported to adhere to an XML format
called IdML. Besides the bulkloader interface, the TADDM server provides an
API that also allows data to be read and imported. The API expects the data in
an XML format as well, but not [dML.

The reconciliation process avoids generating duplicates of Cls in the system.
Whether you update data using sensors, custom server templates, the
bulkloader, the API, or manual data entries, the reconciliation engine in the
TADDM server ensures that the data is unique if it belongs to the same entity.
Reconciliation occurs while reading the data from its source and before storing it
into the database. For example, if you provide the TADDM system with data for
the same CI by entering data through sensor discovery and a bulkloader import,
naming rules detect if data provided by the second data import belongs to a ClI
already present in the system.

The TADDM server also provides federation capabilities. This is to extend
reporting views of the discovered Cl space with data federated from external data
sources. Please note that data that is federated from within the TADDM system is
not transferred by the Integration Composer to the process layer of the CCMDB
V7.1. This means that you cannot use data that you have federated from within
the TADDM system from within a Change or Configuration Management process.
If you want to federate data and use it from within the Service Management
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processes, you have to set up the federation capabilities from within the process
layer of the CCMDB. Please refer to IBM Tivoli CCMDB Implementation
Recommendations, SG24-7567.

The TADDM Server is separate from the CCMDB Base Services, which provide
the basis for the Service Management processes like Change and Configuration
Management. TADDM can be used as a stand-alone solution if just a discovery

solution is relevant without using discovered Cl data in the Service Management
processes. Although the TADDM server can be installed on the same system as
the Base Services component, we recommend installing TADDM on a separate

machine from Base Services. The TADDM server contains its own database.

Whether you implement the database on the same system as the TADDM Server
or on a separate system depends on your environment and operational aspects.
Both options are provided. The TADDM server also contains its own graphical
user interfaces, a Web interface called the Domain Manager, and a Java Web
Start based user interface referred to as the product console. You can launch into
both of the TADDM consoles from the CCMDB Web interface, which is the user
interface of the CCMDB used in the process environment (that is, by a Change or
Configuration Manager).

You can scale the discovery environment of the overall CCMDB solution by
adding additional discovery domains if your environment needs to discover a
large number of systems or requires independent operations of discovery
domains. Each domain server reports its data to a central instance called the
enterprise discovery server. Please refer to Chapter 5, “Physical components
and operational model” on page 89.

With respect to the data layer perspective of the overall CCMDB solution,
TADDM as the discovery engine of the CCMDB provides the Discovered CI
space. Detailed Cl data, including relationships, are captured in the TADDM
database. In order to expose the discovered data, the Integration Composer
component of the CCMDB needs to transfer the data into the Actual Cl space
that is physically located in the database of the process layer. The Integration
composer, a generic data import component, is specifically instructed by the
TADDM Integration Adapter how to connect to TADDM, what data to transfer, and
how to do the mapping between the Discovered Cl space and the Actual Cl
space.
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Note: There is a TADDM adapter available for previous versions of TADDM to
transfer data into the CCMDB V7.1 database. Please note that this previous
adapter transfers data into Asset representations inside the asset
management database. The Integration Adapter for TADDM in the

CCMDB V7.1 solution populates ClI structures and instance data rather then
Asset Data. The TADDM integration adapter within the CCMDB V7.1 solution
uses the TADDM API, while the previous version uses a JDBC™ connection
to the TADDM database.

The Integration Adapter for TADDM component actually contains two integration
adapters that you run separately. The first one transfers the Common Data Model
to create Cl types including relationship models into the Actual Cl representation
of the process database of the CCMDB. If you are enhancing the data model in
the TADDM environment, the model or Cl type adapter must be run in order to
reflect the updates in the process database. The second adapter transfers the
real instance data. Please refer to Chapter 10, “TADDM and Process Layer
integration” on page 231 for more information about the Integration Composer.

Important: It is very important to understand that in CCMDB V7.1 the only
source for Actual Cl data is to go through TADDM and transfer the data into
the Actual Cl space through the Integration Composer technology. You cannot
manually create Actual Cls because the Actual Cl representation is read only
data. If you want to import your own discovered data into the Actual Cl data
representation, you have to import your data into the TADDM database first
through the TADDM API or an IdML / DLA file and then use the Integration
Composer technology. This is true for CCMDB V7.1 and might change in
future releases. Please bear in mind that you can create Authorized Cls
manually since they do not represent what has been discovered in the
environment.

Enhancements in TADDM V7.1

Within the CCMDB V7.1 solution, the TADDM discovery server has been
enhanced with new functionality. Although we do not provide a detailed
description of how to use those enhanced features, we want to give an overview
of the key enhancements. This list is not a full list of each and every new feature
provided in Version 7.1, but highlights the most important enhancements. Some
of the enhancements are not exposed to customers but are for development or
IBM services people only. We do mention them though since they are important
enhancements for the overall CCMDB V7.1 solution.
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Note: We do expect the reader of this section to have some prior experience
with previous versions of TADDM. We inserted example window highlighting
some of the new functions but do not explain in detail how to use the product
to get to the appropriate dialogs.

Discovery enhancements and new sensors

There are a couple of enhancements in the area of discovery:

1. There are new sensors, such as sensors for Microsoft® Exchange or
iSeries®, as well as support for SNMP V3 in the SNMP sensor that already

existed. Figure 3-2 on page 37 highlights these new sensors inside a newly
created Discovery Profile.
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Figure 3-2 New sensors in Discovery Profile

Tip: As you can see in Figure 3-2, access controls can now be defined inside

a Discovery Profile.
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2. The Level 1 Discovery, also known as the Stack Scan Sensor, has been
enhanced to use SNMP in addition to the previous protocols to inspect the
infrastructure. Figure 3-3 shows the default Level 1 Discovery Profile that has
been enhanced by using an additional SNMP sensor.
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Figure 3-3 Level 1 Discovery Profile

3. There are performance enhancements that make discovery runtimes faster.
Enhancements have been made in order to write discovered data into the
database faster so the overall elapsed time from beginning to end of a
discovery is reduced. In addition, specific sensors like the WebSphere® or
DB2® sensor have been specifically enhanced by using parallelism in the
sensor implementations.

4. Rediscovery of specific Cls. There is a new function that allows you to
rediscover a single Cl without having to go through the process of discovering
a whole scope set or having to specify a scope just for the specific CI. You
have to enable the function in the collation.properties file. The statement that
you have to set to true is com.collation.rediscoveryEnabled.

Once you have done this, you will find a new dialog option in the Java
console, as shown in Figure 3-4 on page 39.
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5. JAR Files for the WebSphere Sensor are now included in the product. You do
not have to install a complete WebSphere Application Server on the TADDM
server anymore in order to discover a WebSphere environment. The provided
JAR files are for WebSphere Application Server versions 5.1, 6.0, and 6.1.
You can define the depth of the WebSphere discovery inside the Discovery
Profile. Please refer to the product documentation for a more detailed
description on how to configure this option.

Extensibility of the Common Data Model

In earlier versions of TADDM, extensions to the Common Data Model were
restricted to the IBM development organization and were bound to the schedule
of a product release or Fix Pack. You could only extend the model for new
attributes, also referred to as Extended Attributes. There are enhancements in
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Version 7.1 that enhance the Common Data Model (CDM) for new classes
dynamically, including attributes. This function s not yet open to customers at this
point. Its usage is restricted to the IBM development organization as well as IBM
services.

1. Extended Attribute type support

You now can define extended attributes and define a data type. A data type
definition was not supported in previous versions of TADDM. This function is
officially supported now in the product. Please refer to Figure 3-5 for more
details.
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Figure 3-5 Extended Attribute type support
You can see which data types are supported in Figure 3-5.

Tip: You can now also use Extended Attributes with Custom Server
Templates.

2. Dynamic Extension of the Common Data Model

The ability to dynamically define new object classes supported by the TADDM
system has been introduced primarily to streamline a faster development
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cycle of new pluggable sensors outside the product development cycle. As
mentioned already, the extension will not be accessible by customers, but
they will benefit from this functionality during their deployments by service
teams.

The dynamic extensibility of the CDM allows for the introduction of new
classes, the addition of subclasses to existing and newly defined classes, the
definition of new attributes, and the definition of naming rules for the newly
defined classes. In addition, implicit relationships between the new classes
and other classes can be defined.

Although Figure 3-6 looks as though it is a part of the TADDM product
console, it is a separate User Interface restricted to IBM usage. In order to
define new classes, you have to use this User Interface. Alternatively, you can
use XML definitions directly.
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Figure 3-6 Model extension in TADDM

Chapter 3. CCMDB components 41




Figure 3-7 shows the alternative way of defining an extended class without
using the Ul using XML file structures directly.
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Figure 3-7 Extending the model using an XML based definition file

You can see that a new class called My Computer System is extending the
base class Computer System. In addition, new attributes (attribute1,
attribute2, and services) are introduced, inheriting the attributes from the
base class. You also see that a naming rule for the new class is defined that
uses attribute1 as the identifier for the TADDM system to generate an
instance of class My Computer System. Besides the extension class for the
Computer System class, you find another section in the XML file that defines
a new class MyService to extend the Service Class. Before you can use the
new classes in the TADDM system, some dynamic code generation, User
Interface definitions, and deployment steps have to be done. We do not
document these steps in this book.
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Developing pluggable sensors

One of the reasons to allow dynamic extensions to the Common Data Model is to
streamline the cycle time of new sensors. Prior to TADDM V, new sensors had to
be part of a complete development build, either a major or minor version of the
product.

Now it is possible for IBM development or IBM SWAT and service personnel to
add new sensors to the TADDM system without doing a rebuild of the TADDM
code base. Easier Data Model extensions support the introduction of new
sensors that usually make use of their own class and attribute structures.

It is out of the scope of this book to document the process of developing sensors.

Reconciliation enhancements

There are major enhancements in the TADDM version of the CCMDB V7.1
product in the reconciliation process. The reconciliation process runs when
reading data into the system, whether it comes from a sensor based discovery, a
custom server template, an OMP DLA, an API call, or is entered into the system
manually. Based on defined naming rules, it identifiers data belonging to the
same Cl and tries to avoid duplicates. The enhancements belonging to this
process are attribute prioritization, a manual way to reconcile data (also
referred to as manual merge), and a way to plug in your own reconciliation logic
to the system. We briefly describe these enhancements:

1. Manual reconciliation (manual merge)

The manual reconciliation enables the user to manually combine Cls using
the TADDM User Interface without using a naming rule. For example, if you
detect that you have two Cls in the TADDM database and you know that they
should be represented as one, you can use the Manual Merge function to
bring them together in one object. Within this process you also converge the
naming rules of the objects you are bringing together if they are different.
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Figure 3-8 shows an example of how to make use of the merge functionality.
From the tree view in the left frame of the console or from a topology view, you
have to select at least two objects that you want to merge together. Please
bear in mind that they have to be of the same type. For example, you cannot
merge a Windows® and a Linux® Computer System object.
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Figure 3-8 Manual merge

As depicted in Figure 3-8, you have to designate one of the Cls that you have
selected as the durable CI, which is the object that will stay in the database
after you merge the Cls together. The transient CI(s) (you can actually select
more than one given they are of the same type) are those objects that will be
merged into the durable Cl when merging the objects together and will be
deleted from the database after the merge operation.

The GUID alias table in the TADDM database is updated during a merge
operation so that after the merge operation, when you start a discovery or
load data from a DLA book, the operation will update the object specified as
the durable object during the merge operation.
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2.

Attribute Prioritization

In TADDM versions prior to Version 7.1, when reading data into TADDM for
the same Cl attribute (for example, capturing an attribute specifying the disk
size of a computer), from different sources (like a sensor discovery and a DLA

import), TADDM would use the data from the last source that brought data

into the system. You can call that approach a “last win” approach. In

TADDM V7.1, you can specify the priority of data sources. That means you
can define which data source you rely on most to provide data for specific

attributes. A data source can be a sensor, a DLA, the user interface, or any

other source writing data to the system. The dialog to define prioritization
rules can be launched from the TADDM Java GUI Edit Menu (Figure 3-9).
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Figure 3-9 Prioritization rules
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In order to define rules, you have to define Data Sources first. In Figure 3-9 on
page 45, you see three Data Sources defined. All of them have been moved
to the frame on the lower right side (using the Copy button) in order to use
them to define a rule for a specific attribute.

The data sources that have been defined in the example are
TADDMALLDISCOVERY, which is a default Data Source specifying all
sensors, ITSO DS User Interface, a defined Data Source specifying a manual
way to enter data into the system, and ITSO_DLA, which specifies a DLA that
imports data into the system through the bulkloader facility.

In the lower right frame of the dialog you can specify the priority order that you
would like to be applied for data entering the system for a specific attribute or
a whole class structure (if you select the Define Class Level Prioritization
check box).

In the upper right frame of the dialog, you see that the memorySize attribute is
define for the priority rule, which is an attribute of the ComputerSystem Class.
The data source that has the primary role of being a data provider is the
sensor discovery (TADDMALLDISCOVERY).

Please refer to the product documentation for more details on how to set up
attribute prioritization and best practice recommendations.

3. Reconciliation plug-In

If you want to plug in your own logic before data is stored into the database,
TADDM V7.1 provides a facility for providing your own reconciliation logic. An
example would be if you want to look up specific data already in the TADDM
database and manipulate the incoming data appropriately to your needs
before you finally store the incoming stream in the database. You would have
to code the logic (Java) and plug it into the reconciliation framework. In
TADDM V7.1 this facility is available to IBM Development, SWAT, and Service
personnel only.

Figure 3-10 depicts the behavior of the reconciliation framework and plug-in.

IncomingA
e B B B

Plug in Logic

Figure 3-10 Pluggable reconciliation architecture

The reconciliation is the actor between the incoming data stream and the
point in time before data gets persisted into the database.
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Enhancements for an Enterprise Discovery Server Environment

There are multiple enhancements to the implementation of a discovery
environment consisting of multiple discovery domain servers and a central
instance called the enterprise discovery server (also referred to as the
Enhancements for an Enterprise Discovery Server Environment (eCMDB)
instance). The most prevalent ones are:

1. You now have topology views (all supported views except the Application
Infrastructure View) through the Domain Manager user interface for an
eCMDB environment. These topology views can span data being
synchronized from different discovery domains.

2. The default synchronization level between the Domain servers and the
enterprise server is switched to full synchronization in TADDM V7.1.

You now can have cross-domain references or relationships visible at the
eCMDB level. Prior to Version 7.1, you had to use overlapping scope sets in the
discovery domains in order to reflect cross-domain business application
relationships. In V7.1, a topology builder doing post synchronization steps has
been introduced in order to allow cross domain relationships without setting up
overlapping discovery scope sets.

Note: The eCMDB or enterprise discovery server instance, if it is being used,
is the interface for the Integration Composer, which synchronizes data from
the Discovered Cl space to the Actual Cl space.

Security enhancements

The most prevalent enhancement is the security integration between the process
layer run time and the discovery environment (TADDM) of the CCMDB V7.1
solution. This allows the process layer and the discovery component to share a
common user and group repository based on a Directory Server (either IBM
Directory Server or Active Directory®). This allows a single sign-on between the
CCMDB V7.1 Web User Interface used in the process layer of the CCMDB and
TADDM. The Launch in Context facility leverages this shared security
infrastructure and passes a security token from the process layer to the TADDM
server in order to launch without a reauthentication into a specific view of the
TADDM system. Please refer to Chapter 6, “CCMDB security architecture” on
page 105 for a more detailed description of the overall CCMDB V7.1 security
architecture.

One of the other security enhancements that has been introduced in the
discovery environment of the CCMDB V7.1 is the ability to define groups. You
use the Administration function in the Domain Manager User Interface to define
groups of users to whom you then assign roles in order to assign specific
authorizations to the members of the groups.
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Figure 3-11 shows the Domain Manager User Interface function that defines a
new group in order to assign permissions to that group.
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Figure 3-11 UserGroup Definition in TADDM Domain Manager Interface
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Miscellaneous enhancements

In this section, we provide an arbitrary list of further enhancements introduced in
the TADDM V7.1 component of the CCMDB V7.1 solution.

1. Query based collections.

You now have the ability to define collections, and through this ability, access
collections as well, by creating a query. For example, you can define a
collection (access collection) displaying or restricting access to a dynamically
changing group of objects, define a query, and create a collection out of it.
Figure 3-12 on page 49 highlights this functionality. Please refer to the
product documentation for more details on how to set this up.
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Figure 3-12 Query based collections

2. There is now support the Cygwin SSH implementation for communication

between the TADDM server and the Windows Gateway and Anchor.
Support for extended attributes in Custom Server Templates.
Several Performance enhancements, primarily in the bulkloader and API.
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5. Enhancements within the Domain Manager User Interface.

The usability of the Domain Manager user interface has been improved,
primarily by adding the ability to view topology graphs inside the Domain
Manager Web interface, as shown in Figure 3-13.
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Figure 3-13 Domain Manager topology graph

Most of the functionality exposed through the TADDM Java Ul is exposed
through the TADDM Domain Manager interface in V7.1. The most obvious
missing function in the Domain Manager Ul is the ability to start and configure
discoveries.

The capability to launch in context into different views (Business Topology,
Application Infrastructure, Details view, Change History, and so on) of the
TADDM user interfaces (Domain Manager as well as the Java Ul) has been
enhanced. This is most often used when launching in context from the
CCMDB V7.1 Web user interface that is the interface of the process layer of
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the CCMDB. Inside the process environment, there is a Launch in Context
application that allows you to define launch points into TADDM and other
related operational management products. Figure 3-14 gives an example of a
predefined launch point defined in the CCMDB V7.1 Web user interface.
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Figure 3-14 Launch in Context definition

It specifically defines a launch point from the Actual Cl configuration application
inside the process layer of the CCMDB V7.1 into the TADDM user interface, in
this case the business application topology. The qualifier for launching in context
into the TADDM system is the General Unique Identifier or GUID. The GUID is
being used as a variable in the Console URL definition.
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3.4 CCMDB Base Services

The Base Services component of the CCMDB V7.1 solution is the component
that provides the platform upon which process manager products like Change
Management or Release Management run and provide their specific functions. It
is the foundation layer of the IBM Service Management process layer with
several technical functions, including the following:

>

A common security model to support users, user groups, sites, organizations,
security profiles, persons, or person groups.

A facility for all applications to share a common approach to display
information to users of the system. It provides a common user interface look
and feel across all applications that leverage the common process run time
environment. So you will experience the same user experience regardless if
you are a user of Configuration Management, Change Management, or any
other process management product.

A work management platform that allows you to configure and run end-to-end
process definitions (predefined or your own) for any kind of Service
Management process. It provides technologies like Job Plans, workflows,
activities, and activity groups in order to automate processes and guide
different personas through a process.

A way to send a notification to a person or group. This can either be an e-mail
or a message in the start center of specific user roles.

A reporting engine based on BIRT technology. The reporting engine is by
default installed on every application server in the WebSphere Cell of
application servers if you have a multi-server environment, but please bear in
mind that the reporting run time is running in its own Java Virtual Machine.
Reports are administered from the Web user interface. Report definitions are
stored in the process layer database. Report security is based on the security
model provided by the base services layer.

Integrated tooling to customize data, application layouts (user interfaces), or
process definitions. The base services include integrated tooling to add,
update, or modify new objects to the process layer database. From a
CCMDB V7.1 perspective, this, provides the ability to manually add
Authorized CI object classes or attributes without having synchronized data
from the Discovered CI space. You can also use the Database Configuration
Application in the Base Services to create new database objects that are
federated from different data sources. In addition, there is an Application
Designer application that allows you to set users of the system to have
different views into the system than provided by the default installation.
Finally, there are capabilities provided to create or modify definitions of Job
Plans or Workflows in order to model your Service Management processes.
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» Escalation services that are scheduled against the process layer database in
order to verify defined conditions and behave accordingly in the case of
deviances or exceptional behavior of the system or processes. For example, a
Process Manager Product can set up an escalation to verify whether an
activity has occurred by a certain time, and notify someone if it has not.

» Integration services to external systems and data sources through the
Maximo® Enterprise Adapter (MEA) technology. Making use of the integration
services allows you to batch-load or synchronize data with an external system
in real time. For example, this provides a way to load data into the authorized
Cl space from an external system that you regard as a trusted source of
information. Alternatively, you can use this technology to provide data from
the CCMDB to an external system to work with data you have captured in the
Actual or Authorized CI space. In Figure 3-1 on page 30, the integration
services are part of the data access services, because what you exchange
with external systems is data, either in or out of the CCMDB system. The first
step in defining what to share with external systems is to define which data
(Integration Objects, which refer to Maximo Objects, which refer to data in the
database) you want to share.

» A data access layer that provides the services for the applications to access
the process layer database. Data is stored in database tables. To access data
from an application like Change or Configuration Management, these
database tables are encapsulated with business logic inside Java objects,
which we refer to as a Maximo Business Object (MBO). The data access layer
in the CCMDB V7.1 solution provides access to the Authorized and Actual ClI
representations. It does not directly connect to the Discovered Cl space that
the TADDM server is maintaining.

From an implementation point of view, the base services component (with the
exception of the reporting engine) is a J2EE™ application that runs in the
WebSphere environment. It is deployed as part of the core CCMDB installation
step. Refer to Chapter 8, “CCMDB installation planning” on page 163 and
Chapter 9, “Installation” on page 187.

In summary, the base services component is the core run time process
environment that provides all the facilities that process manager products like
Change and Configuration Management leverage.
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3.5 CCMDB Process Manager Products

A Process Manager Product (PMP) is a system for managing the execution of a
process.

You can think of a process request as a ticket with a written note on it that is
forwarded to various people (or entities) to perform various actions that, in the
end, result in the objective of the process.

Change and Configuration Manager PMPs are delivered as part of the IBM
CCMDB V7.1. Besides these two PMPs delivered with the CCMDB V7.1, another
PMP, referred to as the Common PMP, is part of the CCMDB V7.1. The Common
PMP does not provide specific functionality in terms of reflecting a Service
Management process, but rather provides some common functionality that is
used by all other implementations of PMP products. Please refer to “Common
PMP” on page 54 for more a more detailed description of the Common PMP
implementation.

IBM provides Process Manager Products aligned to the ITIL model for the
various Service Management disciplines. IBM has implemented the theoretical
ITIL process descriptions in its software in order to allow users of the system to
be automatically guided through a process.

Note: Although the Configuration and Change Management Process
Manager Products are the ones that we are focus on in this book because
they are part of the CCMDB V7.1 package, there are additional PMPs
available, such as Release Management. More PMPs are planned and are in
the development phase.

Common PMP

The Common Process Manager Product or Common PMP is a specialized
process manager implementation that gets installed as part of the CCMDB
install. You do not have to install it separately through the Process Solution
Installer; it is automatically installed for you when you install the CCMDB
package.

The purpose of the Common PMP is to provide enablement for other process
management products that implement a real Service Management process flow.
Both the Configuration and Change Management PMPs build on top of the
applications and functions that it provides.

If compared to the base services component, the Common PMP provides
application functionality rather than technology services.
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The most prevalent application that all other PMPs leverage from the Common
PMP is the process request application. A process request forms the general
interaction model into and between process manager products. This is because
all PMPs are supposed to answer specific questions that are focused on
organizational productivity.

An example of a process request is a Request for Change (RFC), which is a
request in the Change Management PMP. The intention is to ask the Change
Management application to create a change object. The way you do this is to
create a request; in the case of Change Management, you create a process
request that is classified as a request for change with even more specific
classification details on the nature of the change that you are planning.

Another example of a process request is a request to update data inside the
CCMDB data layer, the Authorized CI representation specifically. In this case, we
classify the request as a Configuration Update Request. This allows a controlled
process to be initiated to update the CCMDB database and, through this
procedure, make sure the Authorized ClI space really contains a trustworthy
information base.

Process requests can be entered into the system by a user of the system, but
they can also be used between PMPs. An example of PMP to PMP integration
using a process request is a Configuration Update Request, which is a step in a
Change Management process flow towards the Configuration Management PMP
in order to update the CCMDB with data that has changed through the Change
Implementation itself. Each Process Manager Product provides a set of Web
service interfaces. These interfaces provide the ability to create, update, query,
or cancel a request from a different process manager. Another example of a PMP
to PMP process request, although outside the scope of the core CCMDB, is a
request from Change Management to Release Management to add a Change
object into a Release object.

In order to relate these concepts to how it looks in the product interface, we have
included some figures depicting the process request application and some
examples of specific process requests. We do not explain in this chapter how to
navigate the user interface in detail in order to get to the Process Request
application.

Chapter 3. CCMDB components 55



Figure 3-15 shows an empty process request panel that can be launched from
the Change Management module or the IT Infrastructure management module
from within the GoTo link in the CCMDB Web user interface.
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Figure 3-15 Process Requests application

There are some fields or attributes already pre-populated, such as the Process
Request number, and the Requester and Name fields. The Requester field is the
name of the user who is entering a process request while the process request
number is auto-generated by the system.

We only want to highlight the most important fields at this point in order to make
the concept of a process request easier to understand. One of the fields that
need to be specified is the Process Manager Type field. When you click the lens
icon beside the field, it brings up a selection panel that lists all the process
managers that have an implementation of a process request implementation
(Figure 3-16 on page 57).
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Figure 3-16 Process Manager Type selection

You can see that at this time we have a system with just Change and
Configuration Management PMPs installed. We can select which PMP we want
to send a process request to. We selected Change Management in this case.

Once you have defined which PMP you want to send the request to, the next
thing you have to do is to classify the request with more detailed information.
Classifications are another general concept inside the system that is used in
many places to add more detailed information. When using the small arrow to the
right of the Classification field, you bring up a window that allows you to do the
classification.

Note: You can also move into the Classification application, do your selection,
and move your selection back into the originating window.
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Figure 3-17 shows the list of possible options to select from when classifying the
request.

S Classify 2R
Request to Change Mgmt for TS0 Demo

2|5

Change
peo1 +~

PMCHGHDW:Hardware
[ B PMCHGSFW:Software

PHMCHGHDW ,

E E

Vies

Figure 3-17 Process Request classification

You can see at this point that we have just the option to classify the request to
Change Management either as a Hardware or Software Change. You can add
your own additional classifications in the classifications application to align to
your organizational needs.

You can also see that two further classifications to a process request in the
Configuration Manager, Configuration Audit Request and Configuration Update
Request, are available for selection from the classification window.

We selected Software as a further classification for the change that populates
the overall process request window, as shown in Figure 3-18 on page 59.
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Figure 3-18 Completed Process Request

If a classification has defined its own attributes, those would automatically show
up in the Classification Attributes section. You can see that you can also attach
Cl information in the Target Cls section of the window. In the case of an RFC, you
would do this in case you know already the CI or group of Cls that are targets of
the change that you request through the process request.
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Figure 3-19 shows a process request to the Configuration Management PMP,
classified as an Update Cl Request.
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Figure 3-19 Process Request into Configuration Management

After you have specified and classified your process request, you have to submit
the request. In order to do this, you have to select an action from the Action
drop-down menu, as shown in Figure 3-20 on page 61.
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Figure 3-20 Submission of the Process Request

The first action you take is submit the request by using the Submit option of the
drop-down menu. This will initiate a request in the system that gets assigned to
someone with a specific role to approve the request before a Change
Management object gets created.

We have explained the Common PMP in some detail because it is important to
understand the basics for other PMPs like Change and Configuration
Management.

There are further applications that are provided within the Common PMP that we
do not explain in detail, such as the foundation to interconnect a PMP to an
Operational Management Product (OMP) like Tivoli Provisioning Manager or
Tivoli Configuration Manager in order to initiate some action from within a step in
a process into the OMP. In Figure 3-20, a PMP can initiate a software distribution
action inside the Tivoli Provisioning Manager as the OMP. The Common PMP
provides the technology for the integration between the PMP and OMP layer. It
does not provide concrete implementations of integrations; instead, it provides
the foundation to do this task.
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For example, the Integration Modules, the Logical Management Operation, or the
Launch in Context applications inside the Integration Module Menu are provided
by the Common PMP (Figure 3-21).
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Figure 3-21 Integration Module applications

There are many organizations that have implemented IBM WebSphere Process
Server to host implementations for business oriented workflows. They may have
a desire to combine their business and IT Service Management processes. To
support such scenarios and use cases, all PMPs ship support for BPEL flows
running on the IBM WebSphere Process Server. In this case, the business
process flow hosted on the IBM WebSphere Process Server is using specific
interfaces provided by the PMPs. The interfaces are provided at the Activity level
of a process flow. BPEL support is optional.

Configuration Management PMP

The Configuration Process Manager Product is the part of the IBM CCMDB V7.1
solution that enables IT organizations to identify, control, account for, and audit
all Configuration Items in the IT Infrastructure through the Change and
Configuration Management database. This brings process control to the data
inside the data layer of the CCMDB. Otherwise, it would just be another
configuration database for persisting configuration data. It stores a logical model
of the IT infrastructure containing configuration items, their attributes, and
relationships. The data is represented in three spaces: the discovered, the
authorized, and the actual CI representations. The Configuration Management
PMP primarily operates on the Authorized and the Actual Cl spaces while also
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allowing you to launch from the Actual to the Discovered CI representation that is
maintained in the TADDM database.

The Configuration Management PMP provides several applications to work with
and maintain Cls. At install time, they are installed as part of the CCMDB

package.

Most of the applications that the Configuration Management PMP provides are
grouped in the IT Infrastructure module that you can launch from the GoTo Link
in the CCMDB Web User Interface, as shown in Figure 3-22.
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Figure 3-22 IT Infrastructure Module Applications overview

There are applications for maintaining Configuration ltems (Authorized Cls),
maintaining the Actual Configuration Items, generating process requests into the
Configuration Management (Audit and Update CI requests; please refer to
“Common PMP” on page 54 for more details on process requests), and to

maintain or create relationships or CI Lifecycles.

Defining life cycles defines states that Cls of a specific type can be in, as well as
which states are regarded as protected states, in which case a change to a Cl

would require a Change Request (RFC).
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The Configuration Management PMP provides default life cycles according to

ITIL, but you can provide your own life cycle definitions within the CI Lifecycle
application, as depicted in Figure 3-23.
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Figure 3-23 CI Lifecycle application

The Configuration Management PMP provides two process implementations in
V7.1, Verify and Audit CI as well as Control CI (also known as Update CI). Both

of them require a process request to be submitted and approved before they are
actually initiated.

You can find the definitions of those processes as predefined templates in the
Job Plan application, as shown in Figure 3-24.
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Figure 3-24 Job Plans application
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The definitions above define steps in order to move users with the appropriate
role through formal process steps for the Audit and Update requests.

CI Auditing (and remediation) provides a formal request and process for Cl
audits. An audit is defined as a comparison between the Actual and the
Authorized CI representations in order to identify any variances between what
the environment should look like (Authorized) versus what it actually looks like
(Actual). Remediation as a possible step inside the Audit process (Audit Phase 2)
supports the creation of an RFC to eliminate the variance through a controlled
process or directly update the Authorized CI space with what is defined in the
Actual Cl space.

Update CI or Cl control provides a formal request and process for making
changes to the Authorized CI space. This provides a tight control over Cl
changes. Change Management, for example, can generate a process request to
Configuration Management to update the CCMDB database with the changes
made within the change implementation.

As you can see, the Audit process template is divided up into two phases, the
first phase being more related to planning and defining the audit, while the
second phase is more related to the analysis of the comparison results of the
audit.
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If you link to the definitions of the UPDATECI job plan template, you will see that
this job plan has different phases, steps, or activities, as shown in Figure 3-25.
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Figure 3-25 Update Cl Job Plan template

These tasks define the steps of the formal process to update a Cl in the CCMDB
database. You can modify them to fit your needs. There are additional items
provided by the Configuration Manager PMP, for example, predefined roles
implemented as security groups in the system (Configuration Manager,
Configuration Auditor, and so on), predefined reports, and KPIs or Start Centers
for the different types of Configuration Management users.

One of the predefined Key Performance Indicator definitions that you can use in
the Start Center of a Configuration Manager or any other user of the system is
the Percentage of Update CI Processes completed (Figure 3-26 on page 67).
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Figure 3-26 Key Performance Indicator for Configuration Management

For more details on the Configuration Management PMP, please refer to IBM
Tivoli CCMDB Implementation Recommendations, SG24-7567.

Change Management PMP

The Change Management PMP provides the ability to control and implement
changes according to your organization’s change process. The Change
Management process begins with an RFC (process request classified as a
change request) that needs to be accepted and approved by someone having
the appropriate role. Therefore, a Request for Change has to be created in order
to start the Change process.

The CCMDB change management process enables you to manage changes
from the initial request (RFC), through the assessment, the implementation, and
up to the final review, often referred to as the Post Implementation Review (PIR).
The Change Management PMP provides predefined process templates aligned
with ITIL best practices that you can modify according to your organizational
needs.

Change Management is integrated with Configuration Management in different
ways. You can choose Cls as targets of a change and use the relationships to
understand the potential impact of the change on other Cls in the infrastructure.
Change Management does interact with Configuration Management to demand
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that an RFC be created before certain Cls can be updated in the CCMDB
database. This happens when Change Management generates a process
request to Configuration Management for updating a Cl (an Update CI process
request). For more details on process requests, please refer to “Common PMP”
on page 54.

Change Management also interacts with Release Management to add Changes
to a specific or any release. Please bear in mind that the Release Management
PMP is a separate package of the CCMDB.

The Change Management PMP provides different applications in order to
administer and use the Change process. You can find these applications in the
Change Module of the CCMDB Web User Interface, as shown in Figure 3-27.
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Figure 3-27 Link to Change Management application

As you can see in Figure 3-27, there are different applications belonging to the
Change Management PMP: the Change Application itself to handle changes that
have been requested by an RFC, and the Change Implementation Schedule
application, which provides a view in change management that shows the start
and end dates for changes and included implementation tasks for selected
configuration items. Different views are provided for this Change Calendar-like
application.
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The next application is the Change Window application that allows you to define
maintenance periods of when Cls are allowed to have maintenance applied or be
allowed to be changed. Defining change windows for Cls or groups of Cls defines
the baseline for detecting change window conflicts. A conflict could occur, for
example, when you define a change where you may identify implementation
tasks for these changes whose schedules do not conform to the defined or
allowed change windows for these Cls.

The Process Request application allows you to generate a process request to
Change Management, that is, when correctly classified, an RFC.

One of the most important functions inside the Change Management PMP is the
impact analysis function. The reason for doing impact analysis as part of the
Change Management process is to identify and document all the consequences
of implementing a change request. Once all the consequences are documented,
the subsequent steps of the process will use this information. For example,
approvals and implementation scheduling will depend on accurate impact
analysis. The goals of the impact assessment is to record the results of the
impact analysis done by some subject matter experts, facilitate the creation of
implementation tasks to do work identified during the analysis, and assist the
Change Analyst to identify Cls which will be impacted by this change.

Important: Impact analysis is not simply a matter of identifying the Cls related
to the targets of a change. We can find those relationships by analyzing the
data in the CCMDB database. But being related to the Cl defined as a target in
the change does not mean a Cl is impacted by default. For example, we
discover that the implementation of a Change will require the installation of a
software update to a server. The CCMDB database shows relationships
between this server and other Cls that depend on it. Are these related Cls
impacted by this change? If the update can be installed on the server without
any degradation of service, then they are not. Whether the installation of the
update requires that the server being updated be offline depends on the
update design. This information will need to be investigated during impact
analysis before the Change Analyst can identify the impact of the change.
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As part of the change application, the Change Management PMP provides a
specific tab that will be used by one or more Change Analysts to both document
the results of their assessments and identify Cls impacted by this change, as
shown in Figure 3-28.

[£1 Changes - Microsoft Internet Explorer 15

: Fle Edit View Favorites Tools Help

: @Ba:k - Q ﬂ @ ,‘ /"SEamh ‘S‘W:(Favurihes &) = _I

n itse.3ustin.ibm change

| ™GoTo WiReports # StartCene

[ Finet | #h [Select Action M@ de @« QQARHIFI DR

List Change Plans. Related Records Actuals Log i Process Detais | pact Analysis |

Change Details J Owner

Summary [ El Owner Group

Status

Progress E

Summary Target Analysis Technical Assessment Results. Business Assessment Results Tasks. Select impacted Cis

Summary | E! Details Estimated Total Cost =

Estimated Total VWork Effort

Defer Impact Analysis to Release? [

[ Fitr » D ik 4] %%
Configuration kem Cl Description Asset Location Outage Assessment Done? Approval> Notify? Scheduled Start Sched

Figure 3-28 Impact Analysis tab of the Change Management application

In Figure 3-28, you can see several sub-tabs to structure the impact assessment
work.

The Change Management PMP provides additional assets as part of the
package, for example, predefined Job Plans for exemplary ITIL-aligned process
flow definitions, Roles like Change Manager, Change Administrator, Change
Owner, Change Analyst, Change Approver, Change Implementer, or Change
Requester. In addition, predefined Start Centers for the different roles are
provided; these Start Centers leverage predefined Key Performance Indicator
views. And, finally, many out-of-the box reports are provided for Change
Management.

One of the elementary facilities of the Change Management PMP is to provide
predefined end-to-end process flows. These are modelled as Job Plans in the
system. The Change Management PMP provides three predefined end-to-end
process flows, as shown in Figure 3-29 on page 71.

70 Deployment Guide Series: IBM Tivoli CCMDB Overview and Deployment Planning



@ Job Plans - Microsoft Internet Explorer

File Edit View Favorites Tools Help

Qo - O ﬂ li‘] N /7" Search ‘ft(Favnntes & a3 LJ 8

Address | @] httpsfkenmore.itsc. austin,ibm.com/maximo uifevent=loadappavalue =jobplan

&) 1BM Business Transformation Homepage ] 18M Global Print &) 18M Standard Software Installer &) IT Help Central 4] Join World Community Grid €8] 1M Internal Help Homepage

gjl, Job Plans R g&f get !_f;%’“ Il Reports.
= i i e

[ Finat: | | dh [Select Action [+] | [Exar Y NER= ]
{

Job Plan Work Assefs

[Nen Job Plan _ CTRL+ALT+1]

# Advanced Search © il Save Query © + Bookmarks

| oFiter > i o e1-110011 %

Job Plan Description Duration Supervisor Status Template Type Organization
’ P #
CHG-F1 Assessment 0:00 ACTIVE ACTIVITY
CHG-F2 Approval 0:00 ACTIVE ACTVITY
CHGF3 Schedule 0:00 ACTIVE ACTIVITY
CHG-F4 Implement the Change 0:00 ACTIVE ACTVITY
CHGFS Fost implementation Review 0:00 ACTIVE ACTIVITY
CHG-F6& Business Assessment 0:00 ACTIVE ACTVITY
CHGFT Technical Assessment 0:00 ACTIVE ACTVITY
CHG-F& J2EE Implementation 000 ACTIVE ACTIVITY
CHG-P-F1 Standard Change JobPlan 0:00 ACTIVE PROCESS
CHG-P-F2 Pre-Approved JobPlan 0:00 ACTIVE PROCESS
CHG-P-F3 J2EE Application JobPlan 0:00 ACTIVE PROCESS

Figure 3-29 Predefined Change Management Job Plan templates

In Figure 3-29, you see more than three predefined Job Plans for Change
Management. This is because Job Plans can be nested. You can recognize the
top level Job Plans that model the end-to-end process flows at the bottom of the
window, as they have a template type of PROCESS rather than ACTIVITY. The
Job Plans with a template type of ACTIVITY are used in the top level job plans.
The three examples provided by the Change Management PMP for end-to-end
process flows are:

1. Standard Change Job Plan to represent a standard change
2. Pre-Approved Job Plan to represent a pre-approved change

3. J2EE Application Job Plan to represent a specific example of steps
necessary to change a J2EE application

Within each of the Job Plan definitions, the steps and tasks to be taken by
different roles of the organization (who are involved in the Change
implementation) are defined. Looking into the template for the Standard Job
Plan, you recognize four phases that have been defined. The steps are
Assessment, Approval, Schedule, and Implement the change. These phases are
aligned with ITIL. You can see that those phases are modelled as (nested) Job
Plans themselves. Inside these nested Job Plans, you would find specific tasks
related to those phases.

For more details on the Change Management PMP, please refer to IBM Tivoli
CCMDB Implementation Recommendations, SG24-7567.
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3.6 Integration Composer and Integration Adapter for

TADDM

IBM Tivoli Integration Composer (ITIC), formerly known as Fusion, is a
component or tool to primarily import data from an external system into the
actual data representations of the process layer database. The actual data
representations are separated between representations of asset data structures
and Cl data structures. In the case of the CCMDB V7.1 environment, we focus on
loading Cl data rather than asset data into the system. Please bear in mind that
Cl data can be linked to asset data through appropriate relationships in the
process layer database.

Inside the CCMDB V7.1 environment, the main use case for the Integration
Composer is to transfer data from the TADDM database that holds the
discovered data to the Actual Cl space inside the process layer database. The
transfer of data from the TADDM discovery environment to the CCMDB process
layer environment is actually a two-step process.

First, the model or Cl type data (based on the Common Data Model) are
transferred to the process environment in order to reflect the appropriate Cl class
structures inside the process layer database. These class structures and
attribute definitions are used throughout the system, foremost in the Authorized
and Actual Cl applications. Think of the model as the backbone for the real or
instance data. If you do not have a model that defines how to represent a Linux
Computer system or Business Service, the instance data cannot be transferred.
You need a schema in which you input the real data. Every time a change to the
model is being done on the TADDM side of the CCMDB environment (like adding
an additional attribute or adding new classes), you need to synchronize these
changes into the process layer database.

Second, the instance data is brought over. These is the real data that you would
see on the TADDM console. This is your Linux server ABC or the Business
service ITSO Application.

The IBM Tivoli Integration Composer is actually a tool for data migration with a
separate installation program. It is not part of the middleware or CCMDB
installation. There is a separate install program for the Integration Composer that
runs its own Java Virtual Machine; it does not run in the WebSphere environment
of the CCMDB. You can even install the ITIC on a different system from TADDM
and the process environment of the CCCMDB. It just needs appropriately defined
connections to the TADDM environment and the system hosting the process
layer database of the CCMDB.
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The ITIC data migration component needs instructions for the source and target
databases that it needs to connect to, it requires information about the schema of
the source and target data sources, and it usually requires some mapping
instructions on how it needs to map data from the source into the target
representation of data inside the process layer database. A mapping is a set of
expressions that tells ITIC how to transform data on its way from the source to
the target.

These instructions are given through specialized adapters that comprise schema
information for the source and target data sources as well as appropriate
mapping information.

CCMDB V7.1 provides an adapter called the Integration Adapter for Tivoli
Application and Dependency Manager. This adapter provides the instructions for
ITIC to connect to the TADDM environment on one side and to the process
environment on the other side in order to transfer data from the discovered CI
space to the Actual Cl space. Different adapter files are provided for exchanging
the data model or Cl type information as well as the instance data.

For a more detailed description of how to implement and configure the ITIC and
the Adapter for TADDM, please refer to Chapter 10, “TADDM and Process Layer
integration” on page 231.

Chapter 3. CCMDB components 73



74 Deployment Guide Series: IBM Tivoli CCMDB Overview and Deployment Planning



CCMDB Data Layer

This chapter provides an overview of the data layer of the CCMDB architecture.
Additional details are provided in IBM Tivoli CCMDB Implementation
Recommendations, SG24-7567.

The CCMDB Data Layer contains three data spaces that hold Cls and process
artifacts and relationships between these objects to provide everything from a
dependency mapping of the discovered environment to a specification of
authorized Cls that define the specific aspects and characteristics of Cls you
wish to tightly control and manage, and relationships with process artifacts, such
as Request for Changes (RFCs).

The CCMDB supports the Tivoli Common Data Model (CDM) across all three
data spaces. The CDM is a logical information model that is used to support the
sharing of consistent data definitions and the exchange of data between Tivoli
management products concerning managed resources and components of a
customer's business environment.

This chapter gives a conceptual overview. Later chapters will provide
implementation details of the data layer, including several use cases like
Federation, Promotion, or Launch in Context.
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Figure 4-1 reflects the three Cl data spaces of the CCMDB V7.1 solution, its
interoperability, and its relationship to other data structures, such as Process

Artifacts.
CCMDB APIs to Authorized, Actual and Discovered Cl Data
Authorized Cls Actual Cls Discovered Cls
(Subset of Actual Cls) (Subset of Discovered Cls) (High Granularity of Details)
'CDM Representation -
(Model)
4—
4—
Cl Instance Data

AN
MetaData/Helper objects \ ]
(LIC, integration)

CCMDB 7.1 Data Layer

Figure 4-1 CCMDB V7.1 Data Layer

In Figure 4-1, the high granularity of details in reference to the discovered Cls
implies that the data discovered may be more detailed than needed for Actual or
Authorized Cls. When the data is imported as an Actual ClI, the unnecessary

details may be filtered out.
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4.1 Discovered configuration items

The Discovered Cls data space of the CCMDB contains information discovered
in the heterogeneous IT environment. This includes Cls and relationships
discovered using sensor discovery and those loaded through Discovery Library
Adapters (DLAs). Operational Management Products (OMPs) that are managing
Cls in the environment and persisting data in their own database can
synchronize selected data through the DLA batch interface, also referred to as
the bulkloader, into the Discovered Cl data space.

The TADDM component of the CCMDB provides the discovery engine for the
solution as well as a set of discovery services, such as naming and
reconciliation, unique resource identification and attribute prioritization, and
change history on discovered Cls and relationships. These discovery capabilities
provide an accurate dependency mapping between Cls, which includes many
different types of relationships, such as logical, physical, and application
topologies.

For Cls and relationships that are not discoverable through the discovery sensor
capabilities and are not available through the IBM-provided DLAs, the discovery
toolkit can be used to build custom DLAs to bring data from other sources into
your CCMDB discovered Cl data space.

A discovered Cl and its relationships can be quite deep and complex, as
indicated in Figure 4-2 on page 78. A specific computer system called
EmailServer1 is shown, where the computer system Cl itself can contain a
significant number of objects and attributes that make up the computer system
(for example, physical components and software components on the computer
system), while these components can have relationships to other Cls. The
computer system, for example, has relationships with logical Cls such as
business services that it supports, and each of these would contain relationships
with other Cls.
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Figure 4-2 Interconnected graph of Cl dependencies

The interconnected graph of Cls and relationships can get deep very quickly in
the discovered Cl space of the CCMDB, so that the CCMDB can easily contain a
very large amount of data. While this data can be very useful for understanding
significant detail about the IT environment, it is typically considerably more
information than is needed or desired when you are interested in managing a
specific set of Cls through applications and processes, such as Configuration
Management, Change Management, or Release Management. Thus, there is a
need to utilize a subset of the data in the Discovered Cl space while still allowing
the ability to refer back to the entire set of interconnected dependencies and
attributes.

4.2 Actual configuration items

A filter can be applied that results in a subset of the Cls and relationships of the
Discovered Cl data space being copied over into the Actual Cl data space. This
allows the system to deal with a reasonable subsets of the entire set of
discovered data, but still contains everything needed to perform all of the
Process Management and Service Management capabilities that are desired,
such as Cl auditing as part of Configuration Management or Change
Management.
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For example, the filter could be set such that the Actual Cl space only contains
computer systems that are production servers, if it is determined that initially only
these systems would come under Process Management. The server systems
may be a very low percentage of the data that is in the Discovered Cl space, so
keeping the amount of data in the Actual Cl space to just what is needed will
indeed improve performance; however, the full set of discovered Cl data and
relationships is still accessible by launching the Discovered CI data space.

Actual ClI filter

A configuration option allows the administrator to specify which CI types to bring
into the Actual Cl space from the Discovered Cl space. It is best to set the filter
for just what is necessary to meet the needs of the various teams that are
performing process management and service management on the Cl data. The
filter can be expanded or changed over time to bring in more CI data as needed
to support new requirements or processes. Refer to Chapter 10, “TADDM and
Process Layer integration” on page 231 for more details.

Note that when you specify bringing in a Cl into the Actual Cl space that is a
top-level Cl, it will bring over the entire child tree beneath it. For example, a
ComputerSystem is a top-level Cl, so when each computer system Cl is copied
over into the Actual Cl space, it will bring over all other Cl objects that are related
to it in a "downward" notion.

This Actual Cl filter is provided by the IBM Tivoli Integration Composer (ITIC)
adapter to determine which Cl instances are brought over into the Actual Cl data
space. For each Cl Type specified, all instances of that Cl Type in the Discovered
Cl space are copied into the Actual Cl space.
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If the ComputerSystem CI Type was specified in the filter to bring computer
systems into the Actual Cl space, Figure 4-3 shows an example of what Cls and
relationships would be copied over from the Discovered Cl space.
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Figure 4-3 Filtered Cl data in Actual Cl data space

Note that the business service called Corporate Email and the database server
called DBSrvr1 (and their relationships to EmailServer1) shown in Figure 4-2 on
page 78 are not copied over in this example, because those Cl Types were not
specified as part of the Actual ClI filter. If you want to bring over the relationships
of the Computer System ClI to the Business Service Cl, you have to specify that
all instances of the Cl Type Business Service have to be copied as well.

Because the discovered Cls (particularly top-level Cls) can be quite deep and
some can contain a significant number of objects and attributes, it is
recommended that you set the Actual Cl filter depth to an appropriate level for
how deep you will be using the data within the ISM processes and applications.

While the filter specifies the breadth regarding which CI Types you want to bring
over, the depth specification allows you to control the depth of the relationship
hierarchy that you want to bring over from the discovered into the Actual Cl data
space.
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By default, the depth level is set to 3. This means for any Discovered Cl instance
that is being copied into the Actual Cl space it will only follow relationships in a
downward notion to the third level in the CI child tree. In Figure 4-4, when
bringing a computer system from the Discovered Cl space into the Actual CI
space, this equates to everything above the dashed line.
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Mem = 4GB
#CPUs =2
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Name = Windows XP
Ver =5.2.16

Name = Lotus Notes

. Ver=7.0
\ Desc = Email SW

Figure 4-4 Actual Cl filter depth

None of the relationships, objects, or their attributes that are below the dashed
line are brought over into the Actual Cl space, which will result in a significant
savings of movement of data. Depth level 3 will allow you to determine the
software running on a computer system, so if this contains all that you are
looking to manage in the Authorized CI space (discussed in 4.3, “Authorized
configuration items” on page 82), this may be an appropriate depth level setting.
But if, for example, you are looking to manage J2EE applications running in a
Web application server on a computer system, you would need to set a deeper
depth level filter to ensure you get the J2EE applications brought over into the
Actual Cl space as part of the computer system.

In case you are working with a scaled deployment of the CCMDB discovery
solution, where you have an Enterprise Discovery Server (¢CMDB) and a
number of domain discovery servers, make sure that the data that you intend to
synchronize into the actual Cl data space is physically kept in the eCMDB
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database. If not, the ITIC adapter data request will need to go back to the
discovery domains to satisfy the request, which will result in an increased
number of data requests and network traffic during the time which the ITIC
adapter is running, as well as a longer total elapsed time for the overall operation
to complete.

Actual configuration items are administered through the Actual Configuration
Items application.

4.3 Authorized configuration items

Once you have specified which Cls should be copied over into the Actual ClI
space, the next step is to create Authorized Cls. The process of creating
Authorized Cl instances from Actual Cl instances is called promotion.

Authorized Cls are subject to control and modification by the Change
Management and Configuration Management processes in the CCMDB and are
the target object for many operations within the overall IBM Service Management
solution.

An Authorized Cl is typically a simple definition with a small number of
relationships and attributes. Earlier it was mentioned that a computer system Cl
can be quite complex with a large number of attributes and a fair number of
relationships with other objects; however, an Authorized CI for a computer
system would contain only the attributes or values and relationships to objects
that you care to bring under change control.

For example, to meet corporate standards for a production e-mail server, there
are certain characteristics that you want to ensure are met at all times (for
example, it has 4 GB of memory on it, it is running Windows XP (any version),
and it has Lotus® Domino® Version 7.0 installed on it). You define these
characteristics in the Authorized Cl space. For the production e-mail computer
system called EmailServer1, you build the setup shown in Figure 4-5 on page 83
as a set of Authorized Cls, attributes, and relationships in the Authorized ClI
space. This reflects your authorized state.
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Figure 4-5 Sample of an Authorized CI view

Note that there are only three Authorized Cl objects that were defined (a
ComputerSystem, an OperatingSystem, and a SoftwareComponent), a single
relationship between each of them, and a small number of attributes.

These are the only aspects of the EmailServer1 ClI that you wish to manage and
tightly control. You can revise the Authorized CI definition at any time, such as
adding new relationships to other Authorized Cls or adding new attributes. This
Authorized CI can now be put under change control and used within the ISM
processes, such as Configuration or Change Management.

Creating Authorized configuration items

Authorized Cls can be created either manually through the CCMDB Web user
interface or through the Cl object structure that provides an API layer for
managing Authorized Cls. In other words, you can use the MEA integration
technology of the CCMDB solution to synchronize Cl data from external data
sources. A typical use case would be to synchronize Cl data that is not
discoverable.

The primary method of creating an authorized Cl is through a process called
promotion. The promotion creates either a duplicate or a subset of an actual Cl in
the authorized CI data space.

It is important to note that there is at most one Authorized ClI for an Actual Cl,
meaning an Authorized Cl can be associated with an Actual Cl or it can exist on
its own without a link to any Actual ClI.

If a user wants to create an Authorized Cl manually, the user specifies the
definition of an Authorized CI in the Configuration Items application (what are the
attributes and values, relationships to other Authorized Cls, and the attributes

Chapter 4. CCMDB Data Layer 83



84

and values of those). They can specify the Actual CI to which the Authorized Cl is
linked, or as previously stated, Authorized Cls can be created within the ClI
application completely independent of an Actual CI (in which case there is no link
specified to an Actual ClI). For example, you may want to create Authorized Cls
for computer systems that you have received through procurement, but which are
not in the network yet, and therefore cannot be seen through discovery. You
could create an Authorized CI for each computer system and drive them through
the change process to get them deployed into your IT environment. Once these
computer systems are found during discovery, you can go back and create the
link between the Authorized Cl and the Actual CI. There are also cases where
Authorized Cls may be created that will never have an Actual Cl, for example, in
the case of logical Cls that will never come in through discovery, you only desire
to have them in the Authorized CI space.

The other method of creating Authorized Cls through the user interface is
through promotion. There are two ways to promote an actual Cl to an authorized
Cl. The first way is to copy every detail (attribute, relationship, and so on) over to
the authorized Cl data space.

In order to filter out details of the Cl data that you do not require within your
Service Management processes, a second way of promotion is supported.

A set of Actual Cls are promoted through a Cl Hierarchy (also sometimes called
an Authorized Cl Template). A Cl Hierarchy definition is similar to an Authorized
CI definition except that it is not associated with a given instance of a Cl; it is a
template definition that stands on its own. Just like with an Authorized Cl, the CI
Hierarchy contains a set of attributes and values and relationships between
objects. In the Actual Cl application, the user can then select a number of Actual
Cls and indicate that they wish to promote them to a given CI Hierarchy, which
will create an Authorized Cl instance for each of the Actual Cls selected. The
Authorized Cls created will contain whatever objects, attributes, and relationships
are specified in the Cl Hierarchy selected during promotion. Note that when
promoting Actual Cls to a Cl Hierarchy, if you do not specify copying the
attributes during the promotion, then it will use the attribute value that is in the ClI
Hierarchy and not what is specified in the Actual CI (useful when you want all of
the Authorized Cls you are creating through promotion to look the same). A ClI
Hierarchy can be used as a filter, but can provide a way to set default values for
specific attributes as well. For more details on how to use the promotion process,
please refer to IBM Tivoli CCMDB Implementation Recommendations,
SG24-7567.

Regardless of which way you create an Authorized Cl in the authorized Cl data
space, you can change its definition as required to support Service Management
processes. You can add or delete attributes, although the related Actual Cl keeps
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a different structure. Usually you would extend the Authorized Cl scheme with
attribute definitions to persist or federate data that is not discoverable.

Other data artifacts in the CCMDB Data Layer

The CCMDB contains more than just Cls; it also contains process artifacts that
are used in a Service Management environment within the processes and
applications that manage the Cls. Examples of process artifacts are RFCs,
Change Records, and Release Records. Process artifacts have relationships
with Authorized Cls, as shown in Figure 4-1 on page 76, and are an integral part
of the data.

In addition to Actual and Authorized CI data structures, the database can hold
Asset-based data representations. Assets are represented as analogous to Cls
in an actual and authorized data space. Cls and Assets are linked through
appropriate relationships in the database. Authorized Cls are linked to authorized
Assets while Actual Cls are linked to actual Assets. Asset data structures are
usually supporting commercially oriented processes like IT- or Enterprise Asset
Management® while Cl representations are foremost oriented to supporting
more technically oriented processes like Configuration or Change Management.

4.4 Audit: comparing Actual and Authorized Cl data

spaces

Comparing Actual to Authorized Cls is referred to as an Audit. A Cl Audit is part
of Configuration Management.

The process of auditing a set of Cls requires defining a set of rules that specify
the criteria of how to link the Authorized to the Actual Cls and what exactly to
compare during the Audit.

The Audit process can be executed in a scheduled or on demand basis. The
result of the Audit is showing either a consensus or deviation between the Actual
and Authorized Cl data that is compared.

You can, for example, see which authorized Cl does not have a corresponding
Actual CI or which Actual Cl does not have an Authorized CI. You can also see
deviations within the attribute values of the two Cl data spaces.

A key use case for the Audit process is to verify if a change that has been
planned based on the Authorized Cl data space is reflected in the real IT
environment. A periodic discovery of the IT environment is capturing the current
details of the Cls and feeds the (filtered) details into the Actual Cl data space.
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4.5 Federation of external data

86

The CCMDB allows for data sourced in an external repository to be made
available to the Service Management processes and applications by configuring
the federation capabilities of the underlying database or federation support tools
and using the CCMDB tooling available (Database Configuration and Application
Designer applications) to make the federated data accessible for display in
applications.

In fact, federation can be enabled on any type of object in the process layer
database portion of the CCMDB, whether it be additional attributes on Cls (for
example, the owner of a computer system) or additional attributes on a process
artifact (for example, the contact point for a Request for Change that was
synchronized from a third-party service desk). Federated data is accessed in a
read-only manner, the source of the data is the owner, and changes should only
be made at the source.

When there is additional data you would like to make available in the CCMDB,
the question arises as to whether model extensions should be made to physically
import the additional data into the CCMDB or whether the data should be
federated in (where the data is not physically copied into the CCMDB but is made
available in a read-only manner through the federation capabilities).

If there is a new attribute or a new CI Type that you would like to include in a
Configuration Management audit, then you would have to physically populate the
attribute into the CCMDB. Federated data cannot be used in a Configuration
Management audit.

If the attribute is something that exists in an external management system and
you wish to simply make it available for displaying additional detail about an
object in an application (for example, whenever you look at a computer system
you want to also see the color, so you federate in the color attribute), then it
would be best to make the data available through configuring it as a federated
attribute.

Please refer to IBM Tivoli CCMDB Implementation Recommendations,
SG24-7567 for more details and an implementation example of how to customize
the Actual Configuration ltems application to dynamically display federated data
at run time.Please note that you can also use the federation capabilities within
the CCMDB discovery environment. Given that you have simply the requirement
to produce reports out of your detailed discovered Cl data space and want to
enrich the discovered data with federated data from external data sources, you
can do so. Please bear in mind though that you cannot transfer data that you
federate in the TADDM discovery environment to the Actual Cl data space. Using
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the federation capabilities inside the TADDM environment is for reporting
purposes only.

4.6 Extensibility of the CCMDB schema

The CCMDB schema, that is, the classifications of class types, relationships, and
attributes, is extensible in a number of ways. Extensions can be made within the
TADDM discovery component or they can be made within the process run time
database.

Extensions made to the CDM implementation in TADDM will ensure that both
TADDM and the Base Services have the same schema definition of the CDM.
This is based on the fact that the schema definitions are propagated through the
ITIC TADDM CI Type adapter.

TADDM supports the creation of extended attributes through the user interface. It
also allows for the addition of new CI Types, new relationship types, new
discovery sensors, or customizing naming rules, all of which require the use of a
toolkit. Extensions may also be performed within the CCMDB process layer
database, so you may find cases where you wish to perform model extensions
there. For example, you may choose to add a non-discoverable attribute directly
to an Authorized Cl and expose the attribute in an application user interface and
have the attribute value manually provided by the user. The manually entered
attribute may not be something that you would like to have added to the CDM and
may not provide any value by making the extension in TADDM,; it is only ever
used on the Authorized CI. There are various tools for making extensions within
the CCMDB solution, including the Database Configuration and Application
Designer applications.

4.7 Where to begin to load data

As explained, there are different manifestations of Cl data in the CCMDB.
Discovered Cls are populated within TADDM and provide a view of the
discovered IT environment. TADDM discovery sensors perform discovery while
the DLAs provide a mechanism for loading additional data that conforms to the
CDM. On the other end of the spectrum are the Authorized Cls, which are the
entities that you explicitly build, which are subject to tightly managed control. You
can create Authorized Cls without having a Discovered or Actual Cl. So where
should you load Cls that you wish to put into the CCMDB?
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If it is IT data, or discoverable in any way, then it can be loaded into the CCMDB
by using the TADDM discovery capabilities. Having data come in through TADDM
discovery allows for the use of a key set of discovery services, such as naming
and reconciliation, and the ability to specify a unique identification of a resource.
As subsequent discoveries occur, changes are captured so that a change history
for a resource exists, which can be valuable for problem analytics. And, of
course, with periodic discoveries, we can copy Discovered Cls into the Actual ClI
space that forms the basis for the Cl auditing between Authorized Cls and Actual
Cls. If there is a need for any one of these discovery-related capabilities or any of
the others not mentioned here that are available with TADDM, then the Cl data
should be brought into the CCMDB through the TADDM discovery capabilities.

It is possible that you have a situation where you have Cls for which there is only
a single source (you do not have a need to reconcile these objects with some
other source) and you do not have a need to perform an audit between an
authorized version of the Cl and what would currently be in a “discovered”
environment. In this case, it is feasible that you could create these Cls directly in
the Authorized Cl space in the CCMDB. An example of this type of data would be
a logical hierarchy of business services and business applications that you have
defined in an external system that you wish to be able to bring under change
control, so you decide to use the Cl MEA (Maximo Enterprise Adapter) to create
Authorized Cls directly in the Authorized Cl space without bringing them in
through the discovery services.

It is reasonable that you will actually use both of these methods as you continue
to build out your CCMDB, using discovery as the workhorse to bring in the
discovered environment as well as directly creating Authorized Cls in the cases
where you have single-sourced data that you do not wish to bring in through
TADDM. It is important to recognize that if you feel that you will at some point
need to reconcile these objects you are directly creating in the Authorized CI
space with objects from another data source, or you will need to audit these Cls
for changes, then you should give consideration to whether this data should
instead initially be brought in through the TADDM discovery services of the
CCMDB solution.
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Physical components and
operational model

In Chapter 3, “CCMDB components” on page 29, we describe the components of
the CCMDB V7.1 solution from a functional perspective. Our focus is on the
logical components, such as the Base Services, the Process Manager Products,
Data Access Services, or the Data Layer in general rather then the physical run
time environment.

In this chapter, we now describe the run time environment that is used to host the
logical components that we described:

» We describe the major building blocks of the physical run time environment,
their role in the overall solution, and their relationships to each other.

» We describe the environment from the perspective of an operational model.
We explain the protocols used for component interaction and different options
for deploying the solution.

» We give you a rough understanding of what needs to be taken into account in
order to size the environment and refer to aspects of high availability.
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5.1 Components of the physical run time environment

Figure 5-1 highlights the components of the CCMDB V7.1 run time environment.

Please note that although the components are drawn in separate boxes, they do
not necessarily have to be deployed on different physical systems.
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Figure 5-1 Physical component and relationship overview
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The HTTP Server, the WebSphere Application Server, the CCMDB Process
Runtime Database, and the LDAP Directory Server comprise the environment
that hosts the Process Manager Products. In other words, this is the environment
that is needed to run Service Management process implementations.

The discovery environment is reflected on the right hand side of Figure 5-1 and is
labeled as a TADDM component.
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Note: Please note that Figure 5-1 on page 90 presents two different options
for implementing the TADDM environment. Either you use a single Domain
Discovery Server or you implement TADDM in multi-domain environment
front-ended by an instance of an enterprise discovery server (e¢CMDB).

The Integration Composer is the interface between the discovery and the
process run time environment.

5.1.1 Physical components of the process run time

The HTTP Server is serving the user requests of those users participating in a
Service Management process, such as Change or Configuration Management. It
forwards these requests to the application server that handles the business logic
of the applications. CCMDB V7.1 by default uses the IBM HTTP Server V6.1 Fix
Pack 9. The HTTP server is by default installed by the middleware installer. In
addition, it installs and configures the WebSphere Application Server Plug-in for
the IBM HTTP Server (IHS) in order to set up the communication path between
the HTTP server and the Application server.

You can configure the settings of the IHS from the WebSphere Admin Console. In
our environment, we use the following URL in order to launch the console:

http://fenway.itsc.austin.ibm.com:9060/ibm/console
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Figure 5-2 shows the WebSphere Admin Console.
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Figure 5-2 IBM HTTP Server configuration in WebSphere Admin Console

Another key component is the J2EE application server environment, which
provides run time services to the applications and hosts applications such as
Change and Configuration Management itself. In CCMDB V7.1, IBM WebSphere
Application Server is the only supported J2EE implementation. The version that
is used is IBM WebSphere Application Server Network Deployment V6.1.0.9
(equivalent to Fix Pack 9).

The WebSphere middleware itself is installed by the middleware installer while
the applications (including the PMPs) are installed by the CCMDB installer.

The installation by default creates a WebSphere cell, that is, in WebSphere
terminology, an administrative domain, named ctgCell01. Inside this cell is a
node that is considered the Deployment Manager Node. It provides central
administration services for all other nodes in the cell by communicating to the
node agents on each of the systems in case you have a multisystem
environment. By default, the Deployment Manager Node is named
ctgCellManager01.
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Each node, which is an entity primarily for administrative purposes, hosts one to
many application servers.

Finally, the application server is the server that hosts and runs the application
itself, in our case, the CCMDB applications. There is a special application server
on the ctgCellManager01 node named gander whose purpose is to run the
administration application for the cell.

A second node is created at install time to host the application server on which
the CCMDB application server is running. The node by default is named
ctgNode01. The application server is the MXSERVER application server.

The main application that is used for Change and Configuration Management is
an application called Maximo provided in the Maximo.ear file. This EAR file
contains the code for all base services, PMPs, and all other administrative
applications.

Note: By default, in a single system environment, both nodes are defined on
the same physical system, although logically separated. In a large
environment, we expect the Deployment Manager Node to be on a separate
physical system.

All these definitions are shown in the WebSphere Admin Console. We use the
following URL in our environment in order to launch the console:

http://fenway.itsc.austin.ibm.com:9060/ibm/console

Looking at the cell structure of our default deployment, you can see the defaults
that have been created for the cell itself, the nodes, including the Deployment
Manager node, the application server, and the applications.
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Note: We used the default installation and installed the middleware
environment all on the same box. If you change the default values for a
reason, such as deploying into an existing WebSphere cell, then the structure
shown in Figure 5-3 on page 94 will look like slightly different.
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Figure 5-3 WebSphere cell definitions: CCMDB default installation environment

Each cell has exactly one Deployment Manager node. It can have multiple node
agents, each hosting one to many application server instances, for example, to
scale the environment in order to serve a high number of user requests. This
explains the 1:n relationship between the Deployment Manager node and the
application server node in Figure 5-3.

For the CCMDB solution, the WebSphere Application Server environment is
using the Virtual Member Manager technology (VMM) inside its security
implementation. We explain this in detail in Chapter 6, “CCMDB security
architecture” on page 105. VMM abstracts the usage of different Directory Server
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implementations. CCMDB V7.1 makes use of an LDAP Directory Server for
persisting user, group, and user to group membership definitions as well as
passwords.

CCMDB V7.1 can either use the IBM Directory Server V6.1, which is the default
or Microsoft Active Directory, as a directory server implementation. IBM provides
the IBM Directory Server within the CCMDB package. The installation is
performed by the Middleware Installer while Active Directory is not provided by
IBM or installed by the installation program. You have to install Active Directory
on your own if you prefer to use it.

We show an n:n relationship between the WebSphere Application Server
environment and the Directory Server. This is because VMM can hide different
Directory Server implementations and instances to synchronize user and group
related data into the process run time database using a VMM cron task.

The final major component of the process run time environment is the database
system. We also refer to it as the CCMDB Process Runtime Database. There are
numerous tables inside the database, for example, table structures to keep data
for Actual and Authorized configuration items but also structures for
administrative purposes, such as to keep permission data to specify which user
is allowed to access which kind of objects and data in the system.

By default, the instance name that is created at installation time is called ctginst!,
while by default the name of the database itself is MAXDB71. If there are
multiple application servers deployed inside the WebSphere cell, either on one
physical system (and on one node) or spread over multiple physical systems,
they all access the same database instance. This is why we show an n:1
relationship between the WebSphere Application Server environment and the
database.

The database server is supported on DB2, Oracle®, or Microsoft SQL Server®.
Please refer to the product documentation for details on the specific versions.
CCMDB provides DB2 in its package, while Oracle or SQL Server have to be
acquired separately. In addition, the Middleware Installer installs DB2 by default,
while you have to install Oracle or SQL Server manually.

5.1.2 Integration Composer component

The Integration Composer is a data migration component. Its primary purpose in
the CCMDB environment is to transfer discovered data into the Actual Cl space
of the environment. Please refer to Chapter 10, “TADDM and Process Layer
integration” on page 231 for more details on the data migration responsibilities of
the Integration Composer.
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The Integration Composer is a Java application that can either run on a system of
its own, it can run on the same box as the CCMDB J2EE Application Server, or it
can run on the TADDM server. It requires two appropriate connection definitions
to the source and target systems of the data migration. These definitions are
referred to as data source definitions.

You can install the Integration Composer from a command line or from the
CCMDB launchpad. We used the launchpad for the installation in our lab
environment and installed the Integration Composer on the same system as the
CCMDB J2EE Application Server. The integration composer actually uses its
own tables inside the MAXDB71 (CCMDB process run time database) to
maintain its own metadata.

While the Integration Composer is a generic data migration component, it needs
to be configured with specific information about the source and target of the
migration process, schema, and mapping instructions. This is what the
Integration Adapter for TADDM actually uses for migrating data within the
CCMDB V7.1 environment.

In CCMDB Version 7.1, there can only be one Integration Composer
environment, because CCMDB V7.1 supports data migration from only one
TADDM environment, either from a single domain server or from an Enterprise
Domain Server (referred to as the eCMDB server).

5.1.3 Components of the Discovery / TADDM environment
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Figure 5-1 on page 90 actually highlights two different options for using TADDM
as the discovery solution of the CCMDB. Depending on the size or organizational
structure of your environment, you can either use a single discovery domain
server or you can use several discovery domain servers that synchronize their
data with the central Enterprise Discovery Server, often referred to as the
eCMDB server.

Each TADDM server in the environment requires its own database, regardless if
it is a domain or enterprise server instance. The database system supported for
CCMDB V7.1 is either DB2 or Oracle. IBM provides the DB2 software inside the
CCMDB V7.1 package.

You have the option to use the TADDM database on a separate or on the same
system as the TADDM application server. This again depends on your
environmental and organizational requirements. The general recommendation is
to have the database implemented on a separate system as the TADDM
application server.
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The Integration Composer (Integration Adapter for TADDM) is either pointed to

transfer data from the single domain server or the eCMDB server.

Note: If you have a distributed discovery environment using multiple
separated domain discovery servers or using an eCMDB environment, you
can point the Integration Composer to only one TADDM instance. In CCMDB
Version 7.1, you cannot transfer data from more than one discovery
environment into the process run time database.

There are slight differences in the platforms that CCMDB V7.1 supports
regarding the different physical components mentioned previously. Although the
installation manual provides detailed information about the supported platforms
and operating system levels, we summarize the platform support in Table 5-1.

Table 5-1 Operating system support for CCMDB components

HTTP Server | J2EE Server Database Directory Integration TADDM
(IBM HTTP (WebSphere) | Server (DB2, Server (IBM Composer Discovery
Server) Oracle, SQL Directory Server
Server) Server, Active (Database
Directory) DB2, Oracle)
Windows Windows Windows Windows Windows Windows

Red Hat Linux

Red Hat Linux

Red Hat Linux

Red Hat Linux

Red Hat Linux

Red Hat Linux

(Intel®) (Intel) (Intel) (Intel) (Intel) (Intel and z)
AIX® AIX AIX AIX AIX SUSE Linux
(Intel and z)
Solaris™ Solaris
HP-UX

5.2 Operational model

After introducing and explaining the roles of the various physical components, in
this section we explain their interaction from a run time or operational
perspective. Although it is not an extensive description, it should give you insight
into how the various components communicate and could operate in case your
sizing requires you to have the system operate in a multi-system deployment.
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Figure 5-4 shows aspects of an operational model for the overall CCMDB V7.1
solution.
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Figure 5-4 Operational model

We do not introduce network components like firewalls in Figure 5-4. Since
CCMDB is following the paradigm of a distributed application, in real customer
environments, multiple firewalls could segregate different entities of the solution.

For example, there usually is a firewall between a load balancing system and the
HTTP Server layer, while in some cases firewalls are implemented between the

HTTP layer and the application server, as well as between the application server
and the database layer. This very much depends on the security policies of your
organization.
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Some organizations also use a reverse proxy in front of the HTTP server layer in
order to capture incoming requests and have them authenticated through a
centralized security facility. Tivoli Access Manager for eBusiness is an example
of such a centralized security facility.

We do not embed firewalls or other security components int further discussions
in this chapter. Please be aware that the load balancer component shown in
Figure 5-4 on page 98 is not part of the CCMDB V7.1 solution itself.

The incoming user requests flow into the system either through the HTTP or
HTTPS protocol. The request is usually captured by a load balancing system and
spread into the HTTP server layer. The HTTP server layer can consist of multiple
physical systems in order to satisfy high availability as well as performance
requirements.

Each HTTP server forwards the request to the application server layer, which is a
WebSphere Application Server environment in the case of the CCMDB solution.
As described in 5.1.1, “Physical components of the process run time” on

page 91, the CCMDB J2EE applications are deployed into a WebSphere cell,
which can either be an existing one in your environment or one that is created at
installation time.

In order to spread the load, you can deploy the J2EE application into a
multisystem, multiapplication server environment. Since the WebSphere
environment scales horizontally as well as vertically, you can either deploy
multiple application servers on one physical box in case you have enough system
resources or you can spread multiple application servers onto different physical
systems. Each cell consists of one WebSphere Deployment Manager Node and
one or more nodes running one or more application server instances. By default,
as in our lab environment, both nodes including the MxServer application server
instance are hosted on the same physical system. If you use different physical
systems for hosting additional application servers, there is always one node
agent implemented on each box in order to receive management instructions
from the Deployment Manager Node inside the cell.

CCMDB makes use of VMM, a component of WebSphere being used for security
purposes. VMM communicates through the LDAP protocol to one or multiple
LDAP directory servers. The directory server infrastructure can consist of
multiple physical systems and use replication techniques in order to synchronize
their data. If you choose to use the IBM Directory Server instead of using
Microsoft Active Directory, the directory server implementation will use an
underlying DB2 database to maintain its physical data in appropriate table
structures. This database can, but does not have to, be the same system as
being used for the CCMDB Process Runtime Database.
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The J2EE application running in the WebSphere environment uses a JDBC
connection to the CCMDB Process Runtime Database. In order to simplify the
setup shown in Figure 5-1 on page 90, we show just one connection from the
WebSphere cell into the Database system. Technically, each CCMDB
(MXSERVER) Application Server is actually using its own JDBC connection to
the database.

We have so far explained the communication paths between the components of
the process environment. Since this run time environment is very much user
oriented (the users in various roles using the Service Management processes),
we expect that the operational model of the J2EE environment will be aligned to
the operational model that you probably have already in place for existing J2EE
business applications.

The Integration Composer is using a JDBC connection to connect to the CCMDB
Process Runtime Database on one side to keep its own metadata as well as to
load Cl type and instance data into the database. On the other side, it uses a
TADDM API call by default on port 9530 to the TADDM Discovery Server, which
is either a single domain or an enterprise domain discovery server to pull Cl type
and instance data from the TADDM system.

The TADDM environment is usually not considered an environment to be driven
by many users directly. From an operational perspective, it is a back-end facility
to discover data and expose this data into the process layer of the CCMDB
solution. Nevertheless, if you plan your operational setup, you have to consider
that you probably want to launch in context into one of the different TADDM
topology views, either the detail or the change view from within the CI or Actual
Cl applications in the process environment. If you want to do this, you have to
consider that there is an HTTP(S) connection from the WebSphere Application
Server instance that is satisfying the user request flowing into the primary
TADDM server instance.

In addition, the TADDM server calls out to the WebSphere environment for
security purposes. This is to authenticate a user or validate an incoming LTPA
token in case of a launch in context operation. You should plan for this path of
communication from the eCMDB server instance rather from the domain servers
in case you plan a multi-domain discovery environment.

In case you have a distributed TADDM environment with multiple domains and an
eCMDB instance, the Launch in Context is directing the HTTP(s) request into the
eCMDB system. There is a specific servlet on the TADDM server that is
satisfying these requests. The launch in context operation can use the Domain
Manager or Java Console of the TADDM environment. So you have to make sure
that when you have a firewall between the WebSphere Application Server and
the TADDM server that the request is getting through the firewall.
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The TADDM environment itself is targeted to discover primarily your datacenter
environment. This usually requires the discovery requests to cross firewalls in
order to get to the target system. TADDM provides an entity called an Anchor
Server that helps discover those systems inside a firewall protected zone so that
you just have to open one port from the TADDM Domain Server to the Anchor
Server (SSH).

Note: Please note that the discovery is not initiated from the eCMDB server
but from the Domain Discovery server.

For more details on anchor host or firewall ports, please refer to the IBM
Redbooks publication IBM Tivoli Application Dependency Discovery Manager
Capabilities and Best Practices, SG24-7519.

5.3 Scalability and high availability

The CCMDB V7.1 solution is designed for being used in large enterprise
environments. In this section we give you a rough understanding of what the
determining factors for scalability and high availability are. We do not provide a
detailed sizing guide within this chapter.

5.3.1 Scalability

The CCMDB design allows you to scale for discovering and maintaining a high
number of systems as well as satisfy a high number of user requests to work with
the data that has been discovered within Service Management process
implementations like Change or Configuration Management.

The TADDM discovery component of the CCMDB V7.1 solution primarily scales
up by adding additional discovery domains to the environment and synchronizing
the data into the eCMDB instance. The factors that you have to take into account
when sizing your discovery environment, for example, when to add additional
domains, how many systems you can cover in one domain, how to best layout
the system resources, or how to size your database system, are covered in IBM
Tivoli Application Dependency Discovery Manager Capabilities and Best
Practices, SG24-7519.
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For the process run time environment, the primary determining factors that have
to be taken into account for scalability are:

» The number of users working with the system.

— How many users are working at the same time actively with the system
from within the different processes that are implemented? The average
number of users active at a time is referred to as concurrent users. Usually
one third of the overall registered user population is considered to be a
concurrent user.

— Of what type are these users? Are they power users and heavily using the
system or are they just logging into the system, doing some steps and
leaving the system, or do they remain logged in while in between
activities? We refer to this type of user as a walk up users.

» What is the expected response time for general user operations? We refer to
response time in this case as the time being used for generating a Ul request
and receiving a rendered window in the CCMDB Web Browser. We consider a
request a synchronous request when there is no user “think time”.

» What processes are running on the system? How effectively are they used?
Are there a lot of background activities like escalations or notifications being
used?

The CCMDB process run time environment, since it is based on a J2EE
(WebSphere) application server infrastructure, can be scaled to a large number
of users and high performance either by using a horizontal or vertical scalability
approach.

Vertical scaling means adding hardware resources (processors or RAM) to a
single node. Adding more resources to the physical system, you can then add
additional logical application server instances to the system. Each logical
application server is running in its own Java Virtual Machine, so you have to take
into account things like Heap Space or Thread definitions. There is a limit of
concurrent users that a single logical application server can serve, so it is not that
you can just add physical resources to the system and dedicate more heap
space to the logical application server. You can take approximately 50 concurrent
users per application server instance as a rough guideline.

Horizontal scaling means that you are adding more physical systems into the
WebSphere cell and adding logical application servers into those nodes in order
to spread the workload among them.

You can combine horizontal and vertical scaling techniques. This means you are
implementing multiple physical servers, each hosting multiple logical application
servers running the application.
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Please note that spreading the load over multiple physical systems hosting
multiple logical application servers is also targeting the aspect of high availability.
This means in case one application server instance is down, the others can still
serve the user requests. If you need full fail-over capability, you have to deploy
multiple application server instances on at least two physical nodes.

In this book, we do not provide absolute numbers of required system
configurations and resources, since they can differ a lot depending on the
platform being used and environmental circumstances. Therefore, we provide
two examples that are aligned to real life customer implementations of the
process run time environment. These are to give you a rough understanding of
what is needed to scale the CCMDB environment:

» Intel based environment, 200 concurrent users, separation of application and
database server:

— 1 x Application Server: Four CPUs (Intel Quad), 8 GB RAM
- 2-4 JVM™ |nstances (two to four logical application server instances)
— Database Server: Two CPUs, 4 GB RAM

» UNIX® based environment, 400 concurrent users, two physical application
server nodes, separation of application and database server, designed for
high availability:

— 2 x Application Server: Eight CPUs, 16 GB RAM (each)

— 16 JVM Instances (16 logical application server instances) spread over the
2 physical nodes

— Database Server: Eight CPUs, 16 GB RAM
As a general rule of thumb, adding 50 concurrent users to the system requires
you to add approximately one CPU and 1 GB of RAM of physical resources to the

system. You also should consider a logical application server instance to the
system.

5.3.2 High availability

The goal of a high availability approach is to prevent single point of failures in the
system. The requirement is to always provide the ability to respond to user
requests or perform back-end operations like discovery in the environment.
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The TADDM discovery environment can be designed for high availability by
leveraging an external high availability solution such as Tivoli System Automation
for Multiplatform. Using Tivoli System Automation for Multiplatform in order to fail
over components of the TADDM environment is documented in IBMIBM Tivoli
Application Dependency Discovery Manager Capabilities and Best Practices,
SG24-7519.

The CCMB process run time environment is leveraging its underlying middleware
technology in order to satisfy the requirements of high availability:

1. Use a cluster of HTTP Servers behind a load balancing system in order to
receive incoming user requests. In case one of the Web Servers is down, the
load is spread by the load balancer to the remaining systems.

2. Use a cluster of logical application server instances to host the Maximo /
CCMDB J2EE application. You can spread the load to multiple logical
application servers on one physical system or application server instances
distributed over multiple physical systems. In case one of the application
servers is down or in maintenance, the remaining application servers can take
over the load. With respect to high availability, you should at least have two
physical systems in your application server cluster in case one system is
down or in maintenance.

3. LDAP directory server implementations make use of techniques like
replication and referral. Replication is the technique to copy data from master
to several subordinate servers. IBM Directory server even makes use of a
concept referred to as peer-to-peer replication, which allows you to define
multiple masters. You can replicate the data between those instances. These
techniques not only allow you to scale the environment, but they also prevent
single point of failures.

4. For the database system use an external high availability solution like Tivoli
Systems Automation for Multiplatform, HACMP™, VERITAS Cluster, or a
solution recommended by the vendor of the Database you are using in your
implementation. You should also consider SAN technologies for data
replication purposes.

The only component of the overall CCMDB V7.1 solution that can be regarded as
a single-point-of-failure is the Integration Composer. Since the Integration
Composer is operating in a batch-oriented mode and does not have to satisfy
user requests on demand, we regard this as acceptable.
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CCMDB security
architecture

In this chapter, we explain the security architecture of the overall CCMDBV 7.1
solution.

The CCMDB solution is considered a concept that is comprised of multiple
physical and logical components. The main components are the process run time
and the discovery environment. In order to support a sophisticated user
experience, a common security model between those major components has
been implemented.

Note: The TADDM Discovery environment, if used in a stand-alone fashion,
can still rely on its own security model. If you do not rely on single sign-on, a
common user and group Repository, or a Launch in Context capability,
TADDM can rely on its own security implementation. Even if you just want to
transfer data from the Discovered Cl space to the Actual Cl space through the
Integration Composer, TADDM can rely on its own security model.

In this chapter, we primarily focus on components of the solution that are involved
in the common security model for authentication, authorization, and single
sign-on (SSO). Our focus is not on other aspects of security, such as transport
layer security or encryption standards being used in the CCMDB solution.
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We provide insight into key areas of the system that are either installed and
customized by default or need to be adjusted to your organizational needs. We
provide example windows in order to make your customization as easy as

possible.

Figure 6-1 represents the common CCMDB V7.1 security architecture.
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Figure 6-1 CCMDB V7.1 security architecture
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The two major CCMDB V7.1 components with respect to security are the
process environment hosted inside the J2EE WebSphere Application Server run
time environment and the CCMDB Discovery Server, referred to as TADDM. We
consider the process environment the leading component of the solution since
most of the users of the CCMDB will be users of the Service Management
processes rather than the discovery environment. We consider the discovery
environment a data center component that collects data and provides the data to
different Service Management solutions. TADDM is not considered a component
that many users in the organization work with. Therefore, we start our
explanation of the security model inside the WebSphere area of the CCMDB.

Chapter 6. CCMDB security architecture 107



6.1 CCMDB V7.1 authentication model

The Process Manager Products are hosted inside a J2EE WebSphere
environment and rely on the facilities that the WebSphere Application Server
provides.

There are two main components that are relevant for the CCMDB security. The
Virtual Member Manager (VMM) and the Secure Token Service (STS). These
WebSphere based security components are involved in providing authentication
and authorization services to WebSphere based applications.

6.1.1 Virtual Member Manager

IBM WebSphere Application Server V6.1 offers a federated user repository
feature that makes it easy to access and maintain user data in multiple
repositories. This feature is called the Virtual Member Manager (VMM). It
provides the ability to map entries from individual user repositories into a single
virtual repository. The federated repository consists of a single realm, which is a
set of independent user repositories. Each repository may be an entire external
repository or, in the case of LDAP, a sub-tree within that repository. The root of
each repository is mapped to something called a base entry within the federated
repository, which is basically a starting point within the hierarchical namespace of
the virtual realm. VMM provides a repository-independent programming interface
that shields the application from the details of the repository implementation.

CCMDB V7.1 uses the Virtual Member Manager technology to shield the
process run time environment from the LDAP provider being used. All
interactions between the applications and the directory server flow through the
virtual member manager. lts common interface masks the differences of the
LDAP provider implementation, be it IBM Directory Server or Active Directory
Server or different implementations in the future.

CCMDB relies on LDAP directory server implementations, IBM Directory Server
and Microsoft Active Directory being supported in Version 7.1, to maintain user
and group entries as well as the user to group relationships. The relationship
defines which user is a member of which group. In addition, passwords for users
are maintained in the LDAP implementation.
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Note: You have to enter users, groups, passwords, and user to group
relationships in LDAP. You are not supposed to add these entries in the
CCMDB applications directly. You have to do that either using the command
line to import LDIF files or the appropriate user interface for the LDAP
implementation that you use in your environment. Please note that the
administration application for the IBM Directory Server is not deployed by
default when you install the middleware through the CCMDB Middleware
Installer. You have to deploy it manually.

As Figure 6-1 on page 106 shows, there can be multiple directory server
implementations at run time that get virtualized by the VMM technology.

In our environment, we use one IBM Directory Server instance to hold user and
group data (Figure 6-2 on page 110). We used the default settings at installation
time. In this case, you can see in the WebSphere Application Server Admin
console’s security definition that a realm called ISMRealm has been defined. In
addition, you can see that the definition of the base entry has been defined as
ou=SWG,0=IBM,c=US. This is the root entry that is the starting point in the
repository for our user and group data.
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Secure administration, applications, and infrastructure > Federated repositories

By federating repositories, identitias stored in multiple repositories can be managed in a single, virtual realm. The realm can consist of identities in the file-based
repository that is built into the system, in one or more external repositories, or in both the built-in repository and one or more external repositories.
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Figure 6-2 ISMRealm definition

The identifier is set to ISMITDS by default.

Once user and group data has been entered into the Directory Server, it is
synchronized into the CCMDB process run time database. The synchronization
between LDAP and the process environment is one-way. It is controlled by a cron
task that is defined at CCMDB installation time. The name of the cron task is
VMMSYNC.

The definition of the cron tasks are in the Cron Task Setup application inside the
Platform Configuration module, which you can find inside the System
Configuration module.

Figure 6-3 on page 111 shows the default definition for the VMMSYNC cron task
definition.
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Figure 6-3 Default definition for VMMSYNC cron task

In the Schedule field, the default is to synchronize data from LDAP into the
process layer database every five minutes. You can customize the interval to your
needs. You can see additional parameters that get configured by default, such as
the principal attribute used by the cron task to connect to the local VMM service.
By default, this is the wasadmin user. Another parameter is the
GroupSearchAttribute. This is the LDAP group attribute used to search for
groups under the configured directory sub-tree.

Note: If you are planning to use an existing Directory Server with predefined
object structures, you have to customize the VMMSYNC cron task
appropriately. If you are planning to use multiple LDAP repositories at run
time, you would have to set up multiple VMM cron task definitions.

VMM is the only supported option in CCMDB V7.1 for setting up a connection to
the Directory Server. Although technically possible, connecting directly to LDAP
without going through the VMM interface is not supported in Version 7.1.
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If you try to create a user or group in the process runtime security application,
you will receive the pop-up message shown in Figure 6-4.
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Figure 6-4 Error message of security application

The pop-up message tells you that the system is configured for Application
Server security, and that you are not allowed to add users or groups by using the
Security Application. You have to use the LDAP interface directly and wait for the
synchronization to happen.

For the purposes of this book, we use a simple utility called the LDAP Browser in
order to search for and enter data into the IBM Directory Server. As you can see
in Figure 6-5 on page 113, we created a group called MBGROUP that has two
members, MAXADMIN and MICHAELB. We created the user michaelb while
MAXADMIN is a default user in the system.
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Figure 6-5 LDAP entries

After some time (five minutes by default) the new user, the new group, and the
membership definition are synchronized into the process layer database of the
CCMDB. You can find them in the Security Module applications for users and
groups. Users are persisted in the MAXUSER table, groups are persisted in the
MAXGROUP table, while membership definitions are stored in the USERGROUP

table.
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Figure 6-6 shows the synchronized group definition and user membership
definitions in the process environment.
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Figure 6-6 User and group definitions synchronized into the CCMDB database

You see the two users that we have defined in LDAP as members of the
MBGROUP.

You also can see user and group entries in the WebSphere Admin console. They
are listed under the Users and Groups section, as shown in Figure 6-7 on
page 115.
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Figure 6-7 Users and groups in WebSphere Admin Console

To summarize, the primary purpose of the VMM component is to federate
directory server implementations. This forms the baseline for authentication. You
need user and group data in order to allow users get into the system.

6.1.2 Secure Token Service

In addition to what the VMM component provides, there is the need for an
authentication service that makes use of the user and group data stored in the
directory server implementation. Authentication is the process of determining if a
user is the one who he claims to be. The WebSphere Application Server security
allows you to define different authentication mechanisms like Basic
Authentication, Digest Authentication, Certificate-based Authentication, or
Forms-based Authentication.

CCMDB V7.1 uses the Lightweight Third Party Authentication (LTPA) mechanism
of WebSphere Application Server security. LTPA usually is used in an
interoperability context when multiple applications need to share a common
security token that identifies a user so that the user does not have to log in to
multiple applications, but rather is provided a single-sign on experience.

The instance of the WebSphere Application Server security model that generates
and validates LTPA tokens is called the Secure Token Service, sometimes also
referred to as the Embedded Security Service (ESS).
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The LTPA token provides features like authenticating the user with a secure
mechanism, since it is encrypted (confidentiality) and signed (integrity), and also
provides a validity period feature. The LTPA token is very useful when
propagating an identity, which means that you can pass along the LTPA token in
the different tiers of the architecture, and still keep the identity of the caller.

The Secure Token Service is the second major security facility that CCMDB V7.1
leverages from the WebSphere Application Server security model in order to
pass a security token from the CCMDB process environment into the TADDM
environment when a user tries to launch in context from a Process Manager
Product into the Discovered CI space of the TADDM environment. After TADDM
receives the token through the URL of a launch in context operation, it validates
the token by calling the Secure Token Service.

In order for TADDM to call the STS instance in the WebSphere Application
environment, it has an implementation of an Authentication Service client (STS
client).

In case a user logs into TADDM directly, TADDM first looks up the user and group
by calling the remote VMM interface and then authenticates the user by calling
the STS instance in the WebSphere environment using the local STS client
implementation.

6.1.3 Configuring the CCMDB for single sign-on

Now that we have explained the general concepts of WebSphere security being
used in the CCMDB V7.1 security model, we show how to configure the solution.
We focus primarily on the TADDM side since most of the configurations in the
process environment are provided by default.

You have to customize different configuration files on the TADDM server. We
recommend that you refer to Figure 6-1 on page 106, which describes the
interaction model of the various components. It also highlights the usage of key
port definitions. This makes it easier to understand what you are configuring.

Configuring the collation.properties file

Most of the required configurations are done by configuring key-value pairs in the
collation.properties file. It is located in the $COLLATION_HOME/dist/etc
directory on your TADDM server.

As mentioned already, TADDM can still rely on its own independent security
model for both authentication and authorization.
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If you want to set up a common security model for the overall CCMDB solution,
then you have to configure TADDM as follows:

1. In the collation.properties file, search for the Security properties section:

com.collation.security.internal=6297357493
com.collation.security.privatetruststore=true
com.collation.security.enablesslforconsole=true

# This property turns on data Tevel security. When set to 'true', it
means that users will only be allowed access to CI's

# in access collections to which they have been granted access. When
set to 'false', users can still be assigned access to

# access collections but access wont actually be checked.
com.collation.security.enabledatalevelsecurity=false
com.collation.security.enforceSSL=false

# The user management module used by this CMDB server.

Possible values are:

"file" for a TADDM file-based user registry

"ldap" for an LDAP user registry

"vmm" for a WebSphere Federated Repositories-configured user
registry

com.collation.security.usermanagementmodule=vmm
com.collation.security.auth.sessionTimeout=240
com.collation.security.auth.searchResultLimit=100

#
#
#
#

You need to set the com.collation.security.usermanagementmodule=vmm in
order to define that TADDM leverages the Virtual Membership Manager to get
access to the users and groups defined in LDAP. By doing this, you have to
define users and groups only once in LDAP. They then get used within the
process run time and the TADDM environment.

2. Once you have configured TADDM to use the VMM based security, search for
a section in collation.properties called Federated Repositories:

# Federated Repositories/ESS
# Authentication & SSO

# FQDN of the machine hosting WebSphere,

# Federated Repositories and ESS
com.collation.security.auth.WebSphereHost=Specify the FODN (fully
qualified domain name) of the WebSphere Application Server that is hosting
your CCMDB process environment

# WebSphere system port (default = 2809)
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com.collation.security.auth.WebSpherePort=You need to specify port 9809
is you want the TADDM server to lookup users and groups in LDAP through
the VMM Remote Interface on the WebSphere Application server. The default
port 2809 mentioned above is misleading.
com.collation.security.auth.VMMAdminUsername=Specify the WebSphere
Admin name here, for example wasadmin
com.collation.security.auth.VMMAdminPassword=Specify the password for
the WebSphere Admin here
com.collation.security.auth.VMMUserSearchBase=You do not need to
specify this

com.collation.security.auth.VMMGroupSearchBase=You do not need to
specify this

com.collation.security.auth.ESSClientTrustStore=This is optional and
needs to be specified if you want to use SSL between the TADDM Server
authentication client and the STS instance on the WebSphere Application
server

com.collation.security.auth.ESSClientTrustPwd="This is optional and
needs to be specified if you want to use SSL between the TADDM Server
authentication client and the STS instance on the WebSphere Application
server

As you can see in the snippet of the collation.properties file above, we added
explanations for those parameter values that you have to specify when
configuring the TADDM server for the federated repository approach.

Note: You specify the password in cleartext. When the TADDM server
restarts, it reads the password and writes it back to the file in an encrypted
way. You have to restart the TADDM server for the changes to take effect.

This concludes our configuration to direct TADDM to use VMM to look up users
and groups in the LDAP directory through the remote VMM interface.

Configuring the ibmessclientauthncfg.properties file

The next thing you have to configure is the communication between the
authentication service client on the TADDM server to the authentication service
implementation (STS) on the WebSphere Application server. TADDM uses the
authentication client service in order to authenticate the users looked up through
VMM and validate the token received from the process environment to support
single sign-on. The STS service is installed and configured by the CCMDB
installation in the WebSphere environment while the STS authentication client is
installed through the TADDM installation. You have to take some configuration
steps on the TADDM side in order to define the communication channel between
the STS client and server services.
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On the TADDM Server, search for the ibmessclientauthncfg.properties file. It is in
the $COLLATION_HOME/dist/etc directory:

# This is the URL for the ESS Authentication Service
authnServiceURL=http://localhost:9080/TokenService/services/Trust
#authnServiceURL=https://localhost:9443/TokenService/services/Trust

This is the URL that the authentication service client on the TADDM server uses
to call back to the Security Token Service on the WebSphere Application Server
in order to authenticate the TADDM user or validate the LTPA token that TADDM
receives through the Launch in Context call from the process environment. You
just have to replace the localhost string with the FQDN of your WebSphere
Server in case you did not change any security settings on the WebSphere
Server. In case you use an SSL connection between the STS client and server
implementation, use port 9443 instead of port 9080.

Copying orb.properties and iwsorbutil.jar files

Next, you need to copy two files, orb.properties and iwsorbutil.jar, on the TADDM
server from the SCOLLATION_HOME/dist/lib/WebSphere/6.1 directory to the
$COLLATION_HOME/dist/external/jdk-1.5.0-Windows-i386/jre/lib directory (for
orb.properties) and the
$COLLATION_HOME/dist/external/jdk-1.5.0-Windows-i386/jre/lib/ext directory
(for iwsorbutil.jar).

The directory specifying the JDK™ (jdk-1.5.0-Windows-i386) depends on the
platform that you have used to install your TADDM server.

This is done so that the WebSphere libraries (which are the same used for
WebSphere discovery purposes on the TADDM server as well) that ship with
TADDM will recognize sas.client.props, which is required to make an
authenticated client connection to WebSphere.

Note: In our environment, the files have already been placed in the
appropriate directory structure after installation. Nevertheless, we recommend
to checking to see if they are available in the target directory structure.
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Configuring the sas.client.props file

You need to configure some parameters in the sas.client.props file, located in
$COLLATION_HOME/dist/etc. Search for a section called Client Security
Enablement. You need to set the following parameters:

com.ibm.CORBA.securityServerHost= Set this to the FODN of your WebSphere
Application Server

com.ibm.CORBA.securityServerPort=Set this to port 9809 if you did not change
anything for the STS service on WebSphere. The product documentation refers to
port 2809, this is misleading.

com.ibm.CORBA.1oginUserid=Set this to the WebSphere admin user on you
WebSphere Application server, e.g. wasadmin

com. ibm.CORBA.1oginPassword=Set this to the password of the WebSphere admin
user on the WebSphere Application server

These configuration steps are necessary in order to allow the authentication
service client on the TADDM server to call out to the authentication service (STS)
on the WebSphere server in order to authenticate a user and verify the LTPA
token that has been passed into the TADDM environment by a launch in context
call.

You will find further configuration steps in the product documentation:
» To encrypt the login password that you specified in sas.client.props

» To secure the communication channel between the authentication service
client on the TADDM server and the authentication service server (STS) on
the WebSphere Application server either by using SSL or by using client
authentication

Both steps are optional. You can skip them if you do not want to set up a secure
communication or do not care to encrypt the password in the property file (for
example, being in a test environment). Otherwise, please refer to the product
documentation for these additional steps.

Configuring the single sign-on domain

There is one additional step in the series of configuration steps. You have to
define the single sign-on domain. This is the domain for which the LTPA token is
valid. You have to configure the domain in the WebSphere Admin console
(Figure 6-8 on page 121). Select Secure administration, applications, and
infrastructure, click the Web Security link, and use the single-sign-on section.
Set the domain name to your domain that is used for the systems of the CCMDB
solution. In our environment, we specified .austin.ibm.com. Please note the
period sign in front as the leading character.
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Figure 6-8 Configuring the SSO domain in the WebSphere Admin Console

Validating the configuration

If you took all of the configuration steps above, you should be able to launch in
context from the process environment into a specific view of the TADDM
environment. This view can be a topology view, a detailed view of a Cl, or a view
specifying the change history of the ClI in context.
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The Launch in Context application in the process environment defines specific
URL strings that specify the target view inside the TADDM environment for your
launch in context operation. For example, you can launch in context from the
Actual Cl application into one of the TADDM topology views by using the Action
drop-down menu, as shown in Figure 6-9.
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Figure 6-9 Launch in Context operation from Actual Cl application

Selecting one of the action menu entries spawns a connection to the URL
defined for the specific view in the Launch in Context application. For example, to
connect to the Business Application View from the Actual Cl application, the
following URL is used:

http://boston.itsc.austin.ibm.com:9430/cdm/serviet/LICServiet?default.p
ort=9433&default.server=boston.itsc.austin.ibm.com&graph=businessapplic
ations&guid={guid}

Take special note of the graph type string and the GUID string. The graph type
string specifies the target view to launch into, while the GUID is the identifier of
the Cl in the Actual Cl application that gets used in the URL string.

The LTPA token is passed as part of this URL invocation to the TADDM
environment.

For more details and examples of launch in context operations, please refer to
Chapter 11, “Launch in Context” on page 307.

Another proof-point for your configuration setup is to log in from the TADDM
product or domain manager interface. You should be able to log in into TADDM
with predefined users like maxadmin or even wasadmin, as shown in Figure 6-10
on page 123.
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Figure 6-10 Login verification into TADDM using maxadmin

We logged into the TADDM domain manager user interface using maxadmin.
The logged in user is shown in the lower right corner.

Important: You cannot log in using the administrator account as you normally

do when using the file based security configuration of TADDM. You have to

create the administrator UID in LDAP first before you can log into TADDM with
this account.

Chapter 6. CCMDB security architecture

123



If you are using the domain manager user interface of TADDM and go to the
Users dialog in the administration section, you will recognize that the buttons for
creating, editing, and deleting users are greyed out (Figure 6-11). This is
because the user management should be done through LDAP. The same is true
for the Groups management dialog.
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Figure 6-11 Users management dialog in TADDM Domain Manager

Important: You need to create the administrator login before you can see the
Administration section inside the Domain Manager interface. This is because
users like maxadmin do not have the authority to see this section. The
Administrator account is predefined in the TADDM authorization policy file but
needs to be created as a user first in order to log in. For further details, please
refer to 6.2, “CCMDB V7.1 authorization model” on page 124.

Referring to the overall security architecture diagram in Figure 6-1 on page 106,
we did not cover the topics of authorization and synchronization of access
collections so far. We explain this in the following section.

6.2 CCMDB V7.1 authorization model

In the previous section, we explained the authentication model of the CCMDB
solution, which heavily relies on WebSphere security components and LDAP
directory server implementations. The directory server manages the users and
groups, as well as their relationships.

124 Deployment Guide Series: IBM Tivoli CCMDB Overview and Deployment Planning



Authorizations to CCMDB applications (for example, Configuration and Change
Management applications or any other kind of application that is used to
administer the process environment) are managed in the Security Groups
application of the process environment. Security Groups are the place where you
define what a user, who is a member of a group, can do in the system.

Note: As we have mentioned, TADDM can still rely on its own independent
security model. We do not explain how to configure access collections and
their assignments to users and groups in TADDM in this chapter. We focus on
the common security model of the overall CCMDB solution, where you define
collections and permissions to security groups in the process environment and
then synchronize them to the TADDM server.

Figure 6-12 highlights the object types involved in the authorization process
inside the process environment.
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Figure 6-12 Entities relevant for authorization
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Users and groups are the key entities involved in determining the authorization or
security profile of a user. As mentioned, users and groups, including their
relationships, are created and maintained in an LDAP Directory Server. They
then are synchronized into the CCMDB process run time database with the help
of the VMM cron task.

The User application is used to maintain CCMDB specific attributes of user
records that are not maintained in LDAP. That means you can enrich user
specification attributes in the database with additional data that has not been
synchronized through the VMM cron task from the LDAP Directory server
(Figure 6-13).
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Figure 6-13 CCMDB Security Users application

For example, you can add all the user settings in the User Settings section.
Please bear in mind that you cannot create a new user in the User Application.
You are also not allowed to generate a new password or change the password of
a user in the User application. You have to do this in the directory server.

A user is a member of one or more Security Groups. When a user tries to access
an application, security checks are performed in order to see what the maximum
access is based on the combination of the group memberships the user has.
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The Security Groups Application is where you define permissions. Permissions
are never defined for a user directly; they are always defined to a group to which
a user needs to belong in order to get access to some specific objects and data.

Figure 6-14 shows the definitions for the group we created called MBGROUP.
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Figure 6-14 CCMDB Security Groups application

You can see several tabs that allow you to define different types of permissions.
We do not explain all possibilities in detail, but just highlight the most important
ones.

The Applications tab that is shown in Figure 6-14 does allow you to specify which
applications in the process environment a user should be able to have access to
and in which way he can access the application. You see different applications
listed in Figure 6-14, such as the Actual Configuration Items application, the CI
Lifecycles application, or the Cl Types application. All of the applications
mentioned above are actually part of the Configuration Management PMP.

In addition to the specification of which application a user can get access to, you
specify which type of access a user is allowed for the specific application.

Furthermore, you can select options that are usually accessible in the menu bar
or Action Menu of the appropriate application.

The Sites tab allows you to specify if a user has access to data from all Sites or a
specified Site. A Site is an entity in the database that partitions the data for
organizational purposes. A Site belongs to an organization. An organization
could be, for example, the engineering department of a company or the
Duesseldorf location in Germany.
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You can specify which Start Center a user will see when he logs into the system.
In our example, we defined Start Center number 6, which is a template for a
Configuration Administrator role (Figure 6-15).
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Figure 6-15 Defining Start Center of the Security Group

After you defined which applications a user has access to, you can further restrict
the data that a user can access through these applications. For example, you
specified that a user has access to different applications that are needed for
fulfilling a role as a configuration manager. In order to further restrict the user to
only use specific Cls, you can use the Data Restrictions tab in the Security
Groups application (Figure 6-16).
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Figure 6-16 Data Restriction in Security Groups application

128  Deployment Guide Series: IBM Tivoli CCMDB Overview and Deployment Planning



The Object Restrictions sub-tab is used to define which database objects

(Maximo Business Objects) the user has access to. In Figure 6-16 on page 128,
you can restrict the user to the CI object, which represents the (Authorized) ClI

table while not giving the user access to the Actual Cl Table.

If you further restrict the user to specific fields of the object or database table,

you

can do so in the Attribute Restrictions sub-tab of the Security group application.
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Figure 6-17 Attribute Restriction in the Security Groups application
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If, for example, you want to restrict the access of the users of the group to
specific collections of Cls (for example, all Linux Servers, all Windows Servers,
the Storage Subsystems, or the Business Application Internet Banking), you can
do so by using the Collection Restrictions sub-tab in the Security Group
application (Figure 6-18). You have to define a collection before you can restrict
the access to the collection in the Collections Application. If you do not specify
any collection restrictions, access to all collections is granted by default.
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Figure 6-18 Collection Restriction in Security Groups application

As you can tell, the security model is very powerful in order to define access
controls aligned with your policies and organizational structures.

Besides defining access restrictions to objects, attributes, or collections, you can
even define conditional expressions that specify circumstances under which you
allow access to objects, attributes, or Cl collections. Conditional expressions are
defined in the Conditional Expression® Manager application and are used for
multiple purposes in the system. For example, they can be used for dynamically
controlling the user interface behavior (to present or not present some fields to
the user under specific conditions) or for permitting access to data in the system.

Conditional access can be defined at all levels of the data restrictions inside the
Security Groups application. You can define them for Objects, Attributes, and Cl
Collections using the appropriate sub-tabs of the Data Restrictions tab.

We used the Object Restrictions sub-tab to highlight our example of conditional
access definitions (Figure 6-19 on page 131).
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Figure 6-19 Conditional Expression definition in Security Groups application

After we have defined a condition called CIRESTRICT in the Conditional
Expression Manager application, we can use this condition to define under what
circumstances the user gets access to the Cl object. In this example, we use a
simple condition where only the user gets access to the Cl object table when the
location attribute of the Cls is equal to Duesseldorf and the status attribute of the

Cls equal Production.

You can either use expressions, as used in Figure 6-19, or Java classes to define

conditional behavior in the system.
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The access a user finally experiences is defined by the combination of
permissions of the groups the user belongs to. In order to see at run time which
access the user has, the Security Users application provides the Security Profile
tab that generates a dynamic view of access permissions, as shown in

Figure 6-20.
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Figure 6-20 Security profile of a user in the Security Users application

You can also use the CCMDB reporting facility in order to generate a report for
showing all permissions of a user. There is a predefined report called Security
Group Access that lists all the access definitions for a group. Here is an example
of such a report restricted to the group MBGROUP (Figure 6-21 on page 133).
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Figure 6-21 Security Group Access report

We have explained in some detail what you can do in order to restrict access to
objects and data in this section. Very often, the question of how to restrict access
to specific Cls is a common question in actual deployments.
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We also want to highlight that the PMPs of the CCMDB, Change and
Configuration Management, provide predefined security groups. Figure 6-22
shows the predefined security groups after an initial CCMDB installation.

We limited the search filter by using the string PM to search for all groups with
PM embedded.
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Figure 6-22 Predefined Security Groups of Change and Configuration Management PMPs

These groups are defined in the LDAP directory server at installation time.

In addition to all the entities we described so far in this chapter,Figure 6-1 on
page 106 includes further entities like Person / People and Person Groups.

You can define and modify these entities in the People and Person Groups
applications. Both of them are located inside the Resources module, which is
located inside the Administration module.

Although these entities are not directly involved in security aspects, they have a
relationship to those entities that are involved in security aspects.

A person record (created and modified in the People application) captures
personal information about a human entity. It is the primary record holding
information about an individual. The record is independent of other records. This
means that a person record can exist without a user record. An example of this
would be a person who has reported an incident and is shown in an “affected by”
field, but there is not a user record for this individual because he does not
necessarily have to log into the system.
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A user record always requires a person record. If you create a user in the LDAP
directory server, it gets synchronized into the process database and shows up in
the Security Users application. A person record is created automatically for you

as well. Multiple users can be assigned to the same person record. You have to

change the Person Record entry of a user in the Security Users application.

So what is the purpose of a Person record in addition to a User record?

Figure 6-23 shows the person record MICHAELB that automatically has been
created for the user michaelb after we created the user in the directory server.
You can see that the person record allows you to specify the times of availability
of a person, for example, to accommodate shift times.
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Figure 6-23 Person record

A Person Group is a group of people (or Person records) who fulfill the same job
role. A Person Group can be used in assigning work from within a Job Plan
Template to a group rather than to an individual person. You can define alternate
people for each primary member in the group for notifications and task
assignments. Each primary member can have one or more alternate persons to
contact in case they are not available.
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Synchronization of permissions to TADDM access collections
The final thing that we explain in this section is the synchronization of CI
collections and permissions that you have defined for these collections in the
process run time environment into the TADDM environment so that they can be
reused in the TADDM environment. We refer to this process as synchronizing
access collections.

This allows you to define collections of configurations items in the Collection
application, and then use them inside the Security Groups application to define
permissions for this collection and finally synchronize them to TADDM. TADDM
creates them as access collections inside its own security facility and defines the
permissions you have synchronized in order to locally verify access to those
access collections. They are created using the operator role with READ
permissions.

So when a user tries to display a topology view in TADDM, the TADDM security
verifies if the user is allowed to access the Cls based on the permissions defined.
The TADDM security facility is sometimes also referred to as ARGUS.

Note: Collections of Cls are defined in the process environment for authorized
configuration items. In order to synchronize the collections into the TADDM
environment, the authorized Cls have to have a link (relationship) to the
appropriate actual configuration items. Synchronizing collections of actual Cls
would not be of much purpose since actual Cls are transferred from the
TADDM environment through the Integration Composer.

The following sequence of figures explains the steps that are prerequisites in
order to synchronize CI collections into the TADDM environment from an
operational perspective.

Make sure you have brought over Cls from TADDM into the Actual Cl space
using the ITIC adapter. The Cls show up in the Actual Configuration Items
application (Figure 6-24 on page 137).
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Figure 6-24 Actual Configuration Items application

It is important that the GUID attribute, which you can find in the upper right corner
of the dialog, is transferred from TADDM. This is the unique identifier of the Cl in
the overall CCMDB solution.
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In order for a ClI collection to be synchronized into the TADDM environment, at
least one CI that has been promoted from the Actual to the Authorized Cl space
has to be in the collection (Figure 6-25). This is because TADDM needs to be
aware of the GUID of the Cl when the access collection gets synchronized.
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Figure 6-25 Promoted Configuration ltem in the Configuration ltems application

You then have to define a Collection in the Collections application and make the
Cls that you want to refer to members of the collection (Figure 6-26 on

page 139). Please note that Assets can also be members of a collection; they are
not synchronized though.
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Figure 6-26 Collection Definition in the Collections application

The final prerequisite step allows a security group access to the collection. You
configure this in the Security Groups application, as shown in Figure 6-27.
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Figure 6-27 Permitting Access to Collection in Security Groups application

The synchronization leverages the Maximo Enterprise Adapter (MEA) integration
technology. Please refer to Chapter 7, “Integration technologies” on page 145 for
more details on MEA. Once collections are defined and added to a security
group, they get synchronized into the TADDM environment. This is a
synchronous process.

The synchronization is not enabled by default. To enable the synchronization,
you have to perform some configuration steps in the process environment of the
CCMDB.
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Inside the Integration module, you can find the Publish Channels application.
Inside this application, we use the string coll for searching for the channels with
respect to synchronizing collections and their authorizations (Figure 6-28).
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Figure 6-28 Publish Channels application

You have to enable the event listener for each of the two records (channels for
collection and collection authorization synchronization). You can do so either by
selecting the appropriate action from the Action drop-down menu or you can
check the Enable Listener field (Figure 6-29).
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Figure 6-29 Enabling the publish channels

Do not forget to save the record.

The next thing you have to do is to define the properties for the synchronization
target, also called the endpoint. You configure this in the Endpoints application
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inside the Integration module. In the Endpoints application, go to the TADDMEP
definition, as shown in Figure 6-30.
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Figure 6-30 Endpoint definition

In the window above, you have to specify the parameters for your TADDM server
host name (FQDN), the user name (wasadmin) and password, and the port that
the integration code is connecting to in the TADDM environment. Use port 9530
(or 9531 if you are using SSL) if you did not make any changes in the TADDM
environment. Do not forget to save the endpoint definition record.

The final configuration step you have to take is use the External Systems
application inside the Integration module and activate the record labeled
TADDMES. In this record, the parameters (host name, user, and so on) are set to
the values that you previously have defined in the Endpoints application.
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On the Publish Channels sub-tab of the External Systems application, you have
to enable both entries, that is, the entry for the collections (COLLECTIONPC)
and the entry for the collections authorization (COLLECTIONAUTHPC), as

shown in Figure 6-31.

File Edit View Favorites Tools Help

Q- HNRAG ) search e Fevortes €2) =2 ‘\;: J

Aderess [ ) it ffemway.itsc.oustin b
Links €] 1EM Business Transformation Homepage €] I8M Global Print 4] 18M Standard Software Installer &) IT Help Central €] Join Werld Community Grid @] I8M Internal Help Homepage
“ External Systems % . P GoTo i Reports # Start Cel
[ Fina: | #h [Select Action W) a2l @ »|
List System Publish Channels | Enterprise Services
I
System [TADDWES |  [TADDM External System [E} Enabled? [ ]
End Point [TADDMEP
| Filtr 5 injy #j%l-20i28
Fublish Channe! Description Adapter End Foint User Defied?|
y  COLLECTIONAL Publish Channel for Collections Auth TADDM =
»  [coLLecTioned [Publish Channel for Collections [rapom — |e cif
Data Exp|

Figure 6-31 External System definition

Do not forget to save the record.

If you configured all the steps correctly, the collection you have defined in the
Collections application and added to a Security group in the process environment
should show up in the TADDM domain manager administration section.

Figure 6-32 on page 143 shows that the collection we defined, COLLTOSY, for
the PMCFGMR security, now shows up in the TADDM User Group dialog.
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Figure 6-32 TADDM User Group dialog after Access Collection synchronization

Please remember that you have to create the administrator user account in LDAP
first, in order to log in to the TADDM domain manager interface with privileges to
see the Administration dialog.

6.3 Bringing it all together

Throughout this chapter, we described several aspects of security for the overall
CCMDB V7.1 solution. We explained the aspect of centralized user management
inside a directory server, a uniform authentication and authorization approach
between the major components of the solution, and we described the resulting
effect of a single sign-on approach as well as having a very granular and
powerful approach to defining data level security.
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If you followed and completed the configurations steps to set up the common
security model by configuring VMM, STS, TADDM, and the Publish Channels,
the major steps that you have (some are optional) to take while operating the

solution in a production environment after the initial configuration setup are the
following:

»

Add users to the LDAP Directory Server using the appropriate administration
utility (or use predefined users).

Add groups to the LDAP Directory Server using the appropriate utility (or use
predefined groups).

Define user to group membership in the LDAP Directory Server using the
appropriate utility (or use predefined memberships).

Wait for the VMM cron task to synchronize the definitions into the process run
time database. The default schedule is to wait for five minutes.

Define collections for groups of configuration items in the collections
application (optional step).

Define permissions to groups using the Security Groups application.
Optionally, you can restrict the access to the collection of configuration items
you have defined in the previous step.

Wait for synchronization of collections and permissions to happen in the
background into the TADDM environment.

Work inside the process environment and launch in context into TADDM to
verify the single sign-on.
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Integration technologies

As has already been discussed, there are different manifestations of Cl data in
the CCMDB.

Discovered Cls are populated within TADDM and provide a view of the
discovered IT environment. The majority of the data is discovered by leveraging
the built-in sensor technology of the TADDM discovery component. Cl data from
the discovered Cl data space is bridged in a filtered way into the Actual Cl data
space and promoted with additional filter settings into the Authorized Cl data
space. The Authorized Cl data space is what the various process management
products work with.

Discovering Cls and forwarding the required data into the Actual and Authorized
Cl spaces is the backbone of how Cl data is collected, maintained, and used.
Nevertheless, there is no green field in any environment. There are existing data
sources keeping discovered data, there are systems management solutions that
keep data to consider, there are data sources that need to be federated, external
systems that need to consume or provide data from or to the CCMDB in a
synchronous, asynchronous, or batch oriented way, or there is a need to launch
in context from a CCMDB application to an external system. These are just some
examples that require the CCMDB appropriate interface technologies. The
CCMDB, once it gets introduced into an IT environment, is more than just
another database to hold some data. It is an anchor point of the IT environment.
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The IBM CCMDB V7.1 solution provides various interface technologies that can
be used to exchange data in different ways for different purposes. This section

provides an overview of the various interface technologies and their operational
areas within the solution scope.

Figure 7-1 provides an overview of the various interface technologies related to
the data layer of the CCMDB solution.
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Figure 7-1 Interface technology overview

In Figure 7-1, the reconciliation service is not an interface technology on its own.
Reconciliation is a process that tries to avoid duplicates of Cl instances. Usually
there are multiple data sources that need to be combined in order to provide a
complete set of data for a Cl. Discovery sensor technology, batch imports, or
manual data entries have to be consolidated in order to get a unified data
representation that reflects the real IT environment. Data for Cl “A” that gets
discovered through sensor technology and data for Cl “A” imported from an
external system using DLA technology need to be combined. Otherwise, there
are at least two different representations of Cl “A” in the CCMDB.

The CCMDB reconciliation logic is built on naming rules. Each Cl type is
identified and classified by one or more sets of attributes that need to exist in
order to instantiate a Cl of this class type. If a Cl instance already exists in the
CCMDB, a subsequent data import, regardless if the data is imported by sensor,
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batch, or manual techniques, compares the new data based on the naming rules
as well as the attribute content in order to verify if a new Cl instance needs to be
created or if an existing set of data needs to be refreshed. In CCMDB V7.1, the
reconciliation logic to determine what needs to happen while importing data can
be influenced by writing reconciliation plug-ins.

The reconciliation service is within the discovery component of the CCMDB
solution. In other words, if there is more than one source of data for a ClI, you
have to feed the data into the CCMDB through the discovery environment using
one of the available technologies (sensor, DLA batch import, API, or manual data
entry).

Important: The reconciliation terminology within the CCMDB solution is
frequently used within two different contexts. Besides its primary intention to
avoid duplicates while importing Cl data, the comparison of Actual and
Authorized Cls is often referred to as reconciliation as well. The latter should
be referred to as Auditing rather then reconciliation. We use the term
reconciliation when referring to the process of avoiding duplication of Cl data.
Technically speaking, the reconciliation engine is within the discovery
environment of the CCMDB V7.1 solution.

In this section, we give an overview of the following major integration
technologies provided by the overall CCMDB solution:

Discovery Sensor

Discovery Library Adapter / IdML Files

TADDM Application Programming Interface

Federation Services

Maximo Enterprise Adapter Integration Framework
Integration Modules and Logical Management Operations
Launch in Context

vVVyVYyVYVYYVYY

We explain what their primary domain of usage is, provide examples, and
highlight which tooling supports the usage of the respective technology. Please
refer to Figure 7-1 on page 146 while reading the following sections.
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7.1 Discovery Sensor

The CCMDB discovery environment provides a high number of default sensors to
support the discovery of various IT technologies. One of the enhancements in
CCMDB V7.1 is the ability to develop pluggable sensors independent from a
product development build. This gives you the prerequisites to the capability to
extend the CDM class model, add new attributes, and define naming rules for the
new class types that are inherited from existing default classes.

Developing new sensors during the V7.1 time frame is reserved to IBM
Development and Services. The Eclipse based development environment is not
made publicly available.

7.2 Discovery Library adapter and IdML files

While discovery sensors provide a way to collect detailed Cl data from a target
environment in a synchronous manner when executing a discovery run, the
Discovery Library provides a way to share information between an external
system and the CCMDB in an asynchronous way.

Given an external system that maintains its own data that you want to physically
synchronize into the CCMDB, the Discovery Library facilitates a way to exchange
resource and relationship data between the systems.

The Discovery Library includes a specification that prescribes the format of the
data to exchange. This XML based schema definition is aligned with the
Common Data Model of the CCMDB. The XML schema specification is called
Identity Markup Language (IdML). In other words, an XML file that adheres to the
IdML specification can be imported into the discovered Cl data space of the
CCMDB solution. The import is facilitated by the CCMDB bulkloader (a program
called loadidml) and honors the reconciliation logic while batch importing the
data in order to guarantee uniqueness of Cl data.

Usually only a subset of data is extracted from the external system and written to
the IdML file. The program code that extracts the data from the external system
and writes it to an IdML file is referred to as a Discovery Library Adapter (DLA).

In order to support the creation of a DLA, a toolkit and programming environment
are provided. Various operations to extract the data from the source and write it
to the IdML file (also referred to as a DLA book) are provided within an API by the
programming environment. The IdML book file is written to a directory called the
Discovery Library File Store (DLFS) from where it is picked up in order to
bulkload the XML file into the Discovered CI space. The process of importing an
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IdML book is also referred to as “reading a book”, while the process of creating
an IdML file is referred to as “writing a book”. The CCMDB solution also provides
a way to export data from the Discovered Cl data space in an IdML format in
case there is a consumer to read the exported book. An example is the
interaction between the CCMDB and the Tivoli Business Service Manager V4.1
(TBSM V4.1). TBSM provides a Discovery Library Reader to import discovered
data into its own data stores to support the creation of service models.

The Discovery Library facility is one of the primary ways to exchange data
between various IBM Tivoli Systems Management products and the CCMDB.
There are also various DLAs available from Business Partners. Examples of
available DLAs for IBM Tivoli Systems Management products are IBM Tivoli
Monitoring, Tivoli Configuration Manager, Tivoli Provisioning Manager, Tivoli
Storage Manager, Tivoli Storage Productivity Center, or Tivoli Composite
Application Manager for RTT.

Please refer to the Open Process Automation Library Web Site for the latest list
of publicly available DLAs, found at:

http://catalog.lotus.com/wps/portal/tpm

In essence, if you have data in an external system that needs to be reconciled
with existing data in the CCMDB (which means your data does not provide a
single source for this information), if you want to leverage capabilities like change
history, or if you want your Cl data visualized within the topology viewer or you
need your external data to be transferred to the Actual Cl data space in order to
allow an audit of the actual to the authorized data space, then you should
consider importing your external data using the Discovery Library Adapter
integration technology.

7.3 TADDM application programming interface

The CCMDB V7.1 TADDM discovery environment provides an API to read,
export, update, and import data from the Discovered Cl data space. Importing
and exporting data is based on an internal XML file format, which is different from
the IdML format discussed in 7.2, “Discovery Library adapter and IdML files” on
page 148.

You would usually use the API for ad hoc queries or changes to the CCMDB data
rather then regular bulkload data exchanges with an external system.

In addition, if you are intending to write your own application to regularly
communicate with the TADDM environment, you would leverage the TADDM
APIs to write your own client implementation.

Chapter 7. Integration technologies 149


http://catalog.lotus.com/wps/portal/tpm

The TADDM Software Development Kit provides a Java API, an EJB™ API, a
SOAP API, and a Command-Line Executable that can be used to implement your
client implementation to interface with the discovery component of the CCMDB
V7.1 solution.

Please note that the usage of the APl is encapsulated by the Tivoli Directory
Integrator (TDI) toolkit, which is part of the CCMDB V7.1 solution. Using the
toolkit hides some of the complexity of using the API natively.

7.4 Federation services

Referring to Figure 7-1 on page 146, federation technologies can be used within
the discovery as well as the process environment of the CCMDB V7.1 solution.
The technology behind the federation capabilities is the same for both use cases,
but there are essential differences that are important to understand.

Federation is all about linking CI data that is kept inside the CCMDB to external
data sources without physically copying the external data into the CCMDB. IBM
provides federation capabilities within the DB2 subsystem in case you are
federating to another DB2 or Informix® database. In case your external data
source is different from DB2 or Informix, you have to install the WebSphere
Federation Server component on top of the DB2 system that is keeping your
CCMDB data. The WebSphere Federation Server is part of the CCMDB V7.1
package. In case your CCMDB implementation is relying on an Oracle RDBMS
system, you have to acquire the appropriate federation capabilities from Oracle.

In case you want to enrich your discovered CI data within the TADDM reporting
facility (Domain Manager reports), you can leverage the federation capabilities to
link physically persisted Cl data from within the TADDM data store to external
managed data. This is the primary use case of using federation capabilities
within the discovery environment.

Important: You cannot transfer Cl data that you have federated within the
TADDM discovery environment through the ITIC adapter into the Actual ClI
data space because the data is not physically persisted in the Discovered Cl
data space.

In case you want to leverage data from remote data sources within the process
environment of the CCMDB V7.1, you can make the federated data available to
existing applications like the Configuration ltems application or processes like
Change or Configuration Management.
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Please refer to IBM Tivoli CCMDB Implementation Recommendations,
SG24-7567 for an example of how to use federation from within the process
environment. There are several things that need to be considered in case you
want to federate data from an external data source within the CCMDB process
environment:

» Federating data from an external data source is a read-only operation. The
ownership of the remote data stays with the owner of the remote data source.

» You cannot use federated data within an Audit process as part of
Configuration Management.

» You should consider the importance of federated data from a service
management process perspective. Is your process execution relying on the
federated data? If yes, can you rely on the network and availability of the
external data source to guarantee the remote data access?

» Because federation is a way to link to external data sources rather then
importing data, no reconciliation process is applied to the federated data.

» Federated data can be made available in reports using the BIRT technology
as part of the CCMDB solution.

» Federation is ideal in case you have data in an external data source that is not
discoverable and is intended to display additional attributes dynamically at run
time within the CCMDB application environment.

You can extend each data object (MBQO) or application within the CCMDB
process environment with federated data. The federation capabilities are not
restricted to configuration items objects. For example, if you want to enrich RFC
data, you can do so the same way as extending Cl data. The major steps, as
outlined in more detail in IBM Tivoli CCMDB Implementation Recommendations,
SG24-7567, are the following:

» Set up the Federation at the Data Source Layer using DB2, Oracle, or
WebSphere Federation Server techniques.

» Create a new MBO representing your remote Data Source. Use the Database
Configuration application to do so.

» Relate an existing MBO that represents the CCMDB application that you want
to extend with additional federated data to your newly created MBO. Use the
Database Configuration application to do so.

» Enhance the application that you want to extend with additional data fields
pointing to federated data using the Application Designer application.

In essence, you need to think about if federation is the right concept to use
compared to importing data physically into the CCMDB data layer. You also have
to think about what purpose is behind your federation setup, that is, whether you
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want to expose federated data within reports or expose it to Service Management
processes and applications.

7.5 Maximo Enterprise Adapter Integration Framework

The Integration Framework is made up of various applications within the CCMDB
environment that help to integrate the process environment with external
applications. The Integration Framework is leveraging the Maximo Enterprise
Adapter (MEA) technology.

The Integration Framework allows you to expose any object (MBO, which
encapsulates database structures) in order to exchange data with external
systems.

The integration with external systems can have the following characteristics:
» Outbound or inbound.

» Synchronous or asynchronous.

» Bidirectional or unidirectional.

» The data synchronization can be real time based on a trigger event (for
example, when the attributes of an authorized Cl change) or batch oriented
(loading data from XML or flat files).

» A data import or export can be scheduled using the cron task facility.
» Various protocols for inbound or outbound communication are supported.
Every MBO can be exposed for external communication. You can define which of

the fields of an MBO are required for the communication to the external system,
either for an inbound or outbound communication.
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Various protocol handlers (also referred to as endpoints) are supported:

» Reading and writing flat files. The flat file is required to use delimiters to
separate the fields within the file contents.

» XML files. Each object structure can expose its XML schema. Figure 7-2 is an
example of an XML schema for the MXAUTHCI (Authorized Cl) object
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CICISPEC CISPECCLASS
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<%xml version="1.0" encoding="UTF-8"7>
«<max; CreatelXAUTHC! xminz:max="http:/fw ww ibm.com/maximo™
creationDateTime="2008-09-28T18.40:45" baseL anguage="string"
transLanguage="string"” messagell="string" maximoVersion="sfring">
<max MXAUTHCISet
<max:Cl action="Delete" relationzhip="etring" deleteForinzert="sfring"
transLanguage="string">
<max:ACTCINUN changed="trug">string=/maxc ACTCNUM=
<max:ASSETLOCORGID changed="true"ztring</max:ASSETLOCORGID=
<max.ASSETLOCSIEID changed="trug">string=/max:ASSETLOCSITED=
<max:ASSETNUM changed="falze">tring</max: ASSETNUM>
<max:CALNUM changed="falee"»string=/max: CALNUK=
<max.CHANGEE" changed="falze">ztring=/max:CHANGEGY >
«max:CHANGEDATE changed="true">2017-05-
14T23:41:13</max. CHANGEDATE=
<max.CIGUID changed="falze">string=/max. CIGUID=
<max.CID changed="falee">10</max.CID=
<max:CILOCATION changed="falze">atring=/max . CILOCATION=
«<max:CINUM changed="false"»string=/max:CINUM=
<max:CLASSSTRUCTURED
changed="false"=zlring=/max: CLASSSTRUCTURED=

w

<7xmi version="1.0" encoding="UTF-§"7=
<max CreateMXALUTHCResponse xmins:max="http://www.ibm.comimaximo”
creationDateTime="2008-09-28T18:40:45" baseL anguage="string"
transLanguage="string" messagelll="string" maximoVersion="string">
«max.CMboKey3et=
<max:Cl
«max:.CINUM changed="trug">string=/max. CINUM>
<imaxCl
<Imax:CMboKeySet-
«<Imax:CrealehXAUTHCIResponze=

Figure 7-2 MXAUTHCI Object Structure exposed as XML
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» Each object structure can be deployed as a Web Service. Web Services can
be used by external applications to query or send transactions to the
integration framework. Five operations are supported for each Web service
that has been generated from an object structure: Create, Update, Delete,
Sync, and Create. You can use the Web Services Library application to
create, modify, and delete Web services (Figure 7-3). You also can generate
schema and Web Service Description Language (WSDL) files for any Web
service that you deploy.

Web Senvices Library

WSiart Center & Profie  Sign Qut 7 Hel

¥|Find {h |Sekct Action Ydl e @iy

List

Nane XAUTHEI [ [El UserDefned? [7]
Source - |Object Structure Service Bypass Queus? 7]
[Pl s fie /e1-Bse - WA o 1
WSDL Operstion Input Element Output Ekment
i by | T —
)} UpdatelXAUTHCI UpdateMXAUTHCI UpdatelfXAUTHCResponze
) DeletelXAUTHCI DelelehXAUTHC! DeleteNXAUTHCResponse:
}  SynclXAUTHCI SynchIXAUTHCI SynclXAUTHCResponse
)} QueryMXAUTHCI QueryXAUTHC! QueryMXAUTHCResponse
Details A
50L Oertion bputEenert CemlAUTHO Ot Eement

Figure 7-3 Web Services Library application

» Database Tables, also referred to as Interface tables, can be used to
exchange data with external systems. This allows you to “post” outbound
oriented data into an intermediate table structure or read inbound oriented
data from an interface table.

» You can use the HTTP(S) protocol, an EJB API, or JMS to communicate with
the CCMDB system.

You can define which Endpoint Handler to use in the context of an external
system definition within the Endpoint application, as shown in Figure 7-4 on
page 155.
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Figure 7-4 Defining Endpoint Handler in Endpoint application

The various integration technologies not only allow you to import or export data
into the CCMDB database, for example, to load authorized Cls from a flat file,
XML file, or interface table, but also allow you to link your CCMDB system and
processes into an overall business flow. For example, you can link your change
management process to an external procurement system in case the change
requires the purchase of some IT equipment. While the external system is
responsible for the procurement, it passes back the result to the change
management system to continue its work to execute on the change.

The Integration Framework supports the transformation of data formats between
the CCMDB system and the external system using either XSLT or Java.

The MEA Integration Framework is also used for third-party Service Desk
Integration scenarios, for example, to interface with BMC Remedy and HP
Peregrine based solutions. The MEA Integration Framework will be encapsulated
by a single Maximo specific Tivoli Directory Integrator (TDI) connector in order to
access any object structure. TDI connectors for Remedy and Peregrine are
provided in the solution as well. Exemplary data flows are provided through TDI
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assembly lines, for example, to load Cl data from Remedy into the CCMDB data
space.

7.6 Integration Modules and Logical Management
Operations

An Integration Module (IM) is a specialized implementation of the MEA
integration framework. An Integration Module is specialized code that interfaces
with an external system in order to call an operation within an external system
and receive a synchronous or asynchronous response. An IM acts as an adapter
between CCMDB and a remote OMP server.

For example, instead of launching to an external software deployment solution to
distribute or install software from within a Change Management process, the
implementation of an Integration Module would allow the user to push a button or
select an action from within the CCMDB application user interface that passes
required input data to the external system and trigger the operation remotely
without switching the user interface context.

In essence, the IM provides a mechanism for a PMP, such as Change or
Release, to invoke an external operation on an Operational Management Product
(OMP). The Tivoli Provisioning Manager (TPM) or the Tivoli Configuration
Manager (TCM) products are examples of an OMP. You can call an OMP, such as
TPM, to perform a Logical Management Operation (LMO), such as Deploy
Software.

The Integration Module is a component of the integration framework. An IM has
the ability to communicate with the external OMP for specific tasks or operations.
The specific operations are referred to as Logical Management Operations
(LMOs). An LMO defines an abstract action, such as Deploy Software, which a
PMP can execute by calling an IM. Integration Modules provide a method for
calling an OMP to execute an implementation of an LMO. For example, IM “A” for
Software Distribution solution “A” would provide a different implementation of the
LMO “Distribute Software” than IM “B” would provide for Software Distribution
solution “B”.

There are two types of IMs: external and internal.

An Internal IM runs within the Maximo/CCMDB framework and knows how to
translate between LMOs and MBOs on the CCMDB side, and an OMP server.
The Internal IM communicates with the OMP either through an external IM, or
through another interface provided by the OMP server. You can implement an
internal IM as a Java class or an Invocation Channel. Both implementations,
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either Java class or Invocation Channel, can access data stored in the CCMDB
database. An Invocation Channel is a data transmission path with an optionally
configured endpoint. The endpoint employs a communication protocol or Handler
that determines how an IM exchanges information with its target. The integration
framework supports standard Handlers, such as Web Services, HTTP, and EJB.

An external IM is an optional component that interacts with an OMP. Additionally,
an external IM can manage an OMP that requires multiple execution steps. If you
are developing a new interface for an OMP, writing an external IM can be helpful.
The external IM can be a Web service that will then be available to applications
other than CCMDB as well. Most of the logic can be in the external IM, and the
internal IM can just have the Maximo-specific logic.

Within the CCMDB V7.1 solution, the Integration Modules and Logical
Management Operations applications are used to set up and configure the
integration to external systems using the IM / LMO technique. This does not
eliminate the need to write your integration code, either for an internal or external
IM.

Please refer to the Integration Module Development document as part of the ISM
Toolbox. The document is part of the ISM Toolbox API.

7.7 Launch in Context

In some cases, a physical data exchange or federation setup with an external
system is not required or is not the preferred choice of integration. If you, for
example, in the context of a Service Management process require a person to be
automatically linked to the user interface of an external system to analyze some
specifics within the external system, you should think about the Launch in
Context facility.

The Launch in Context application lets you define launch points to external
system consoles, while you can leverage the launch points inside specific tasks
of your process flow definitions.

If your change impact analysis, for example, requires you to analyze some status
data within the monitoring or business Service Management solution, you could
define a task within your Change Management process to link the appropriate
subject matter expert into the monitoring system automatically from within the
Service Management environment. Another example would be to link a person
participating in the Change Management process to an external monitoring
system in order to verify (as part of the Post Implementation Review) the status
of a component that has been changed throughout the change process.
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7.8 Summary

158

TADDM discovery sensors perform discovery while the DLAs provide a
mechanism for loading additional data that conforms to the CDM. On the other
end of the spectrum are the Authorized Cls, which are the entities that you
explicitly build that are subject to tightly managed control. You can create
Authorized Cls without having a Discovered (and Actual) Cl. So where should
you load Cls that you wish to put into the CCMDB?

This section provides an overview of various interface technologies for the overall
CCMDB solution, including the most relevant use cases, and why and when to
use the respective integration solution.

If it is IT data, or discoverable in any way, then it can be loaded into the CCMDB
by using the TADDM discovery capabilities, or DLAs. Having data come in
through TADDM discovery allows for the use of a key set of discovery services,
such as naming and reconciliation and the ability to specify unique identification
of a resource. As subsequent discoveries occur, changes are captured so that a
change history for a resource exists, which can be valuable for problem analytics.
TADDM also provides a graphical topology viewer to visualize what can be
complex application dependency maps. And, of course, with periodic discoveries,
we can copy Discovered Cls into the Actual Cl space that form the basis for the
Cl auditing between Authorized Cls and Actual Cls. If there is a need for any one
of these discovery-related capabilities or any of the others not mentioned here
that are available with TADDM, then the Cl data should be brought into the
CCMDB through TADDM.

It is possible that you have a situation where you have Cls for which there is only
a single source (you do not have a need to reconcile these objects with some
other source) and you do not have a need to perform an audit between an
authorized version of the Cl and what would currently be in a “discovered”
environment. In this case, it is feasible that you could create these Cls directly in
the Authorized Cl space in the CCMDB. An example of this type of data would be
a logical hierarchy of business services and business applications that you have
defined in an external system that you wish to be able to bring under change
control, so you decide to use the MEA Integration Framework for the Authorized
Cl object structure to create Authorized Cls directly in the Authorized Cl space
without bringing them in through the discovery services.

It is reasonable that you will actually use both of these methods as you continue
to build out your CCMDB, using discovery as the workhorse to bring in the
discovered environment as well as directly creating Authorized Cls in the cases
where you have single-sourced data that you do not wish to bring in through
TADDM. It is important to recognize that if you feel that you will at some point
need to reconcile these objects you are directly creating in the Authorized CI
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space with objects from another data source, or you will come upon a need to
audit these Cls for changes, then you should give consideration to whether this
data should instead initially be brought in through the TADDM discovery services.
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Part 3

Planning and
installation
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CCMDB installation planning

This chapter discusses the planning and customization of a working IBM Tivoli
Change and Configuration Management Database V7.1 environment.
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8.1 CCMDB components

Though the components of CCMDB have already been described in some detalil
in Chapter 3, “CCMDB components” on page 29, we include a brief recap here,

as the installation process must take the various components that will be installed
for a particular deployment into consideration. In addition, we provide additional

details here on various products and technologies that are used to implement the
components.

This section provides an overview of the CCMDB components:

vVvyYvyvyYyvyy

Middleware components

IBM Tivoli Application Dependency Discovery Manager

IBM Tivoli Change and Configuration Management Database
Console - CCMDB WEB Interface

IBM Tivoli Integration Composer

IBM Tivoli Unified Process Composer (ITUP)

8.1.1 Middleware components

Before you can install the IBM Tivoli Change and Configuration Management
Database, there are several prerequisite middleware products that must be
installed. Here we explain middleware components and concepts:

>

IBM Rational Agent Controller Version 7.0.3

Rational Agent Controller (RAC) is a daemon process that provides the
mechanism by which client applications either launch new host processes or
attach to agents that coexist within existing host processes. WebSphere
Event Broker uses RAC to provide debugging facilities for message flows
deployed to a running broker.

DB2 Enterprise Server Edition Version 9.1.2
Configuration for DB2 Enterprise Server Edition

— Provides innovative self-managing and self-tuning capabilities,
dramatically reducing time and costs associated with managing database
servers.

— Supports integration with other IBM software, such as Lotus for
collaboration, Tivoli for management, and WebSphere for dynamic
e-business.
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>

IBM Tivoli Directory Server Version 6.1
Configuration for IBM Tivoli Directory Server

IBM Tivoli Directory Server is a powerful, security-rich, and
standards-compliant enterprise directory for corporate intranets and the
Internet. Directory Server is built to serve as the identity data foundation for
rapid development and deployment of your Web applications and security and
identity management initiatives by including strong management, replication,
and security features.

WebSphere Application Server ND Version 6.1.0.9
Configuration for WebSphere Application Server ND
IBM HTTP Server Version 6.1

Embedded Security Service Version 6.1

Combines near-continuous availability with automated performance
optimization and centralized management and monitoring, for
business-critical applications.

8.1.2 Tivoli Application Dependency Discovery Manager

The Tivoli Application Dependency Discovery Manager (TADDM) system
consists of several server-systems and network components to be described.
These components will make infrastructure scans possible and are the backbone
of discoveries.

The main components, described briefly, are as follows:

»

TADDM Server: The central server that run the discoveries. Acquired data is
consolidated and topology maps are created.

TADDM Database Server: A sever for high-performance data storage and
delivery of topology data, change data, and configurations.

TADDM Console: Hosts the user interface to operate the software for
performing actions such as start of discovery scans, editing of access right
and accounts, and other functions.

Anchor Host: Acts as an outpost of the TADDM Server when running
discoveries across firewalls.

Windows Gateway Server: Windows server to scan Windows systems.
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8.1.3 IBM Tivoli Change and Configuration Management Database

The IBM Tivoli Change and Configuration Management Database (CCMDB)
provides an enterprise-ready platform for storing deep, standardized data on
configurations and change histories to help integrate people, processes,
information, and technology.

8.1.4 Console - CCMDB Web Interface

Provides the user interface to the CCMDB functions and applications.

8.1.5 IBM Tivoli Integration Composer

IBM Tivoli Integration Composer allows you to take advantage of the data
collected by these disparate systems by “fusing” it together into a single
actionable repository. Data from different systems management tools, different
business units, or distributed locations can be easily consolidated, hence
leveraging existing investments.

Integration Composer is a combination of powerful out-of-the-box cartridges for
the most prevalent IT system management tools in the market and an
easy-to-use, intuitive Java-based application for the setup of out-of-the-box
cartridges and creation of new cartridges to meet your specific integration
requirements. The ITIC interface allows “drag-and-drop” operations to quickly
and easily move inventory data from any systems management tools to Maximo
Asset Management for IT. No programming is required.

8.1.6 Integration adapter

To facilitate data migration, the integration adapter for TADDM provides a set of
predefined mapping expressions designed to transform data in the TADDM data
source to the form required by CCMDB. You can import this mapping into
Integration Composer and, with little or no additional programming, execute a
mapping to import TADDM data into CCMDB.

8.1.7 IBM Tivoli Unified Process Composer

IBM Tivoli Unified Process (ITUP) Composer V2.1 provides detailed
documentation of IT Service Management processes based on industry best
practices, enabling users to significantly improve their organization's efficiency
and effectiveness. ITUP Composer is the product version of the free IBM Tivoli
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Unified Process tool. ITUP Composer provides more detailed content and tooling
to enable content customization, extension, and publishing.

8.2 Installation plan

This section provides direction and best practices around areas in which
questions typically arise when working with Configuration ltems (Cls) and
building, deploying, and integrating with a Configuration Management Database
(CMDB).

Creating a deployment plan is essential to creating and installing a configuration
and tracking environment. The basic considerations for creating a deployment
plan are provided in Planning and Installing Change and Configuration
Management Database. This document covers all the planning considerations
and provides scenarios for creating a comprehensive deployment plan. At a
minimum, you need to gather the following information before installing any
software:

» Base hardware and software requirements for IBM Tivoli Change and
Configuration Management Database V7.1.

» Whether the computer systems in your distributed network can support this
new software, whether these systems can be upgraded to meet your business
needs, or whether you will need new systems.

» Which components to install on which computer systems in your distributed
network to support your business needs and whether they have additional
third-party software requirements.

The focus of this topic is to describe how we have installed the CCMDB and its
components in our environment and show possible scenarios for implementation
in accordance with a customer environment.
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8.2.1 Software and hardware requirements

This section provides information about the hardware, software and
infrastructure requirements for installation. Table 8-1 shows these requirements.

Table 8-1 Software and hardware requirements

Software Hardware
IBM DB2 UDB O Minimum 20 GB disk space.
IBM WebSphere Network Deployment O 2 GHz processor
O 20 GB disk space
O 2 GB RAM
IBM Tivoli Application Dependency O 2 GHz processor
DlSCOVery Manager O 20 GB disk space
O 2 GB RAM
IBM Tivoli Directory Server O For UNIX, 1 GB of space available in
the /opt directory

For hardware requirements related to software components not listed above,
refer to the product documentation provided with that product.

Note: If you are installing all middleware onto a single machine, the RAM
requirement increases to 4 GB.

Database

This topic provides information about the database and its environment
infrastructure for installation, as shown in Table 8-2 on page 169.
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Table 8-2 Database and environment infrastructure requirements

Software

Environment

The following products can serve as the

database components of a CCMDB V7.1

deployment.

O DB2 UDB V9.1 FP 2 (installed by the
Tivoli middleware installer) or V8.2 FP
14

O Oracle 9i V2, Oracle 10g Rel1, or
Oracle 10g Rel2

O Microsoft SQL Server 2005, Standard
or Enterprise version

O Windows Server® 2003 SP2
O Red Hat Enterprise Linux V4 (Intel)
O IBM AIX 5L™ V5.3 ML level 5300-06

For Oracle 9i v2, and Oracle 10g Rel,
only Windows is supported.

Microsoft SQL Server 2005, only Windows
is supported.

For DB2 on UNIX systems, ensure you
have a minimum of 8 gigabytes (binary)
free of space in the DB2 database
instance home directory (/home/ctginst1)
in order to meet the default table space
disk space requirements of the DB2
install. For DB2 on Windows, ensure you
have a minimum of 8 gigabytes of free
space in the DB2 installation directory.

J2EE application server

This topic provides information about J2EE and its required environment for

installation, as shown in Table 8-3.

Table 8-3 JZ2EE environment requirements

Software

Environment

The following product can serve as the
J2EE application server component of a
CCMDB V7.1 deployment:

O IBM WebSphere Network Deployment
V6.1 FP 9

This is where CCMDB runs.

O Windows Server 2003 SP2
O Red Hat Enterprise Linux V4 (Intel)
O IBM AIX 5L V5.3 ML level 5300-06
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User WEB Interface Console

This topic provides information about User WEB Interface Console and its
environment infrastructure for installation, as shown in Table 8-4.

Table 8-4 WEB Interface console requirements

Software Environment

The following product can serve as O CCMDB integration components can
integration options fora CCMDB V7.1 be run on any operating system
deployment: supported by the integration software.

O IBM Integrated Solutions Console
V7.1

IBM Integrated Solutions Console V7.1 is
installed as part of IBM WebSphere
Network Deployment V6.1 FP9:

O 1BM WebSphere Portal Server V6.0

HTTP server

This topic provides information about the HTTP server and its environment
infrastructure for installation, as shown in Table 8-5.

Table 8-5 HTTP server requirements

Software Environment

The following product can serve as the O Windows Server 2003 SP2
HTTP server component of a CCMDB O Red Hat Enterprise Linux V4 (Intel)

V7.1 deployment:
O IBM AIX 5L V5.3 ML level 5300-06
O I1BM HTTP Server V6.1 FP9

Directory server

This topic provides information about the Directory server and its environment
infrastructure for installation, as shown in Table 8-6 on page 171.
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Table 8-6 Directory server requirements

Software

Environment

The following products can serve as the
Directory server component of a
CCMDB V7.1 deployment.

O IBM Tivoli Directory Server V6.1
O Microsoft Windows Server 2003 SP2

Active Directory Microsoft Active Directory
Application Mode (ADAM) is not
supported.

O Windows Server 2003 SP2
O Red Hat Enterprise Linux V4 (Intel)
O IBM AIX 5L V5.3 ML level 5300-06

Administrative Console

This topic provides information about Administrative Console and its environment
infrastructure for installation, as shown in Table 8-7.

Table 8-7 Administrative Console requirements

Software

Environment

The following product can serve as the
administrative system component of a
CCMDB V7.1 deployment.

O CCMDB administrative system

O Windows Server 2003 SP2 (32-bit)
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Application Dependency Discovery Manager
This topic provides information about TADDM and its environment infrastructure
for installation, as shown in Table 8-8.

Table 8-8 Application Dependency Discovery Manager requirements

Software Environment

The following product can serve as the O IBMAIX V5.3 and V5.2

Application Dependency Discovery O Red Hat Enterprise Linux V4 and V3
Manager component of a CCMDB V7.1 (Intel)
deployment.

O Red Hat Enterprise Linux 4.0 for
O I1BM Tivoli Application Dependency (System z™)

Discovery Manager (TADDM) V7.1 O Solaris V10 and V9 SPARC
O SUSE Linux Enterprise Server V10
and V9 (Intel)

SUSE Linux Enterprise Server V10
and V9 (System z)

Windows 2000 Professional
Windows 2000 Advanced Server
Windows 2000 DataCenter Server
Windows Server 2003 DataCenter

Windows Server 2003 Standard
Edition SP2

Windows Server 2003 Enterprise
Edition

O Windows Server 2003 Enterprise x64
Edition AMD64 and EM64T

O Windows Server 2003 Standard x64
Edition AMD64 and EM64T

O Windows XP Professional

[ I o I a

O

Refer to the IBM Tivoli Application
Dependency Discovery Manager
Planning and Installation Guide for
support details.

Data migration
This topic provides information about the data migration and its environment
infrastructure for installation, as shown in Table 8-9 on page 173.
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Table 8-9 Data migration requirements

Software Environment

The following product can serve as the O Windows Server 2003 Standard (32-
data migration component of a CCMDB and 64-bit)

V7.1 deployment. O Windows Server 2003 Enterprise

O IBM Tivoli Integration Composer V7.1 Edition (32- and 64-bit)

O Windows Server 2003 DataCenter
(32- and 64-bit)

O IBM AIX 5L V5.3 (32- and 64-bit) and
AIX 5L technologies

O Red Hat Linux 3
O Sun™ Solaris 10
O HP-UX 11i

8.2.2 Planning for the deployment of CCNMDB

The following sections describe various topics that should be taken into account
when planning a deployment of CCMDB.

Planning for security

You must configure security for your data as well as manage access to
operations, in both the Configuration Discovery and Tracking and Process
Management and Integration Platform features. Managing security for Change
and Configuration Management Database involves identifying persons and
groups who have the authority to work with particular configuration items and
perform specific operations. You can find the information you need about security
topics at the product support page. Also, refer to Chapter 6, “CCMDB security
architecture” on page 105.

Planning users and roles

Access to Cl data stored in the CMDB is controlled using roles. Each user must
be assigned to a role, which governs the user’s access to Cls.

You can control which of your users can work with different groups of
configuration items stored in your CMDB.
You will use these concepts in controlling access:

» Access collection: A group of Cls to which access is controlled. By creating
access collections, you can assign different user roles to work with different
sets of Cls.
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» Role: A collection of permissions for different sets of Cls.

» User: A specific individual, who is given controlled access to access
collections of Cls by assigning roles to the user.

You can set up access collections, roles, and users in the Configuration
Discovery and Tracking console after you have completed the installation
process. If you also install the Process Management and Integration Platform
feature, you will need to synchronize the lists of users and roles between the two

features.

Note: For more details about planning and installing IBM Tivoli Change and
Configuration Management Database V7.1, refer to Chapter 1, “CCMDB
overview” on page 3.

Planning for CCMDB middleware worksheet

This topic provides information about the middleware and its environment for
users, groups, and platform upon installation, as shown in Table 8-10.

Table 8-10 CCMDB middleware worksheet

User

Group

Description

Platform

db2admin

O DB2USERS
O DB2ADMNS

DB2 administrator.
Windows Service
User ID.

This user will be
created by the
Tivoli middleware
installer if it does
not already exist.

O Windows

idsccmdb

O Users
O Administrators

ITDS user.

This user will be
created by the
Tivoli middleware
installer if it does
not already exist

O Windows v AlIX
O Linux

maximo

O Users
O Administrators

Used for Maximo
database
configuration.
This user will be
created by the
Tivoli middleware
installer if it does
not already exist.

O Windows v AIX
O Linux
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User Group Description Platform
ctginst1 O Users The system user O AIX
O Administrators used as the O Linux
] database instance
ctginst1 must be a owner on UNIX
member of platforms.
db2grp1 with the This user will be
secondary groups created by the
of staff and Tivoli middleware
dasadm1. installer if it does
not already exist.
db2fenct O db2fgrp1 UNIX systemuser | O AIX
used as the fence O Linux
user ID for DB2.
This user will be
created by the
Tivoli middleware
installer if it does
not already exist
wasadmin Not a system user. | This is a user ID O Windows
created for use with O AIX
WebSphere.
O Linux

This user will be
created by the
Tivoli middleware
installer if it does
not already exist.

Tivoli middleware installer

This topic provides information about Tivoli middleware and its environment for
users, groups, and platform on installation, as shown in Table 8-11.

Table 8-11 Tivoli middleware requirements

Setting

Default

Workspace directory

<user home>\ibm\tivoli\mwi\workspace

Middleware images source directory

Compressed images directory

Uncompressed images directory
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DB2 configuration

This topic provides information about the DB2 configuration and its environment

for users, groups, and platform upon installation, as shown in Table 8-12.

Table 8-12 DB2 configuration

Setting

Default

Installation directory

» Windows: <SystemDrive>\Program
Files\\BM\SQLLIB

» Linux: /opt/ibm/db2/V9.1

> AIX: /opt/IBM/db2/V9.1

DAS user

» Windows: db2admin
Linux: dasusr1
» AIX: dasusri

v

Fenced user

» Linux: db2fenc1
» AIX: db2fenct

Fenced user group name

» Linux: db2fgrp1
» AIX: db2fgrp1

Fenced user home directory

» Linux: /home/db2fenct
» AIX: /home/db2fenci

Instance name

ctginsti.

Port

50005.

Instance user name home directory

» Linux: /home/ctginst1
> AIX: /home/ctginst1

Database instance user ID

» Windows: db2admin
» Linux: ctginsti
» AIX: ctginsti

DB2 administrators group

» Windows: DB2ADMNS
» Linux: db2grp1
» AIX: db2grp1

DB2 users group

Windows: DB2USERS.

Use the same user name and password
for the remaining DB2 Services.

YES.

Configure Tools Catalog

NO: This value is relevant for reuse
scenarios only.

Enable O/S Security for DB2 objects

YES: This value is relevant for reuse
scenarios only.

DB2 instance port
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Oracle configuration

This topic provides information about the Oracle configuration and its
environment for users, groups, and platform upon installation, as shown in

Table 8-13.

Table 8-13 Oracle configuration

Setting

Default

Installation directory

>

Windows:
<SystemDrive>\oracle\product\10.2.0\or
adata.

Linux:
/opt/app/oracle/product/10.2.0/oradata.

» AIX:
/opt/app/oracle/product/10.2.0/oradata.
Administrator User ID sys
Oracle Software Owner ID » Windows: Administrator.
» Linux: oracle.
» AIX: oracle.
Instance Location » Windows: On Windows, this value might

be C:\oracle\product\10.2.0\oradata.
Linux: On Linux, this value might be
/opt/app/oracle/product/10.2.0/oradata.
AIX:
/opt/app/oracle/product/10.2.0/oradata.

SQL server configuration

This topic provides information about the SQL server configuration and its
environment for users, groups, and platform upon installation, as shown in

Table 8-14.

Table 8-14 SQL server configuration

Settings

Default

Installation directory

<ProgramFiles>\Microsoft SQL Server\90

Named instance

maximo

SQL Server administrator

sa

SQL Server administrator password

Provided by administrator

Port

1433

Database name

maxdb71

Chapter 8. CCMDB installation planning

177



Settings Default

User ID maximo

User ID password Provided by user
Data file name maxdb71_dat
Log file name maxdb71_log

WebSphere configuration

This topic provides information about the WebSphere configuration and its
environment for users, groups, and platform upon installation, as shown in
Table 8-15.

Table 8-15 WebSphere configuration

Settings Default

Install location » Windows: C:\Program
Files\IBM\WebSphere\AppServer

> Linux: /opt/IBM/WebSphere/AppServer

> AIX: /usr/IBM/WebSphere/AppServer

WebSphere Administration user wasadmin.

name

Deployment Manager profile name ctgDmgro01.

Application server profile name ctgAppSrvO1.

Profile directory » Linux:
/opt/IBM/WebSphere/AppServer/profiles

» AIX:

/usr/IBM/WebSphere/AppServer/profiles

Cell name ctgCellO1.

Deployment Manager node name ctgCellManager01.

Application server node name ctgNodeO1.

HTTP server install location » Windows: C:\Program

Files\IBM\HTTPServer
» Linux: /opt/IBM/HTTPServer
» AIX: /ust/IBM/HTTPServer

HTTP port 80.

Note: On Windows, this port might already be
in use. Ensure that you either free up this port,
or use another port that is unassigned.
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Settings Default
HTTP admin server port 8008.
HTTP plug-in profile name ctgAppSvro1.

IBM Tivoli Directory Server configuration

This topic provides information about the IBM Tivoli Directory Server
configuration and its environment for users, groups, and platform upon

installation, as shown in Table 8-16.

Table 8-16 IBM Tivoli Directory Server configuration

Settings Default
Install location » Windows: C:\Program
Files\IBM\LDAP\V6.1

» Linux: /opt/IBM/Idap/V6.1
> AlX: /opt/IBM/Idap/V6.1

Administrator distinguished name cn=root

Organizational unit ou=SWG

Organization and country suffix 0=IBM,c=US

Directory server port 389

Directory server secure port 636

Administration port 3538

Administration secure port 3539

Database name security

Instance name idsccmdb

Instance port 50006

Instance user name idsccmdb
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Microsoft Active Directory configuration

This topic provides information about the Microsoft Active Directory configuration
and its environment for users, groups and platform upon installation, as shown in
Table 8-17.

Table 8-17 Microsoft Active Directory configuration

Settings Default

Directory server port 389

LDAP base entry DC=ism71,DC=com

User suffix CN=Users,DC=ism71,DC=com

Group suffix DC=ism71,DC=com

Organization container suffix DC=ism71,DC=com

Bind distinguished name CN=Administrator,CN=Users,DC=ism71,
DC=com

IBM Agent Controller configuration

This topic provides information about the IBM Agent Controller configuration and
its environment for users, groups, and platform upon installation, as shown in
Table 8-18.

Table 8-18 IBM Agent Controller configuration

Settings Default

IBM Agent Controller installation location | » Windows: C:\Program
Files\IBM\AgentController

» Linux: /opt/IBM/AgentController

» AIX: /opt/IBM/AgentController

8.2.3 Planning for CCMDB worksheet

This topic provides information about CCMDB and its environment for the
settings for a custom installation, as shown in Table 8-19.

Table 8-19 Planning for CCMDB worksheet

Settings Default

Installation directory CA\IBM\CCMDB.

TADDM host name
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Settings

Default

RMI port

9433.

TADDM user ID

» Windows: administrator
» Linux: administrator
» AIX: administrator

TADDM Web server port 9430.
DB2 host name

DB2 port 50005.
Maximo database name maxdb71.
Maximo database instance ctginsti.
Maximo database user ID maximo.

DB2 installation directory

» Windows: C:\Program Files\IBM\SQLLIB
» Linux: /opt/ibm/db2/V9.1
» AIX: /opt/IBM/db2/V9.1

DB2 instance administrator user ID

» Windows: db2admin
» Linux: ctginsti
» AIX: ciginsti

Windows DB2 service user ID

db2admin.

Oracle installation directory

» Windows: C:\oracle\product\10.2.0\oradata

» Linux:
/opt/app/oracle/product/10.2.0/oradata

» AIX: /opt/app/oracle/product/10.2.0/oradata

Oracle administrator user ID

sys.

Oracle software owner user ID

oracle.

SQL installation directory

<CProgramFiles>\Microsoft SQL Serven\90.

Data table space name

maxdata.

Data table space size

» DB2 :Medium (5000 Mb)

» Oracle: Medium (1000 Mb)

» SQL Server (Initial data file size): Medium
(1000 Mb)

Temporary table space name

maxtemp.

Temporary table space size

1000 Mb.

WebSphere host name
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Settings

Default

WebSphere SOAP port

8879.

WebSphere server home directory

» Windows: C:\Program
Files\IBM\WebSphere\AppServer

» Linux: /opt/IBM/WebSphere/AppServer

» AIX: /usr/IBM/WebSphere/AppServer

WebSphere admin user ID wasadmin.
WebSphere profile name ctgDmgrO1.
Web server port 9081.

Web server name webserveri.
Node name ctgNodeO1.

Cluster name

MAXIMOCLUSTER.

Application server

MXServer. This value cannot be changed.

JMS datasource name

JMS database name maxsibdb.

JMS server name

Database server port 50000.
Database user ID maxadmin.
Directory server host name

Directory server port 3809.

Directory server administrator DN cn=root.

Bind password

Maximo installation folder C:\IBM\maximo

Note: Maximo can only be installed from the
CCMDB administrative system, which must be
deployed on a Windows system.

SMTP server

Workflow Admin E-Mail

Admin E-Mail

Deployment Guide Series: IBM Tivoli CCMDB Overview and Deployment Planning




IBM Tivoli Application Dependency Discovery Manager
configuration

This topic provides information about TADDM and its environment for the settings
for a custom installation, as shown in Table 8-20.

Table 8-20 IBM Tivoli Application Dependency Discovery Manager configuration

Settings Default
Host name

RMI Port 9433
User ID

Web server port 9430

8.2.4 CCMDB topologies

Use this information to determine the best deployment option for your
environment and business needs. There are two primary strategies to deploy
CCMDB within your enterprise:

» Single-server

The single-server topology consists of loading all CCMDB components onto
one machine. This would be done typically for proof-of-concept purposes, as
a demonstration, or as a learning environment. For managing enterprise

assets and processes, you would typically implement a multi-server topology.

» Multi-server

The multi-server topology consists of spliting CCMDB components across

several different machines. This is beneficial because it optimizes resource
use and decreases each system’s workload. This type of deployment would
be typical for production use within an enterprise.

A typical deployment life cycle might begin with a single-server topology that
would move through phases of demonstration, functional proof-of-concept, and
testing integration within the existing environment, and then gradually move
towards a pilot multi-server environment before finally implementing a production
deployment within the enterprise.

Single server deployment

A topology consisting of deploying IBM Tivoli Change and Configuration
Management Database on a single machine is frequently used as a
proof-of-concept, educational, or demonstration configuration.
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While the CCMDB middleware components, configuration item acquisition
components, process managers, administration, and integration software can be
installed on systems running non-Windows operating systems, CCMDB must be
installed by way of the CCMDB administrative system, which must be hosted on
a Windows-based system.

Multiple server deployment

CCMDB should be deployed on multiple machines in order to provide load
balancing, availability, reuse, and redundancy. This is the recommended
deployment topology for a production environment.

When contemplating your deployment strategy, you must determine if it will
include systems already established in your network. Implementing CCMDB by
installing all new components using the CCMDB middleware and CCMDB
installation programs will simplify the deployment. If you plan to reuse or migrate
resources that already exist in your network, make adjustments to your rollout
plan to allow time for such things as bringing the existing resources to version
levels that are compatible with CCMDB.

In our installation, we have choose to use a structure consisting of two servers,
as shown in Figure 8-1.

IBM Austin LAB Environment

fenway itsc_austin.ibm com boston itsc austin ibm com
Microsoft Windows 2003 EE SP2 Microsoft Windows 2003 EE SP2
Intel® Core™ 2 CPU 6600 @ 2.4 GHz Intel® Core™ 2 CPU 6600 @ 2.4 GHz

4 GB RAM 4 GB RAM

\ IBM Tivoli Change and Configuration Management Database
IBM Language for Configuration Management Database (optional)
IBM Tivoli Integration Composer
IBM Tivoli Unified Process Composer

IEM Tivoli Middieware Installer
* IBM Rational Agent Controller Version 7.0.3
- DB2 Enterprise Server Edition Version 9.1.2
- Configuration for DB2 Enterperise Server Edifion
- Configuration for DB2 Enierperise Server Edition for reuse
+ IBM Tivoli Directory Server Version 6.1
+ Configuration for IBM Tivoli Directory Server Version
- Websphere Application Server ND Version 6.1.0.9
- Configuration for WAS ND IBM Tivoli Application
- IBM HTTP Server Version 6.1 Dependency Discovery Manager
« Embedded Security Service Version 6.1

Figure 8-1 Multiple server deployment option
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Summary of our lab Installation

We use the same hardware environment for Microsoft Windows 2003 Server
Enterprise Edition and for Red Hat Enterprise Linux 4 Server.

We start with System Operation Installations and apply the updates packages to
prepare the servers fenway.itsc.austin.ibm.com and boston.itsc.austin.ibm.com
for start the CCMDB installation.

The first CCMDB components to be installed are the middleware components.
We install the middleware on fenway.itsc.austin.ibm.com and we use the defaults
options on this installation. This activity in our environment LAB has taken around
two hours.

After the middleware installation is done, we decide to install the TADDM on a
stand-alone server named boston.itsc.austin.ibm.com in order to get higher
performance in the discovery process. The installation is carried out in
accordance with the Planning and Installing IBM Tivoli Change and Configuration
Management Database V7.1 and we use the defaults options on this installation.
This activity in our lab environment takes around two hours and 30 minutes.

With the prerequisites for installing the CCMDB installed (middleware
components and TADDM), we start the CCMDB installation on
fenway.itsc.austin.ibm.com and we use the defaults options on this installation.
This activity in our environment takes about three hours.

Note: For more details, see Planning and Installing Change and Configuration
Management Database.
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Installation

This chapter describes how IBM Tivoli Change and Configuration Management
Database CCMDB V.7.1 (CCMDB V7.1) is installed and configured on a multiple
server deployment on Windows and Linux.

The first part will give an overview on how the Windows and Linux topology is set
up, followed by an installation flowchart to clarify the installation steps. The most
important steps to take care of during installation is covered in the rest of this
chapter, which will include additional information not described in Planning and
Installing Change and Configuration Management Database.

© Copyright IBM Corp. 2008. All rights reserved. 187



9.1 Topology overview

There are two topologies described in this chapter. One is a pure Windows
multiple server deployment and one is a mixed Linux-Windows multiple server
deployment, because the CCMDB Administration Workstation is only available
on Windows-based systems.

9.1.1 Windows multiple server deployment topology

The setup of a multiple server deployment on Windows machines is shown in
Figure 9-1. Server B hosts the TADDM application, including the CCMDB
database. Server A provides the CCMDB middleware components, such as Tivoli
Directory Server (LDAP), Maximo Database, the J2EE (WebSphere), the
Change and Configuration process applications, and the IBM Tivoli Integration
Composer, which can be used for mapping TADDM data into CCMDB data. This
server also serves as the CCMDB administrative system.

IBM Austin LAB - Multiple Server Deployment on Windows

Windows Server A Windows Server B

Microsoft Windows 2003 EE 5F2 Micro soft Wind ows 2003 EE SP2
Intel® Core™ 2 CPUBEI0 @ 24 GHz Intel® Core™ 2 CPU 6600 @ 2.4 GHz
4GB RAM 4 GBRAM

Prerequisite: I[BM.Java2 JOKY. 15 Prerequisite: 1BM Java2 SDKV. 1.5

\ IBM Tivoli Change and Configuration Management Database (CCMDB)
IBM Language for Configuration Management Database (optional)
IBM Tivoli Integration Composer
IBM Tivoli Unified Process Composer (optional)

IBM Tivoli Middleware Installer
* IBM Rational Agent Controller “ersion 7.0.3
= DE2 Enterprise Server Edition Version 9.1 2
= Configuration for DEZ Enterperise Server Edition l

= Configuration for DBZ Enterperise Server Edition for reuse
= |BM Tivoli Directory Server Version 6.1

= Configuration for IBM Tholi Directory Server Wersion
=Wehsphere Application Server ND Yersion65.1.09

= Configuration for YWAS ND IBM Tivoli Application
= IBMHTTP Server Yersion 6.1 Dependency Discovery Manager
= Embedded Security Service Version B.1 DEZ Enterprise Server Edition Yersion8.1.2

Configuration for DBZ Enterperise Server Edition

Figure 9-1 Our Windows-based lab environment
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9.1.2 Red Hat Linux server multiple server deployment topology

The setup of a multiple server deployment on Red Hat Enterprise Linux (RHEL)
machines is shown in 9.2, “Installation flow” on page 190. Because CCMDB must
be installed using the CCMDB administrative system, which is only hosted on
Windows-based systems, the Linux environment consists of three systems: Linux
server B, which hosts the TADDM application, including the CMDB database,
Linux server A, and the CCMDB middleware components, such as Tivoli
Directory Server (LDAP), Maximo Database, the J2EE (WebSphere), and the
Change and Configuration process applications. The IBM Tivoli Integration
Composer (ITIC), which can be used for the mapping TADDM data into CCMDB
data, also resides on that system. For administrative purposes, there also has to
be a Windows system.

IBM Austin LAB - Multiple Server Deployment on Linux

IBM Tivoli Change and Configuration Management

Datahase Server Vs A IBM Tiveli Application
Al Middleware W:f:“:%in CT;:‘ Dependency Discovery Manager
+MRO Maximo ES EARs +JDBC. JNDI DB2 Enterprize Server Edition Wersion 9.1.2
+CCMDB + PMPs +RYA : Configuration for DE2 Enterperise Server Edition
hlasirmo ES files
+CCMDE files T

Windows Server
Microsoft Windows 2003 EE SF2

Intel® Core™ 2 CPU BE00 @ 2.4 GHz
Linus Server A 4GB RAM Linux Server B

Microsoft Windows 2003 EE SF2 Microsoft Windows 2003 EE SP2

Prerequisite: IBM Java2 JDKMV. 1.5

Intel® Core™ 2 CPUBB00 @ 2.4 GHz Intel® Core™ 2 CPU BEO00 @ 2.4 GHz
4 GBRAM 4 GBRAM

Prerequisites: Prereguisites:

ibm-java2-i386- sdk-5[1]0-5.1.i386.rpm ibr-javaz-i386-sdk-5[1].0-5.1.i386.rpm
Firefox / Mazilla Firefox £ Mozilla

Figure 9-2 Our Linux-based lab environment
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9.2 Installation flow

The CCMDB launchpad enables automatic installation and configuration (refer to
9.4, “The CCMDB launchpad” on page 193 for more information). This option is
available on Windows and Linux for all CCMDB components. On AlX, it is
mandatory to install and configure the middleware components manually. We
highly recommend following the order of the installation steps, as shown in

Figure 9-3.

Installation Flowchart

Caunchpsd™ =
Launchpad
¥ L ]

Middleware Installation TADDM Installation
= Database Server = Databasze Server
= J2EE Server = Tracking and Discovery Server
= LDAP Server (TDS) ¢ !
- *

| 1

CCMDE Installation

= hfaximo Application
= Change and Configuration Process Managers

]

Launchpad

Windowe Administration Server)

Legend )

[ Automatic Post Installation Steps
[ cross reference TBO )

l:' Manual l

] Windows 0S5

Integration Composer -
Installation
= |BM Tivoli Integration Composer -

Note: Based on defined topology, all cormponents can be installed on same or different machines.
** Launchpad not available on AKX

Semi-Automatic

Figure 9-3 Installation flowchart

As you can see in Figure 9-3, most of the installation steps can be done using the
launchpad interface. However, the launchpad interface for the middleware
installation is only available on Windows and Linux. On AlX, you have to do the

installation manually.

For further information, refer to Planning and Installing Change and
Configuration Management Database.

The first step of the process is preparing the topology, which is done
semi-automatically. The deployment engine will create a topology plan that
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depends on the deployment selection you make. An XML file will be created
containing the software installation and configuration information (see 9.5,
“Middleware installation” on page 194 for more information). The next step would
be the installation of all the required middleware components and TADDM. These
two steps are required before installing the CCMDB component. Once all these
components are successfully installed, you must go through the post installation
steps in order to create a base organization structure. Finally, you can install the
ITIC, which will map data from the TADDM database into the CCMDB database.

9.3 What you should do before you begin

This section describes steps that one must take care of before installing the
CCMDB components and also gives an overview of the launchpad interface.

Before you start the installation, we highly recommend that you follow these
steps to ensure a simple and smooth installation of CCMDB V7.1:

» Backup of systems: You should make a backup of your system before doing
the installation of any CCMDB V7.1 component on your system, as there is no
automated uninstall feature supplied with IBM Tivoli CCMDB V7.1. If the
installation fails at any point, you need to restore your system from the backup
or reinstall the respective OS on your machine.

» JDK/JRE: We recommend having IBM Java V5.1 installed on your system.

» Internet Browser: CCMDB V7.1 only supports Firefox and Mozilla internet
browsers on Linux and Internet Explorer® on Windows.

» Delete the TEMP and TMP user environments on the Windows systems. The
existence of TEMP and TMP user variables on Windows machine can cause
errors with the installation of DB2.

» Verify the rpm-build required package on the Linux machine: The rpm-build
package should be installed on the Linux machine before you run the Tivoli
middleware installer.

To verify that the rpm-build package is installed, run the following command:
$ rpm -ga | grep build

If the command returns a value such as rpm-build-4.3.3.-18 nonptl, the
package is installed. If nothing returns, you must install the rpm-build
package, which is located on disk 3 (of 5) of the Red Hat Enterprise Advance
Server Version 4 installation CDs.
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» Setting the ulimit on the Linux machine.

For Linux systems, you must set the ulimit for the system prior to using the
Tivoli middleware installer. From the command line, run the following
command:

$ ulimit -f unlimited
$ ulimit -n 8192

For AIX, refer to the AIX Administrator Guide or Planning and Installing
Change and Configuration Management Database.

» Swap space on the Linux/AIX machine.

CCMDB is a resource-intensive application. We recommend that you tune
your system for maximum performance. The swap size on Linux/AlX systems
should be equivalent to twice the amount of physical RAM in the machine.

» Setting shared memory on the Linux/AIX machine

On Linux systems, the value of minimum shared memory should be
268435456 (256 Mb).

To set the minimum shared memory value, run the following command:
$ sysctl -w kernel.shmmax=268435456
Update the /etc/sysctl.conf by adding the following line:
kernel.shmmax=268435456.
» Set the PATH variable for the JAVA bin directory on the Linux/AIX machine.

On the Linux/AIX machine, you should set the PATH variable for the JAVA bin
directory before doing the installation. For example:

PATH=$PATH:/opt/IBM/java/jre/bin
» Enabling remote configuration.

If you plan to take the advantage of CCMDB installation program (runs from
the Windows administration workstation) feature that automates the
configuration of CCMDB middleware, you must enable a Remote Execution
and Access (RXA) service for each system on which you intend to install
CCMDB middleware. RXA requires that the target system enable at least one
of the protocols supported by RXA, which include rsh, rexec, SSH, and
Windows SMB. Before you start the CCMDB installation program from the
Windows administration workstation, ensure that one of these protocols is
running and will accept remote logins. If the remote machine is Windows,
then you must configure RXA to work over SMB.

» Microsoft Windows 2003 Enterprise Edition x86-32 Service Pack 2 or higher.
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9.4 The CCMDB launchpad

IBM Tivoli CCMDB V7.1 comes with a launchpad application that serves as a
centralized interface for launching a collection of installation programs and
product information. It is quite important to understand what this interface can do
and how to use it during the installation process.

This launchpad application will assist you in choosing the product installation
programs and also indicates the order in which they should be installed.

Use the CCMDB launchpad to:

>

>

>

>

Access the CCMDB product Web site.

Access the information used to plan the CCMDB installation and deployment.
Invoke the middleware installer for the installation of middleware components.
Invoke the IBM Agent Controller installation program.

Invoke the IBM TADDM installation program.

Invoke the CCMDB installation program (to install the Maximo application and
the Change and Configuration Management process managers).

Invoke the Integration Composer installation program.

To start the CCMDB launchpad, complete the following steps:

>

Log on to an account with system administration privileges (or root) on the
computer where CCMDB components will be installed.

To install the CCMDB installation program, you need to have a Windows
Administration Station from where you should launch the launchpad interface
to install the Maximo application and the Change and Configuration
Management process managers on any remote machine.

Start the launchpad from the CCMDB V7.1 DVD. As shown in Figure 9-8 on
page 200, navigate to the root directory of the product disc or the downloaded
installation image, and run the following commands:

— On Windows: Taunchpad.exe
— On UNIX: Taunchpad.sh
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Figure 9-4 shows the launchpad interface that would give you the options to
install the CCMDB components.

& ccmps 7.1 ]

;i

Tivoli. software

Language selection: | English 'I

Welcome
Welcome
Installation Planning
Install Middleware The IBM Tivali Change and Configuration Management Database is an integrated productivity

tool and database that helps you manage, audit, and coordinate change and configuration
management pracesses using user interfaces and workflows that are designed to facilitate
cross-silo cooperation.

Install TADDM
Install CCMDB
B Use the links an the leftto view installation scenarios and initiate installation programs

For mare information, refer to the product Web site

CCMDB product Web site

Figure 9-4 Launchpad Initial window

9.5 Middleware installation

194

Before installing the actual CCMDB, the middleware components should be
installed first, as shown in Figure 9-3 on page 190.

We highly recommend following these steps to ensure a simple and smooth
installation and configuration of CCMDB V7.1. For more information about this
topic, refer to 9.3, “What you should do before you begin” on page 191.

To install the middleware components, you can use the launchpad interface, but
remember that it should be invoked from the same system where you want to
install the middleware components. On the launchpad interface, click

Middleware Installation (Figure 9-4), which will take you to the middleware
installer interface.
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For further installation steps, refer to the Planning and Installing Change and
Configuration Management Database.

Attention: There is no middleware installer available on AlX. The middleware
installation should be done manually.

The middleware installation installs and configures the following components for:

YVVYVYYVYVYVYVYVYYVYY

IBM Rational Agent Controller Version V7.0.3

DB2 Enterprise Server Edition Version V9.1.2
Configuration for DB2 Enterprise Server Edition
Configuration for DB2 Enterprise Server Edition for reuse
IBM Tivoli Directory Server Version 6.1

Configuration for IBM Tivoli Directory Server Version 6.1
WebSphere Application Server ND Version 6.1.0.9
Configuration for WebSphere Application Server ND

IBM HTTP Server Version 6.1

Embedded Security Service Version 6.1

Note: The installation needs to create a workspace folder for deployment. The
process will check automatically the available space on disc.

The workspace contains the following items:

»

Deployment Plan

— The deployment plan is a collection of installation steps, configuration
parameters for those steps, and target machine information. It is
generated through the Tivoli middleware installer and it resides in the
workspace directory.

— When deployment steps are changed, the existing deployment plan is
deleted and replaced with the new deployment plan.

» Topology File

The topology file is a properties file that describes the configuration
parameters of the CCMDB middleware deployment. This file is created and
then updated after every deployment or undeployment. If you have not
defined a workspace that is centrally located and accessible to all the
systems that will be receiving CCMDB middleware, this file will have to be
copied to the workspace of each machine where CCMDB middleware is being
deployed. The contents of this file can be used by the CCMDB installation
program to populate its panels with meaningful default values.
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» Logs

Log files that contain information about the deployment can be found in the
workspace directory. In addition, log files native to the CCMDB middleware
itself are also contained in this directory.

After this step, you can select the features to deploy on the local machine. We
recommend that you analyze your environment before proceeding to choose
which distribution is best suited for its environment.

In Figure 9-5, you can see two different environments in which you can deploy

the middleware installation.

Middleware Components

|

BM Tivoli Middleware Installer
* IBM Rational Agent Controller Version 7.0.3

- DB2 Enterprise Server Edition Version 9.1.2
- Configuration for DB2 Enierperise Server Edition

+ IBM Tivoli Directory Server Version 6.1

- Configuration for IBM Tivoli Directory Server Version
- Websphere Application Server ND Version 6.10.9

- Configuration for WAS ND

- IBM HTTP Server Version 6.1

+ Embedded Security Service Version 6.1

- Configuration for DB2 Enterperise Server Edition for reuse

Directory Server

- IBM Rational Agent Controller Version 7.0.3

- IBM Tivoli Directory Server Version 6.1

. ConﬂgumllTn for IBM Tivoli Directory Server Version

Database Server
- IBM Rational Agent Controller Version7.0.3
- DB2 Enterprise Server Edition Version 9.1.2
- Configuration for DB2 Enterperise Server Edition
+ Configuration for DB2 Enterperise Server Edition for reuse

Websphere Server
- IBM Rational Agent Controller Version 7.0.3
Websphere Application Server ND Version 6.1.0.9
Configuration for WAS ND

IBM HTTP Server Version 6.1

Embedded Security Service Version 6.1

Figure 9-5 Middleware components

We also recommend following the installation process using the default system
users and default applications ports for CCMDB V7.1 in order to avoid future

problems with the internal structure.

There are two ways to start the installation:

» Copy the middleware install images from the source media to a specified

directory.

Select this option to copy the CCMDB middleware images from the product
media to a directory that you will specify.
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» Specify a directory containing all the required middleware install images.

Select this option if you intend to specify a file system directory that already
contains all of the CCMDB middleware installation images.

Note: The middleware installation on the same server takes about two hours

when Specify a directory... is chosen.

For Windows: After the middleware installation is finished, you must change the
startup option of these services, as shown in Figure 9-6:

» DB2-DB2COPY1 - CTGINST1-0

» IBM Tivoli Directory Admin Daemon V6.1

» IBM Tivoli Directory Server Instance V6.1

Then reboot the system.

%DBZ - DB2COPY] - CTGINSTL-O0

%DBZ - DB2COPYL - DE2-0

%DBZ - DBE2COPYL - IDSCCMDE

884DE2 Governar (DEZCOPY)

%DBZ License Server (DE2COPYL)

%DBZ Managerment Service (DE2COPY1)

%DBZ Remoke Command Server (DB2C0OPY 1)
%DBZ Security Server (DEZCOPY 1)

%DBZDAS - DEZDAS00

%DCOM Server Process Launcher

884DHCP Cliert

%Distributed File: System

%Distributed Link. Tracking Client

%Distributed Link Tracking Server

g%Distrihuted Transackion Coordinator

S DN Client

%Error Reporting Service

%Event Liog

%File Replication

%Help and Suppork

BB HTTR 551

G%{}Human Interface Device Access

8 TBM ADE Service

%IBM HTTP aAdminiskration 6,1

84 TBM HTTP Server 6.1

%IBM Rational Agent Cortroller

2%IBI\’I Tirvoli Directory Admin Dasmon Y61 - idsccmdb
%IBM Tirvoli Directory Server Instance W&.1 - idscomdb
%IBM websSphere Application Server 6.1 - ctgCellManagerol

Allaws appl. ..
Allows appl...
Allows appl,..
Collects k..,
Monitors O,
Manages D...
Supports ...
Authertica. .,
Supports lo..,
Provides la..,
Reqgiskers a...
Integrates ...
Enables ...
Enables th...
Coordinate..,
Resolves a...
Collects, st...
Enables ev...
Allows files.
Enables He...
This servic. ..
Enables ge...
Provides a...
IBM_HTTP...
IBM_HTTP...

Controls th..,

Started
Started
Started

Started
Started
Started
Started
Started
Started

Started

Started
Started
Started
Started

Started

Started
Started
Started
Started
Started
Started
Started

IManual
Aukomatic
IMarmal
IMarmal
Marwal
Aukomatic
Autormatic
Automatic
Aukomatic
Aukomatic
Aukomatic
Manual
Automatic
Disabled
Aukomatic
Aukomatic
Automatic
Automatic
Marwal
Aukomatic
Manual
Disabled
Automatic
Aukomatic
Aukomatic
Autormatic
Marwal
Marwal
Aukomatic

Adbz2adriin

AdbZadmin

Local Systen
SAdbZadmin

Local Systen
Local Syster
AdbZadmin

Local Systen
SAdbZadmin

Local Syster
Metwark 5.
Local Systen
Local Systen
Local Systen
Metwark 5.,
Metwaork 5,
Local Systen
Local Systen
Local Systen
Local Syster
Local Systen
Local Systen
Local Systen
Local Systen
Local Syster
Local Systen
Local Systen
Local Systen
Local Systen

Figure 9-6 Windows services startup options
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After the reboot, the same services have to be started step by step manually.
Once all services are started, start the following WebSphere components:

» Start Node
<WAS_HOME>\profiles\ctgAppSvrO1\bin\startNode.bat

» Start MXServer
<WAS_HOME>/profiles/ctgAppSrv01/bin/startServer.bat MXServer
-username <username> -password <password>

For Linux only:

After the installation, you would find that all the WebSphere components and
databases are running.

Note: When you reboot the Linux machine, the LDAP (TDS) server process
and databases may not start automatically.

After the reboot of the Linux machine, follow these steps:
1. Start the databases with the following commands:

su - idsccmdb -c db2start
su - ctginstl -c db2start

2. Start the LDAP server process with the following command:
<LDAP directory>/1dap/V6.1/sbhin/ibmsTapd
3. Start the WebSphere processes with the following commands:
— Start Manager
<WAS_HOME>/profiles/ctgDmg0l/bin/startManager.sh
— Start Node
<WAS_HOME>/profiles/ctgAppSrv0l/bin/startNode.sh
— Start webserver1
<WAS_HOME>/profiles/ctgAppSrv0l/startServer.sh webserverl
— Star MXServer
<WAS_HOME>/profiles/ctgAppSrv0l/startServer.sh MXServer

To verify that all Middleware components are running, log in to the WebSphere
Application Server Administrative Console, as shown in Figure 9-7 on page 199.
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To start the administrative console, open a browser window and enter the
following URL:

http://<machine name>:9060/ibm/console

Enter wasadmin as the administrative user ID and the password to log in, if one is
required.

; Integrated Solutions Console - Microsoft Internet Explorer

File Edit Miew Fawvorites Tools  Help
OBack =5 - Iﬂ &LI . | o~ Search  ©7 Favorites 41 | o T

Address @ https:flocalhost: 204 3/ b console/logon, jsp

Integrated Solutions Console

Welcome, enter your information.
Uszser ID:

Paszword:

|

Figure 9-7 Administrative Console login

9.6 Tivoli Application Discovery and Dependency
Manager Installation

If you plan for your CCMDB deployment to include IBM Tivoli Application
Dependency Discovery Manager, it should be installed prior to running the
CCMDB installation program (see Figure 9-3 on page 190).

The TADDM installation program must be launched directly from the system on
which it will be installed. Remote installation is not supported.

We recommend installing the database software and instance before installing
the TADDM application.

To launch the TADDM installation program from the CCMDB launchpad, log in as
Administrator on Windows or root on UNIX systems.
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To start the launchpad (Figure 9-8) from the DVD titled CCMDB V7.1, navigate to
the root directory of the product disc or the downloaded installation image, and
run the following commands:

» On Windows: Taunchpad.exe
» On UNIX: Taunchpad.sh

For further installation steps, refer to the Planning and Installing Change and
Configuration Management Database.

¥, file:/f - CCMDB 7.1 - Mozilla Firefox

S AN

Language selection: | English

Welcome

Install

Installation Planning

Tivoli Application Dependency Discovery Manager
Install Middleware

The following installers are supported on Windows, Linux, AlX and Solaris
Install TADDM

"2/ Install Tivoli Application Dependency Discovery Manager.

Install CCMDE

Exit

[+ [*]

Figure 9-8 TADDM installation initial window

9.7 Change and Configuration Management Database
installation

Before installing the CCMDB components, ensure that the middleware and
TADDM are successfully installed and running as shown in Figure 9-3 on

page 190. We advise having worksheets describing the TADDM and middleware
components that were installed. Start the installation by using the launchpad
Interface, as shown in Figure 9-9 on page 201.

200 Deployment Guide Series: IBM Tivoli CCMDB Overview and Deployment Planning




Tivoli. software

Language selection: | English -

Welcome
Install

Installation Planning

Install Middleware Configuration and Change Management Database
Install TADDM

The following installers are only supported on Windows

Install CCMDB (ﬁ) Install Change and Confiouration Management Database.

Exit
@ Install Languages for Configuration and Chance Management Database

The following installers are supported on Windows, Linux, and AlX

@ Install I8 Tivoli Integration Composer

The following installers are only supported on Windows.

@ Install [BM Tivali Unified Process Compogser.

Figure 9-9 CCMDB installation

This interface provides you with the options to install CCMDB (Maximo Database
and Change an Configuration Management process), Language Pack,
Integration composer, and ITUP Composer.

Note: Installation of CCMDB, Language Pack, and ITUP can be installed

through a Windows administration workstation only. The installation of the
Language Pack and ITUP is intuitive and simple, so this section does not
contain these installation instructions. You may refer to the Planning and

Installing Change and Configuration Management Database.

Note: To install the CMDB components, follow the installer instructions. The
following section describes only the important steps that you would be doing
while installing the CMMDB components.
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The CCMDB installation program provides an interface for installing and
deploying CCMDB, which includes the Maximo application and the Change and
Configuration Management process managers. Follow these steps to do the
installation:

1. The Import Middleware Configuration Information window gives you the
option to import the middleware configuration information automatically. In
order to do so, you need to provide information about the host name where
the middleware installation workspace is located, as shown in Figure 9-10.

2l IBM Tivoli base services =] B3

Import Middleware Configuration Information

Check this box to impart the configuration information recorded by the Tivali middleware
installation program. Provide the infarmation for the machine where the Tivoli middleware
installation workspace is located. The user ID must have remote access privileges io the
machine.

¥ Import middleware configuration information

Host name I kenmare. itsc. austin.ibr.com

User ID I Administrator

Fassward | FEREEEEDL

Confirm password 1 i

Workspace lacation ] C:hibrstivolismwivwork space

InstallAnywhere by Macrovision

Cancel Previous Mext

Figure 9-10 Import middleware configuration

2. The Choose Deployment window gives you the option to decide whether the
installation is to be done on a single or on a multiple server deployment
scenario, as show in Figure 9-11 on page 203.

— Simple

Select Simple if you want to deploy all CCMDB components on a single
system. This deployment option is typically only used for demonstration,
proof-of-concept, or training purposes.

— Custom

Select Custom if you want to deploy CCMDB components across several
systems. This deployment option is typically used in a production
environment.
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E IBM Tivoli base services [_[ol=]

Choose Deployment

Selecting simple deployment means the most commaon application features will be installed
and configured with default values.

This option is recommended only for users who want to use defaults for all components,
generally for a demaonstration system

 Simple
& Custom

Selecting custom deployment means the most common application features will be installed
and configurable.

This option is recommended for most users.

InstallAmywhere by Macrovision
Cancel | Pravioug i et

Figure 9-11 Choose deployment option

3. In the Choose Install Folder window, you need to specify the path of the local
Windows administration workstation where the CCMDB client will be installed,
as shown in Figure 9-12.

2 IBM Tivoli base services M= B

Choose Install Folder

Where Would You Like to Install?
| cuBmivComDB

Restare Default Folder Choose...

Installanywhere by Macrovision

cancel | Previous i et

Figure 9-12 Choose installation folder
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In the Tivoli Application Dependency and Discovery Manager window, specify
the information regarding the TADDM server, as shown in Figure 9-13.

Tip: The default password of the user administrator on TADDM is collation.

“E IBM Tivoli base services

InstallAmywhere by Macrovision

Cancel |

T[] S
Tivoli Application Dependency Discovery Manager

Enter the information for the Tivoli Application Dependency Discovery Manager (TADDM) server.

Host name I bostan.itsc. austinibrm. com

RMl port | 9433

User ID I adrinistrator

TEEEEEELS

Password

Canfirm password | Frsssaras

Wieh server port |943D

Previous Mext

Figure 9-13 Setting the TADDM password

This section does not show all the windows that you would see during the
CCMDB installation. For the windows not shown here, you can specify the
default values or values used during the middleware and TADDM installation.
For further information, refer to Planning and Installing Change and
Configuration Management Database.
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4. In the Maximo window, you need to specify the path of the local Windows
administration workstation where the Maximo client component would be

installed (Figure 9-14).

Tivoli softhlra

InstallAmpwhere by Macrovision

Cancel |

%21 IBM Tivoli base services 1 =]
Maximo
Enter the infarmation for Maxima.
| & Installation directory | C:ABMAvmaximo
Restare Default Choose...

The following information is needed far e-mail

This is needed for the facilities that make use of e-mail such as Workflow notifications.

SMTP server I

Workflow administrator e-mail I

Administrator e-mail I

Previous Next

Figure 9-14 Maximo installation directory
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5. After completing all the installation steps, you will see the Installing IBM Tivoli
Base Services window (Figure 9-15).

Attention: It may take more than an hour to complete the whole installation.

%21 IBM Tivoli base services [_ O]

Installing IBM Tivoli base services

Ll
J
Installing... Task 8 of 12: Configuring WehSphere Application Server.
InstallAnywhere by Macrovision
Cancel | NEARERRNEREEENNEENERENENENENNNNRNRRNNENENNNNNNRRNRANNRNENNN]

Figure 9-15 Installation status

9.8 CCMDB post installation steps

Once you have successfully installed and configured the CCMDB components,
there are several data configuration tasks you must complete prior to using
CCMDB.

The following post installation steps have to be completed to set up an initial
organization structure:

» Initial data configuration

» Data collecting and importing

» Synchronization data

» CCMDB language pack installation program overview
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9.8.1 Sign in with the default user ID

User management is managed through the directory server that is configured to
use CCMDB. When first installed, CCMDB contains the default user IDs shown in
Table 9-1, which are members of the specified security group.

Important: Before you begin this procedure, ensure that you have the users
and groups shown in Table 9-1 created in the LDAP repository.

Table 9-1 CCMDB users and groups

User Groups
wasadmin maxadmin
maxadmin (maxadminuser for MS Active maxadmin
Directory

mxintadmn maxadmin
maxreg maxadmin

The default password for each user ID is the same as the user name (for
example, maxadmin is both the user name and default password).

Note: User names and passwords are case sensitive. The default user names

and passwords are lowercase

Signing in using a default user ID

To sign in into Maximo, complete the following steps:

1. Open a browser window.

2. Enter the URL http://<host name>/maximo.
3. Enter the user name maxadmin (lower case).
4

. Enter the password maxadmin (lower case) and press Enter.
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The application displays an empty start center, as shown in Figure 9-16.

Zj Start Center - Microsoft Internet Explorer

File Edic Ve Tools  Help

Qo= - L) - |ﬂ @ rh‘/:)Seer:h *Favw\tes @| 2 :‘7 LK
Address [{€] hittps kenmorejmaximoijlogin |
P80 To lReporis B StartCerter & Profie

a Start Center

99 You currently do not have any portlsts set to be displayed on this Start Center Template. To st up this template, select the Changs ContentiLayout fink in the navigation bar. There you can personalize both the layaut arf
available portists

O Change ContentLayout i3 Save Template X8 Delete Tem)

Figure 9-16 Initial start center

Important: Always use the Maximo icons to log out. Do not use the original
browser icons.

9.8.2 Granting universal access to the MAXADMIN group

208

The MAXADMIN user ID belongs to the MAXADMIN security group. By default,
this group has very limited security access. You must grant the MAXADMIN
group universal security access to all applications and options in order to
configure the software.

To grant universal access, complete the following steps:

1. Open the Security Groups application by selecting Go To — Security —
Security Groups, as shown in Figure 9-17.

Zj Start Center ft Internet Explorer

Fle Edt View Favortes Toos Hep
2NN T e —

@Back - €) - \ﬂ @ ‘J‘|/ Jsearch <, Favortes {7 ‘ - = _J ﬁ

Addvess [{€] httoskenmoreimaximofuiogin 3

A GoTo Uifeporis # StartCerter  AProfis > 5

& Administration

ﬂ Start Center

»

a8 pssets 3

2 *ou do not have any Starl Centers configured. Please conlact your system administrator. ) change '

k= Financial »

© integration 3

B 9 restcre s Moy Bristing Templat
B Plarring »
o Release »

“ Securty { Security Groups

& Service Desk 1 Users

& gervice Level 3

% System Configurstion *

G TaskManagement  *

G work Orders 3

Figure 9-17 Opening Security groups application

2. On the List tab, in the Group Filter field (default cursor position), press Enter
to display the default security groups, as shown in Figure 9-18 on page 209.
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soft Internet Explorer

I
Fle Edt Vew Favortes Took Help | &
Qe - @ - ¥ &) ] Pz Jormnes @] -0 @ - JH
address [&] B e [k | -

Security Groups w7

[ [ Finct | | d [3etect Action el {3 e I [0S
[ | Gon  Stes  Applcaions  Sirsooms  Lsbor  GLComponerts  Lifsand Toersnces  DaiaRestrictons ___Users

# Advanced Search el Save Query & Bookmarks

DEFLIREG Mew User o o [=] o &
EVERYONE Al Maxima Users [5] [5] [=] [5] &
MAXADMIN = = [ca) ] K
MAXMOUSER [m] [5] [5] o K
MAXREG Self Registration Process Access [ [m] [=] o &
BMCFGADM = = o a &
BMCFGAUD = [ca) o [5] K
BMCFGLIB [ = o a &
PMCFOMGR = = o a &
PMCHANGEAD [=] 5] (] o EN
PMCHANGEAN [=] [} (] o &
PMCHANGEAP [=] ] (] o EN
PMCHANGEIM =] = o a &
PMCHANGEMG =] = o a &
PMCHANGEQW =] = o a &
PMREQUESTE =] = o a &
[ Select Records

Figure 9-18 Listing default security groups

3. Click the MAXADMIN group (Figure 9-19).

A HETR
File Edt View Favortes Teok: Help | &

eﬁack -0 - B @ }J‘/QSeamh *Favmites @‘ 53 D‘ -l
Address [ ]

Security Groups

~|Fingt #h [Select Action YD b2 @ @)

s | Gov |_Stes | Applosions | Swoewoms | Lebr Gl Componerts | LimksendToerances | Delamestictons | Users

Groun MAREDMN | | e

St Contr Tenpinte |15

Independent of Cther Groups?

Figure 9-19 Selecting MAXADMIN group
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4. Click the Applications tab (Figure 9-20).

7 Security Groups - Microsoft Internet Explorer =18 x|

Fle Edt Vew Favortes Took Help | A
Qe - © - =) [2) Lh‘f)seavch ¢ Favortes @‘ R b -
address [E] B |k »|@ -
[ [sv]Fine | Select action MO@ea @9
Ust | orowp | Sfes | ippicin: |__Soreroms | lebor |Gl Cowporents | Lisena Toerrces | DetaRestictons __ Users
o T | E]
DI el S G S ) bownload | 1
Grant Listed Applications  © | Revoke Listed Appications  + |
Deserigtion * Viin Object/Tatle Criginal Applicaion (i copiec)
Activiles and Tasks The WOACTIVITY view
Actual Gonfiguration tems Actual G Table
Appication Designer The MAKAPPS Table
Buletin Boerd Table to store and meintain bullelin messages
ClLifecycles ClLitecycle Table
CILink Resuts Connects Autorized Asset o a Deploye Asst
I Reconcilsion Resuts I Result of Link andior Comparisan
CiTypes Tl for viewing and managemer of Cliype ¢
Golendars The CALENDAR Takle
ioriner s ik Jiei-ama e Downiosd |12
(Grant Listed Options for This &pplcstion
Deserigtion * Grant Access? endiion
» & ’
> MNewédion o s
»  Read Acosssto Actions )
»  Save action 2
PoFier s inie sle1-8e18 9 . Downlosd |
Deserigtion * Grant access? Condiion
; B ;
> CreaiehRl i 2
> Duploste Action & -
> More Ssarch Fiekis [l ’
»  Save Current Query v 2
» ViewSearch Tis = 2
»  Viewnanage Queries i 2
) WhereCluse & -

Figure 9-20 Applications tab

5. Click Grant Listed Applications.
6. Click All Above.

7. Click OK and Accept Grant all access for listed applications...
(Figure 9-21).

Grant all access for listed applications for this security group?

Cancel |

Figure 9-21 Granting access

8. Under the Options of the Chart of Accounts section, click Grant List Options
for This Application.
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9. Click OK and Accept Grant listed options for Actions... (Figure 9-22).

8 sSystem e

Grant listed options for Actions for this security group ?

Cancel |

Figure 9-22 Accepting the grant

10.Save the group (Figure 9-23).

Fin | ffhy Select Action vl d 2 ¢ @
Find ey Séwe Dlelete

Figure 9-23 Save the group

11.Sign out (Figure 9-24).

P GoTo wReports # Start Center A Profile ™ Sign Ot 7 Help

Figure 9-24 i ign out

12.Restart MXServer using a command-line interface or WebSphere Ul:
— Command-line interface:

Cd <WebSphere-Path>\AppServer\profiles\ctgAppSrv01\bin\
stopserver.bat MXServer -username <WebSphere-admin> -password
<password>

startserver.bat MXServer -username <WebSphere-admin> -password
<password>
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— WebSphere Ul:

Stop and start the MXServer using the WebSphere Admin Console, as
shown in Figure 9-25.

Application servers VE

Application servers

Use this page to view a list of the application servers in your environment and the status of each of these servers, You can
also use this page to change the status of a specific application server,

Preferences

Mew Delete| Templates... | Start| Stop ImrediateStop Terrinate

Select| Mame 2 Mode I3 Wersion 3 Cluster Marme Status (9
I— MHServer ctgModeOl MO 6.1.0,9 =3
Total 1

Figure 9-25 WebSphere Admin Console used to stop and start MXServer

9.8.3 Update User Security to view inactive organizations and sites

You must ensure that the maxadmin user has permission to view inactive
organization and sites.

To grant maxadmin permission to view inactive organization and sites, complete
the following steps:

1. Open the Security application for Users by selecting Go To — Security —
Users. The window shown in Figure 9-26 will display.

7} Users - Microsoft Internet Explorer =18 x|
Fle Edr Vew Favortes Took Help | A
Qo - - ¥ &) | Pz Sorwns @] - B - JE

Address |

[ kb fekctacom ¥ O |Gt

ot User Groups Secuity Profie

) pcivanced Search + d SaveQuery -+ Bookmarks

Dol cFiter g IR @i ol 2
User person First kiame LastName Dispiay Name Satus Twpe

To find recards, se the fiter fields skiove ancithen press Erter
For mer h buttan ahove.
the tackar

Select Records

Figure 9-26 User security application

2. Search for the maxadmin user. Press Enter in the User field to get the User
list (Figure 9-27 on page 213).
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Figure 9-27 User list

3. Click the user name maxadmin to view detailed information (Figure 9-28).
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Figure 9-28 Viewing user detail

4. Select the Can Access Inactive Sites? check box.
5. Click Save.
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9.8.4 Create currency codes

You must define a currency code for an organization.

To define a currency code for an organization, complete the following steps:

1. Open the Currency Code application for Users by selecting Go To —
Financial — Currency Code. The window shown in Figure 9-29 will display.

A Currency Cades - Microsoft Internet Explorer
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{eFiter ;@R ITI® siet1-30f3 % Download |
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, — o

5 REAL [] ]

» ELRO [0
o

Figure 9-29 Accessing Currency Code application

2. Click New Row and enter a currency name, for example, USD or EUR, as
shown in Figure 9-30.
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Figure 9-30 Selecting currency

3. Click Save.

9.8.5 Create item and company sets

You must define item and company sets for an organization. To define a currency
code for an organization, complete the following steps:

1. Open the Sets application for Users by selecting Go To —» Administration —
Sets.

2. Click New Row.
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3. Enter the company set name, for example, IT ltems, and enter ITEM in the
Type field, as shown in Figure 9-31.

7 Sets - Microsoft Internet Explorer =18 x|
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Figure 9-31 Entering IT items

Click New Row again.

. Enter company set name, for example, IT Comps, and enter COMPANY in the
Type field, as shown in Figure 9-31.

6. Click Save.

9.8.6 Create an organization

You must define at least one organization for CCMDB.

To define an organization, complete the following steps:

1. Open the Organization application by selecting Go To — Administration - —
Organizations.

2. Click the New Organizations icon in the toolbar.
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3. Configure the following parameters, as shown in Figure 9-32:
a. Organization Field - ENGLINA.
Base Currency 1 and 2 as you defined.
Item set as you defined.
Company set as you defined.
Enter the default item status of PENDING in the Default ltem Status field.

e o o T
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Clearing Account
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T NN

Figure 9-32 Creating an organization

4. Click the Site tab and finish the following steps:
a. Click New Row.

b. Enter a site name in the Site field, for example, B901, as shown in
Figure 9-33.

c. Click Save.

eI

Flo Ed View Fevortes Tods Hep
Q-0 -3 :M/ Jsearch </ Faverkes @l o = LK

Address [&] | B |unks >| & -
» GoTa [t Eeporis b Start Center 2 Brofie ? B

& Organizations
]

[ Finet | | d#h [Seiect Action M a@ @ |
List Organization Addresses ER

e poia ] [ I

CFiter . TE R R w1+ o bownload |

o — | — » o a

ew Row

Figure 9-33 Entering a Site name

Deployment Guide Series: IBM Tivoli CCMDB Overview and Deployment Planning




9.8.7 Create a general ledger account component

You must create a general ledger account component for CCMDB.

To create a general ledger account component, complete the following steps:

1. Open the Database Configuration application by selecting Go To — System
Configuration — Platform Configuration —» Database Configuration.

2. Select GL Account Configuration from the Select Action drop-down menu,
as shown in Figure 9-34.
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Figure 9-34 General Ledger application
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3. Enter the following parameters, as shown in Figure 9-35:
a. Click New Row.
Enter the component Name MYCOMPONENT in the Component field.
Numerical length for the component: 5.

b
c
d. Type of component: ALN.
e. Click OK.

i aFiltar 5 LT S of TN Download =~
Cormponent Lencth  Type Required?  Screen Delimiter

b [mycomponen [ 5| lalw le O 1|
Hew Row |

OK I Cancel I

Figure 9-35 Account configuration

9.8.8 Create a general ledger account

You must create a general ledger account for CCMDB.

To create a general ledger account, complete the following steps:

1. Open the Chart of Accounts application by selecting Go To — Financials —
Chart of Accounts, as shown in Figure 9-36.
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Figure 9-36 Chart of Accounts application
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2. Click the name of your defined Organization to select it, for example,
ENGLENA.

3. Select GL Component Maintenance from the Select Action drop-down
menu.

4. Add a GL Component value and then click OK, for example, MYGLC, as
shown in Figure 9-37.

Click New Row.
Select your general ledger account.
7. Click Save.

uonent Maintenance

Organization [EMGLEMA | | 5]
Components  * il = el - N ¥ il P
Componernt
B COMPOREN

Whiee:  SHhe Ve o00e  banadll

GL Component *'alue Description Active?
b [MvoLe ' MY GLC | i

OK | Cancel |

Figure 9-37 General ledger component

8. Open the Organization Application by selecting Go To —» Administration —
Organizations, as shown in Figure 9-38.
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Figure 9-38 Organization application
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9. Click the organization name you created, for example, ENGLENA.

10.From the Clearing Account Field, select the General Ledger Account you just
created, that is, MYGLC.

11.Select Active.
12.Click Save.

9.8.9 Create default insert site

You must create a default insert site for CCMDB.

To create a default insert site, complete the following steps:
1. Open the Users application by selecting Go To — Security — Users.
2. Search for MAXADMIN and then select it to open the record for MAXADMIN.

3. Enter a site you created earlier in the Default Insert Site field, for example,
B901, as shown in Figure 9-33 on page 216.

4. Enter a site you created earlier in the Storeroom Site for self-Service
Requisitions field, for example, B901, as shown in Figure 9-33 on page 216.

5. Click Save.
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Figure 9-39 Create default site

6. Restart the MXServer.
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9.8.10 Create a Work Type

You must create a Work Type for CCMDB.

To create a Work Type, complete the following steps:

1. Open the Organization application by selecting Go To — Administration —
Organizations, as shown in Figure 9-40.
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Figure 9-40 Starting the organization application

Search for the organization you created, for example, ENGLENA.
Click the name of the organization to pen the record for that organization.

4. Select Work Order Options — Work Type from the Select Action drop-down
menu, as shown in Figure 9-41.
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Figure 9-41 Accessing Work Type definition
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Click New Row. The window shown in Figure 9-42 should appear.
Select PMCFGWO as the Work Order class.

Set the Work Type as AR.

Set Start Status as INPRG.

Set Complete Status as COMP.

© ® N oo

I oFilter s Il 4 $ietl-1of1s Download |
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Complete Status * [comp |4
Hew Row |
0K | Cancell
Figure 9-42 Setting Work Type information
10.Click OK.
11.Click Save.

12.Sign out as MAXADMIN and sign in as MAXADMIN.

The post installation steps are finished.

9.8.11 CCMDB post installation steps: Solution Installer
Command-Line Interface

The Process Solution Command-Line Interface enables you to query, install,
upgrade, and uninstall process solution packages, which can consist of process
modules and integration modules.

You find a detailed description in Chapter 110of the Planning and Installing
Change and Configuration Management Database.
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In this case, we want to check if all the installation packages are available for
CCMDB. Our focus is limited to the command-line interface.

The collection of supported parameters for the Process Solution Command-Line

Interface are described in Table 9-2.

Table 9-2 Process Solution Command-Line Interface parameters

Parameter name

Description

-action

Specifies the function or software life cycle
operation to perform.

-dbpwd

Specifies the password of the database
user ID that is used to access the Maximo
database.

-dbuser

Specifies the database user ID that is
used to access the Maximo database.

-fixid

Specifies the unique identifier of an interim
fix or patch that you want processed.

-force

Specifies whether to continue on with a
deployment operation even if there are
one or more unsatisfied requirements
associated with the package being
processed.

-license

Specifies if you want to automatically
accept the license agreement or be
prompted for the acceptance or rejection
of the license agreement by using one of
the following values: accept or prompt.

-loadlanguages

Specifies whether optional Language
Support files for the package should be
loaded into the Maximo database.

-loadsampdata

Specifies whether to load sample or
demonstration data associated with the
package being processed.
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9.9 IBM Tivoli Integration Composer installation

224

The IBM Tivoli Integration Composer connects asset inventory and system
management tools to the asset repository, allowing organizations to benefit from
existing inventory data collection tools.

This solution aggregates, integrates, and normalizes all data into one central
repository, streamlining enterprise IT management reporting and decision
support functions.

Data from different systems, management tools, business units, or distributed
locations can be easily consolidated and updated, ensuring that the most current
hardware and software resource information is available to asset managers and
service desk operations.

Tivoli Integration Composer combines intuitive application administration tools
with powerful out-of-the-box adapters.
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To install the ITIC component, follow these instructions. The following section of
this chapter describes only the important steps that you would be doing while
installing ITIC component:

1. In the Choose Install Folder window, you need to specify the path on the
remote server where the ITIC component will be installed. See Figure 9-43.
For example, on Linux, this value might be /root/Integration_Composer.

2 IBM Tiwoli Integration Composer =] S

Choose Install Folder

Where would you like to install IBM Tivoli Integration Composer?

C:Mntegration Compoger

Restare Default Folder J Choose..

InstallAmywhere by Macrovision

Cancel Previous

Figure 9-43 ITIC installation

» In the Choose Install Folder window, you need to specify the path on the
remote server where the ITIC component will be installed. See Figure 9-44 on
page 226.
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Database Login Information

The following information is needed to connectto the database. Please
enter all ofthe database information requested helow.

Atthis time, you may choose ta skip this step and enter the Database
infarmation manually by editing the fusion.propedies file.

= ¥ - - Database Server HName: gamma.itsc.austin.ibm.com
= Port Humber: 50005
Database Name: maxdb71
Database Username: maximo

Database/Schema Owner:  maxima

InstallAmpwhere by Macrovision

Cancel Freviaus ] ’ M ext

Figure 9-44 ITIC database information

This section does not show all the window that you would see during the ITIC
installation. For the windows not mentioned here, you can specify the default
values. For further information, refer to the Planning and Installing Change and
Configuration Management Database.
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After completing all the installation steps, you see the Installing IBM Tivoli Base
Services window, as shown in Figure 9-45.

4 18M Tivoli Integration Composer

Tivoli.

Welcome, plea:

User ID maximo
Fassword: fresmsess ]

Figure 9-45 ITIC login window

To set up the ITIC adapter, refer to Chapter 10, “TADDM and Process Layer
integration” on page 231.
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Part 4

Getting started
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10

TADDM and Process Layer
integration

This chapter outlines the steps involved in migrating Configuration ltems from a
Discovery Engine like TADDM to the CCDBVM Process Layer. We introduce the
main concepts of Integration Composer and Adapter and explain the usage and
difference between the two. In addition, the chapter will walk you through the
end-to-end integration scenario from configuration item (CI) data imported
through Discovery Library Adapter (DLA) in the Tivoli Application Dependency
Discovery Manager (TADDM) database and later migrated to the process layer
database through Integration Composer and Adapter.

The migration process is achieved through Integration Composer and Adapter.
Integration Composer is able to migrate configuration items from several
Operational Management Products (OMPs).

These are the main topics covered in this chapter:

Integration Composer overview

IBM Tivoli Integration Adapters

Configuring the Integration Composer
Configuring the TADDM Adapter

Importing OMP data through DLA into TADDM
Mapping data sources

Validating migrated data in CCMDB

YyVVyVYVYVYVYY
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Note: For details on how to navigate and work with Integration Composer,
refer to the IBM Tivoli Integration Composer System Administrator's Guide.

10.1 End-to-end data discovery and migration

232

Figure 10-1 shows the end-to-end data migration plan.

u

Y

3

Using adiscovery tool like TADDM to
collect data sbout your IT infrastructure.

Inthe Classifications application under
Maximo, check to see if a top-level
P classification has been created for

configuration items; ifnot, create one.

Find the value of the class structure
identifier, CLASSSTRUCTUREID, for the
top-level CT classification, and set the
CICLASS parameter to that same valuein
the MAXVARS (Maximo variables) table.

Y

Import the actual CIData

\g— nthe CITypes application, make active
the CT types that you want to migrate.

it

Import the CI Type Data

0

3

0

Figure 10-1 End-to-end data migration plan

Performing the complete end-to-end collection and importing of configuration
item data involves the use of multiple software tools. In addition to Integration
Composer and the integration adapter for TADDM, these software tools include
TADDM itself (for discovery), as well as the Process Layer components of
CCMDB. Although all the basic steps for collecting and importing data are listed
here, only the steps involving the importing of data by Integration Composer are
described in detail in this chapter.

For more information about the other steps, refer to the documentation or help
provided with TADDM, CCMDB, and the applicable CCMDB applications.
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10.2 Integration Composer overview

Integration Composer is a stand-alone integration application that migrates data
from source to target. With Integration Composer, an enterprise can aggregate

data collected by discovery tools and integrate it into a target database, creating
a central repository for enterprise IT asset management, reporting, and decision

support.
#} 1BM Tivoli Integration Composer . (0] %]
1 Integration Composer w1’ i e i #.5ion Qut 2 Help
Data Source Mapping Data Schema
Lj Define New Data Source )1 Create News Mapping u‘g Defing Mew Data Schems
r\F g Browse Data Source by Stnictue "}‘ Open Existing Wagping Ug (pen Existing Data Schema
-".91-:1 Browse Data Source by D&t ) Delet LHS
. i Deta ,Jx elete Mapping 2 Delete Data Schema
@( Delete Data Source 5'?( Delete Mapring Last Scan Histary
[«‘L, Cloge Data Source Connection ﬁ_} Execute Mapping

ﬁelcume to IBM Tivoli Integration Composer

Figure 10-2 Integration Composer application
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To gather data, a discovery tool, such as IBM Tivoli Configuration Manager or
Microsoft SMS, scans computers, network devices, and network printers
deployed in an enterprise and records information about the hardware and
software installed on those assets (see Figure 10-3 for more details).

IBM Tivoli Integration Composer and Adapter

External Source

Execute Transform and Migrate CI T
tvpes and Cl instance from source 1
totarget in two different steps. Provides Mapping N
\"-\—\_,_\_\_'_'_,_,—/ P
- TADDM
Maximo (g +— TADDMDB R
DB Hic (Disovered Cls) A
APL/IDEC
A Import Adapter — S
Provided Mappings T
: T T
E ’,n“unuuu" e E.
8 & Other ,
eENEEEEEEEEEEEEEEEEEREEEE o -
>, Adapters oheroMPs [ €

T
\“‘x\_\_\_,_,_,—’—/ U

—

CCMDB

Figure 10-3 Integration Composer and Adapter overview

The Integration Composer is a separately installed software. For detailed
Integration Composer installation instructions, refer to 9.9, “IBM Tivoli Integration
Composer installation” on page 224.

The steps shown in Figure 10-4 on page 235 must be taken in Integration
Composer before source data can be imported into a target database.
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Establish a connection
between data source
and target

Define Mappings or
Import TADDM
Adapter Mappings

Execute the Mapping

Figure 10-4 Integration steps

A connection is established by defining data source parameters for both a source
and target database. In our case, the original data source is TADDM and the
destination data source is the Process Layer database. At a high level, CCMDB
is compromised of these two databases as well as all other external data sources
that capture the configuration and asset inventory of an IT infrastructure.

Before you can bring the configuration item (CI) data from other OMPs such as
TADDM, you need to provide schema support in CCMDB or specifically in
Maximo, one of the components of CCMDB that acts as the target database for
all Cls to be managed centrally from one location.

A mapping is a set of expressions that tells Integration Composer how to create
data in the target using information from a source. For each property that you
want to import, you define an expression that specifies how to transform the data
for that property when Integration Composer imports the data from the source to
the target.

The IBM Change and Configuration Management Database (CCMDB) TADDM
adapter provides a default mapping between TADDM and Maximo databases.

This means that you will be able to import Cl data types and instances without
any further mapping and modifications.

When you execute a mapping, Integration Composer transforms the collected
data and imports it into the target.

Integration Composer connects to data sources using either Java Database
Connectivity (JDBC) drivers or an application programming interface (API). In our
case, Integration Composer uses TADDM API to connect to the source database
as well as a JDBC driver to connect to the Maximo database.
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10.2.1 System requirements

The hardware and software requirements for Integration Composer vary
according to operating system, database platforms, and site configuration. For
information about the minimum and recommended configurations for the several
components used in running Integration Composer, refer to Planning and
Installing Change and Configuration Management Database.

Product version supported

Integration Composer V7.1 works only with IBM Tivoli Change and Configuration
Management Database V7.1.

10.2.2 Integration Composer components

236

Figure 10-5 gives an overview of the Integration Composer components.

y_ 4o . . a4

Integration Composer Application

Integration Composer
Connectors: Enci
API/JDBC ngine

e

Integration Composer Repository

Integration Composer

Figure 10-5 Integration Composer components
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Integration Composer is comprised of the following components:

| 2

Integration Composer Application: This is comprised of a user interface that
lets you do the following:

— Designates a data source and establishes a connection to that data
source.

— Creates new mappings that define how to transform and migrate data from
a data source to a target database.

— Uses existing mappings to import and migrate data into a target database.
— Customizes existing mappings.

— Executes mappings to transform data and import it into the target
database.

— Monitors the status of mappings as Integration Composer executes them.
— Creates new data schemas to use with Integration Composer.

Integration Composer Engine: The Integration Composer engine processes
mapping expressions that transform data from a source database and
integrates it into a target data source.

Connection Methods: Integration Composer uses JDBC drivers or an API to
establish connections to the source data and target database. Integration
Composer includes the following JDBC drivers:

— IBM DB2 JDBC Driver.
— i-net OPTA JDBC Driver for Microsoft SQL Server 7/2000/2005.

— Oracle JDBC Thin driver. This driver supports Oracle 10g and earlier
versions (including 8.0, 8i, and 9i).

Integration Composer also includes the IBM Configuration Discovery and
Tracking API.

Integration Composer Repository: The Integration Composer resides in the
Maximo database and contains the following Integration Composer data:

— Metadata for read-only data schemas delivered with Integration
Composer.This metadata defines the structure of the data. The repository
contains data schemas for the following products:

¢ Altiris Inventory Solution
* Centennial Discovery

¢ Hewlett Packard (HP) Configuration Management (CM) Inventory
Manager (formerly HP Inventory Manager using Radia)

e IBM Tivoli Configuration Manager
¢ Maximo Deployed Assets
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¢ Maximo Discovery

e Microsoft SMS

e Maximo MainControl i.collect
— Metadata for data schemas that users create in Integration Composer.
— Data source definitions that provide database connection parameters.

— Mappings that define how to transform data and migrate it from a source to
a target.

— The time stamp of the most recent scan for top-level objects in the source
data, if such a last-scan time stamp exists.

10.3 IBM Tivoli Integration Adapters

To facilitate data migration, IBM offers IBM Tivoli Integration Adapters to
transform and import data provided by the various asset and systems
management tools, such as IBM Tivoli Application Dependency Discovery
Manager. The adapters provide mapping expressions that let you transform data
and transfer it from a database created by a discovery tool into the target
database. You can import an adapter mapping into Integration Composer and,
with little or no additional programming, execute the mapping to import data into
a target database.

IBM provides integration adapters for the following discovery tools:

Altiris Inventory Solution

Centennial Discovery

Hewlett Packard (HP) Configuration Management (CM) Inventory Manager
MainControl i.collect

Maximo Discovery

Microsoft SMS

NetCool/Precision for IP Networks

Tivoli Application Dependency Discovery Manager
Tivoli Configuration Manager

Tivoli License Compliance Manager

Tivoli License Compliance Manager for z/OS®
Tivoli Provisioning Manager

YVYVYVYVYVYVYVYVYVYYVYY

To integrate data from other discovery tools, you can use the Create Data
Schema feature in Integration Composer to create a data schema for the
discovery tool. After creating the data schema, you can create a mapping based
on the new data schema and use the mapping to import data into the target
database.
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10.4 TADDM adapter installation

The integration adapter for IBM Tivoli Application Dependency Discovery
Manager (TADDM) is used together with IBM Tivoli Integration Composer.
Integration Composer (formerly Maximo Fusion) is an integration tool that
imports information technology (IT) data into a target database. To gather the
data, a discovery tool like TADDM scans computers and other devices connected
to a network and records information about their installed hardware and software.
In conjunction with the integration adapter for TADDM, Integration Composer
transforms the collected data and imports it into the target database. The
integration adapter makes the user’s job easier by automating the data-mapping
part of the transforming task, a part that the user would otherwise have to do
manually.

The TADDM Adapter consists of few dbscripts, schema, and mapping files, that
are provided to support the importation of two types of discovered data: Cl type
data and Actual Cl data. Cl is an abbreviation for configuration item. A
configuration item is anything in an IT environment subject to configuration
management, or change control: a computer, a printer, a router, and so on.

The TADDM Adapter needs to be installed on the same machine where you have
installed Integration Composer and requires the same prerequisites needed for
Integration Composer.

Installing the TADDM Adapter is just a matter of unzipping the adapter and
placing the appropriate files in the right directories under Integration Composer.
Later on, these files are used to import schemas and mappings into Integration
Composer that in turn make changes in the database. Some of the files need to
be executed directly on databases using a utility, such as the DB2 Control
Center, which allows you to run scripts.

Before proceeding, set the database instance owner variable with the following
steps:

1. Open a DB2 command window and set the DB2INSTANCE variable value to
CTGINSTI.

2. Add the OS environment variable DB2INSTANCE=CTGINST1 (or the DB2 instance
owner of the MAXdb71 database for your installation).

3. Open up a DB2 command window and connect to the MAXdb71 database as
the instance owner:

db2 connect to MAXdb71 user CTGINST1
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10.4.1 Integration adapters for Cl Type

This section provides an overview of various scripts and schemas that relate to
source and target Cl information.

Defining a data schema structure for source Cl Type

These data schema scripts define the structure that organizes and classifies the
Cl Type source data for IBM DB2, Oracle, and SQL Server databases,
respectively:

» createTADDM71CITypeDataSchema.db2
» createTADDM71CITypeDataSchema.ora
» createTADDM71CITypeDataSchema.sqs

Defining a data schema structure for target Cl Type
This data schema file defines the structure that organizes and classifies the ClI
Type target data.

» CCMDB71Classification.schm

Qualifying a data schema structure for target Cl Type

These scripts modify the way Integration Composer handles Cl Type target data
when it performs a data import to IBM DB2, Oracle, and SQL Server databases,
respectively.

» qualifierCCMDB71Classification.db2
» qualifierCCMDB71Classification.ora
» qualifierCCMDB71Classification.sqs

Creating a mapping from CI Type to classification

This mapping file provides predefined expressions that you can use to transform
Cl Type data from the source formats to the target formats.

» TADDM71CITypeToCCMDB71Classification.fsn

10.4.2 Integration adapters for Actual CI (Cl Instances)

This section provides an overview of various scripts and schemas that relate to
the Actual Cl data.
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Defining a data schema structure for source Actual Cls

These data schema scripts define the structure that organizes and classifies the
actual Cl source data for IBM DB2, Oracle, and SQL Server databases,
respectively.

» createTADDM71ActualClDataSchema.db2
» createTADDM71ActualClDataSchema.ora
» createTADDM71ActualClDataSchema.sqs

Defining a data schema structure for target Actual Ci

This data schema file defines the structure that organizes and classifies the
actual Cl target data.

» CCMDB71ActualCl.schm

Qualifying a data schema structure for target Actual CI

These scripts modify the way Integration Composer handles actual Cl target data
when it performs a data import to IBM DB2, Oracle, and SQL Server databases,
respectively.

» qualifierCCMDB71ActualCl.db2
» qualifierCCMDB71ActualCl.ora
» qualifierCCMDB71ActualCl.sgs

Creating a mapping from Actual Cl data to target data

This mapping file provides predefined expressions that you can use to transform
actual Cl data from the source formats to the target formats.

» TADDM71ActualClToCCMDB71ActualCl.fsn

10.4.3 Adding the TADDM Adapter to Integration Composer

Add the adapter files to the Integration Composer installation directory. To do so,
copy the Cl type-related data schema, qualifier, and mapping files provided with
the integration adapter to the Integration Composer server, as follows:

1. Copy the schema files and qualifier files for Cl types to
installation_dir\data\dataschema (where installation_dir is the directory where
Integration Composer was installed).

Note: You can put these files in another location; however, when you
import them into Integration Composer, by default Integration Composer
looks for the files in the data schema folder. If you put the files in a different
location, you will have to browse to that location and select the files.
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— The schema files for Cl types are:
¢ createTADDM71CITypeDataSchema.db2 (for source data)
¢ createTADDM71CITypeDataSchema.ora (for source data)
e createTADDM71CITypeDataSchema.sqs (for source data)
e CCMDB71Classification.schm (for target data)

— The qualifier files for Cl types are:
¢ qualifierCCMDB71Classification.db2
¢ qualifierCCMDB71Classification.ora
¢ qualifierCCMDB71Classification.sqs

2. Copy the mapping file for Cl types to installation_dir\data\mappings (where
installation_dir is the directory where Integration Composer was installed).

Note: You can put these files in another location; however, when you
import them into Integration Composer, by default Integration Composer
looks for the files in the data schema folder. If you put the files in a different
location, you will have to browse to that location and select the files.

— The mapping file for Cl types is:
e TADDM71CITypeToCCMDB71Classification.fsn
e TADDM71ActualCIToCCMDB71ActualCl.fsn

10.5 Configuration for TADDM and Maximo integration

To access Integration Composer, first install the application on a server. For the
hardware, software, and other requirements to run Integration Composer and for
installation instructions, refer to Chapter 9, “Installation” on page 187.

To access Integration Composer, log in using the Maximo database user ID (in
our case, maximo) and password. Only users with database administrative rights
have access. Integration Composer stores the database user IDs that you enter
when defining connectivity to the source and target data sources, but it does not
store the passwords.

To open Integration Composer, complete the following steps:

1. From the Start menu on the desktop, select Programs — IBM Tivoli —
Integration Composer — IBM Tivoli Integration Composer. The
Integration Composer log-in window opens (Figure 10-6 on page 243).
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Figure 10-6 Starting Integration Composer

2. In the User Name field, type a user name. In the Password field, type a
password (Figure 10-7).

Tivoli. ELtE

Welcome, please enter your information.

UserID:  |maxima |

Password [eeeseeeed| |

Figure 10-7 Integration Composer login window
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3. Click Log in. Integration Composer displays the IBM Tivoli Integration
Composer window (Figure 10-8).

A 1BM Tivoli Integration Composer

| Integration Composer

Data Source Mapping Data Schema

|j Define New Data Source :_:}I Create New Mapping "g Defing New Data Schema
t{-'? ’;ﬂ Browse Data Source by Struchure [f_}i Open Existing Mapping U‘;f; (pen Existing Data Schema
‘\f ) Browse Data Source by Data i:,ﬂ Delete Mepping ’5 Delete Data Schema

[j( Delete Data Source @ Delete Mapping Last Scan History

| : "2
C_J‘, Cloze Data Source Connection i/t Execute Mapiing
|Welcome to IBM Tivoli Integration Composer N

Figure 10-8 Integration Composer main application

10.5.1 Setting up the TADDM integration adapters

244

The integration adapter is supplementary software designed for use with
Integration Composer. These two software tools are used together to take source
data (that was previously discovered and saved in a source database) and import
it into the Maximo database. Integration Composer works hand in hand with the
adapter to import the discovered data and migrate it to a target (in this case, the
Maximo database) that serves as a central repository for data from potentially
numerous sources. Using this central repository, one enterprise application can
then make use of all the data migrated there, regardless of source. This section
explains how to add the components of the integration adapter, which consists of
two sets of schema and mapping files, to Integration Composer. These
integration adapter files are then set up through the process of installing data
schemas and creating mappings with Integration Composer. The process must
be done twice: once for setting up for Cl type imports, and once for setting up for
actual Cl imports.

After your adapter setups are complete, you can run the mappings that you
created (for Cl type data and Actual Cl data) and in so doing import the
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classification data and the data gathered during discovery into the target
database.

Integration Composer requires a particular subset of integration adapter files,
depending on what kind of data is being imported. The adapter comes with some
files to use when importing CI type data, and other files to use when importing
Actual Cl data, as mentioned in 10.4, “TADDM adapter installation” on page 239

Create the TADDM root class

In the Classifications application, which is part of CCMDB V7.1, make sure there
is a top-level CI classification for configuration items. If it does not exist, you will
have to create it. This will be the root classification for all the classes from
TADDM. In order to create the top-level Cl classification in Maximo, perform the
following steps:

1. Log in to Maximo and select GoTo — Administration — Classification, as
shown in Figure 10-9.
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Figure 10-9 Maximo Classification window
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2. In the Classification application, create a new classification called
‘TOPCICLASS’. This will be the root classification for all the classes from
TADDM (Figure 10-10).

i N E
@k. ) |8 o emre s austn b, oadappia 1V| X Al

| - i »
E w & ‘@C\ass\ﬁmnans ‘ ‘ BB & e Groos e |
t |

i . Classifications e anénsmgemer APnfe ¥ Sin ut 2 Help
g o : :

i B g

[ Mm heww  Wga2¢v00d

List assifca

Classification - TOPCICLASS }/ ‘TDDC\C\mmnmmn \ QOrganization e
Cassifcaton el TOPOCLASS | ] [E st L
Parent Classification L Use Classffcation?
Generate Description? B
i [ Rl iLh 4 ew B 4
Use Wih Obect Description Top Level?
liew Row
(e kbl it 1
i| Chssification Description Generate Description? Use Classification? Organization Sie
[
|
| s {4 §]es s 2 E
Mirbute Descrpfon Secton Domain DataType Uni of Messure

Figure 10-10 Creating TOPCICLASS in Maximo

Updating the MAXVARS table

Using the appropriate database utility (select Start —» Programs — IBM DB2 —
DB2COPY1 — Command Line Tools - DB2 Command Editor), run the
following query against the Maximo database (Figure 10-11 on page 247). This
database query sets the value of your top-level (root) Cl class, ‘TOPCICLASS’, in
the Maximo Variables table (MAXVARS table) to the current
CLASSSTRUCTUREID value:

update maxvars set varvalue=(select classstructureid from
classstructure where classificationid="TOPCICLASS’) where
varname=>CICLASS’;

Note: DB2 Command Editor is provided as an example. You can use any
other tool. Make sure you #ype the above update command in the DB2
Command Editor; copying and pasting the command may embed hidden
invalid characters in the DB2 Command Editor.

246  Deployment Guide Series: IBM Tivoli CCMDB Overview and Deployment Planning



& Command Editor 1 - DEZCOPY1 1 [=1 S

Cormand Editer  Selectsd Edit View Toole  Help -
BB RE B 0

Commnatds

> W ‘Targetl LI Add |

@HG@W@W{

Target type IDB2 D atabaze for Linuw, UMNES and Windows LI

Awailable targets

I~ Use implicit credentials (local databases anli)

User ID I maximo

FPassword I ““““““““

Ok I Cancel Hel
Statement termination character I 2 2

Figure 10-11 Adding a database connection
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3. Execute the commit; command (see Figure 10-12).
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Figure 10-12 Executing the update command in DB2 Command Editor

Note: If you do not create the database record as described in this section,
the subsequent import process will stop without warning. No error messages
are provided.

Verifying the appropriate level of depth for Actual Cl data
imports

The level of depth describes a property associated with the Cl trees in your data
source for actual Cls. It notifies Integration Composer about the number of class
relationships to be traversed and then migrated to the target when importing
actual Cl source data. This verification task is to ensure that the level of depth for
the CI trees you intend to import is appropriate for your needs. The value for the
level of depth is preset to 3, which is the default, but you can change it by editing
the initialization file fusion.properties. The Integration Composer initialization file
is located in installation_dindata\properties\fusion.properties, where
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installation_dir is Integration Composer on Windows operating systems and
Integration_Composer (with underscore) on UNIX-based operating systems.

By subtracting 1 from the depth level currently specified in your initialization file,
you can calculate the number of relationships that will be traversed in your CI
trees during data importing, if no further change is made:

Depth level specified — 1 = Number of relationships traversed

For example, if your depth level is currently set to the default, 3, the three classes
shown in Table 10-1 will be imported.

Table 10-1 Depth level imported

Depth level Class

1 Computer Systems
2 Operating System
3 Software

In the example, with a depth level of 3, two levels of relationships are traversed:
one between the Computer System and Operating System classes, and another
between the Operating System and Software classes.

» To check the current value for the level of depth:

Look at the mxe.db.queryDepthLevel property in the initialization file
(installation_dir\data\properties\fusion.properties):

// Number of levels to be recursively traversed for a query.
// Default is 3
mxe.db.queryDepthLevel=3

» To change the current value for the level of depth, do the following steps:

a. If Integration Composer is running, close all open windows and sign out of
the application.

b. Edit the initialization file installation_dir\data\properties\fusion.properties.

c. Modify the value of the mxe.db.queryDepthLevel property. (Note that
increasing the default value of 3 could reduce system performance.)

d. Save the file.
. Restart Integration Composer to activate your property change.

D
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Verifying the cache properties for reference classes

The cache properties are properties that configure reference classes related to
the integration adapter for TADDM (Figure 10-13). The cache properties need to
be included in the Integration Composer initialization file, fusion.properties.
Among other things, these properties specify the data schema class to be
cached, the initial size of the cache, and, for entries in the cache, which type of
properties are to be used as lookups to the cache; in this case, the alternate key
set is specified. This verification task ensures that all the required cache
properties are included in the initialization file. If they are not there already, you
must add them.
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Figure 10-13 Reference classes

The Integration Composer initialization file is located in
installation_dindata\properties\fusion.properties, where installation_dir is
Integration Composer on Windows operating systems and
Integration_Composer (with underscore) on UNIX-based operating systems.
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To check for the required cache properties:

1. Scroll to the bottom of the Fusion Mapping Execution Properties section of
the initialization file (installation_dir\data\properties\fusion.properties).

2. Look for the following lines:

mxe.fusion.referencecache.Source_CI=1000,Actcinum,ALTERNATE_KEY
mxe.fusion.referencecache.Target_CI=1000,Actcinum,ALTERNATE_KEY
mxe.fusion.referencecache.Relationship_Type=10,Relationnum,
ALTERNATE_KEY
mxe.fusion.referencecache.0OMP=100,0mpguid,ALTERNATE KEY
mxe.fusion.referenceaction.Source CI=UPDATE
mxe.fusion.referenceaction.Target CI=UPDATE
mxe.fusion.referencecachesameas.Source _CI=Target CI

3. Do one of the following:
— If the lines are present, close the file and you are done.
— If the lines are not present:

i. Add them to the bottom of the Fusion Mapping Execution Properties
section of the file.

ii. Save the updated initialization file.
iii. Restart Integration Composer to activate your property changes.

10.6 Set schemas, define mapping, and run execution

Before we can bring the actual source (TADDM) data into the target (Maximo),
we need to define the data model (schema) in the target database that supports
the source data model (schema). Once we achieve the common data model
(CDM) in both source and target, we need to do the following:

1. Import the CI Types into the target DB that supports the source (TADDM) CI
data.

2. Migrate the source actual Cl data into the target DB (Maximo).

The data model in the source (TADDM) is referred to as Cl Type while the data
model in the target (Maximo) is referred to as Cl Classification.

In order to achieve the first step (importing the Cl Types into target DB), the
following steps need to be performed:
» Define the source (TADDM) CI Type in the target database (Maximo).

» Define the target CI Classification in the target database (Maximo).
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» Execute the mappings from the source Cl Type to the target CI classification.

Figure 10-14 gives an overview of selecting the source Cl data model.

Setting the Source CI Data Model
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\
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DB CI Type to into targpet DB

CI Classification
Mapping

Figure 10-14 Selecting the source Cl data model

In order to achieve the second step (importing the actual Cl into the target DB),
the following steps need to be performed:

» Configure and execute TADDM Adapter for Cl Type mapping.
» Configure and execute TADDM Adapter for Actual Cl mapping.

The following sections describe how to perform these steps in detail.

10.6.1 Configure and execute TADDM Adapter for Cl Type mapping

Follow the detailed steps below to configure and execute the TADDM Adapter for
Cl Type mapping.

Defining the source (TADDM) CI Type into the target (CCMDB)
To set up for defining Cl Types, the integration adapter files related to Cl Type
data are used. Working with Integration Composer, you begin by creating a data
schema for source Cl Type and target Cl Classification followed by the mapping
of your CI Type data to Cl Classification all in your target database, in our case,
the CCMDB database. Because Cl Type data is the data used to classify Actual
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Cl data, the CI Type data is imported first. The schema and mapping files
provided by the integration adapter are designed to help expedite this process.
Therefore, using the integration adapter reduces the manual tasks (and time)
required of you.

Figure 10-15 shows an overview of creating a TADDM CI Type schema in a
Maximo DB.

Run 'create TADDM71CITypeDataSchema.db2
script in Maximo DB

Creating TADDM
CI Type Schema
in Maximo DB

Maximo DB

Figure 10-15 Creating a TADDM CI Type schema in a Maximo DB

Before you can use the integration adapter to create a mapping and migrate
data, you need to create the source data schema for Cl Type data in the
Integration Composer repository in the Maximo database.

To create the Cl Type data schema for the TADDM data source, use one of the
following scripts:

» createTADDM71CITypeDataSchema.db2
» createTADDM71CITypeDataSchema.ora
» createTADDM71CITypeDataSchema.sqs

Since we are using DB2, we will execute the

createTADDM71CITypeDataSchema.db2 script using the DB2 Command Editor
to create the TADDM CI Type schema in Maximo.
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Defining Target Cl Classification into Target DB

Before you can use the integration adapter to create a mapping and migrate
data, you need to define the data schema for target CI Classification data in the
Integration Composer repository in Maximo database.

To define the data schema, use the CI Classification data file that the integration
adapter provides, CCMDB71Classification.schm.

To add the data schema, complete the following steps:

1. If you are not already signed in, sign in to Integration Composer using a valid
user ID and password. The IBM Tivoli Integration Composer window is
displayed.

2. From the IBM Tivoli Integration Composer window, select Define New Data
Schema. Integration Composer displays the Data Schema field in the Define
a New Data Schema window.

Note: To review or change the previous selections, click Back. To cancel this
procedure and return to the main Integration Composer window, click Cancel.

3. In the Data Schema field, type CCMDB71Classification as the name of the
new data schema (data schema names are case sensitive).

Define a Hew Data Schema

[Data Sc
Data Schema: ICCMDBH Classification
il Rl F AL B S

Figure 10-16 Define New Data Schema in Integration Composer
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Note: You can type a different name for the new data schema. However, if you
do, you will have to change the name CCMDB71Classification in the qualifier
script (that you run in “Finalizing the target data schema for Cl Type data” on

page 262) in order to match the alternative name that you typed here.

4. Click Next. The Data Source field is displayed.

5. In the Data Source field, enter a name for the data source (the name must
have at least two characters and is case sensitive) and click Next. The
connection information fields are displayed.

Open an Existing Data Schema

B Cata Schema [ Data Source Bl Connection Infarm it 3

Data source iz the name of the source of data and = related data =c 1. Chiooze from the list of data
zources for the chosen data schema, then click Mext.

Maximn_TargetDS

o Back | | % | - ) | X Cancel |

Figure 10-17 Data Source for Data Schema
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6. In the Connection Method drop-down list, select a connection method
(Figure 10-18).

Define a Hew Data Source
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Figure 10-18 New Data Source to Maximo target database

7. Enter the connection parameters, as required. The connection method that
you selected in step 6 determines the fields that Integration Composer
displays.

8. Optional: If appropriate, click Test Connection to test the connection to the
data source. Integration Composer displays a Test Connection dialog box.
The text in the dialog box indicates whether the test was successful. To
respond to the dialog box, select one of the following options:

— If Integration Composer establishes a connection, it displays a
confirmation message. Click OK. Integration Composer closes the Test
Connection dialog box. Go to step 9.

— If Integration Composer cannot establish a connection, it displays an
explanatory message. Click OK. Integration Composer closes the Test
Connection dialog box. Review the values for the connection parameters
and retry the connection.
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Note: The Test Connection feature lets you test only the connection without
invoking any additional Integration Composer processes. JDBC drivers that do
not comply with JDBC 2.0 probably do not support this feature.

9. On the Connection Information page, click Finish. The Data Schema window
is displayed (Figure 10-19). Integration Composer displays the root class in
red because it has no properties associated with the class.

f Data Schema [CCMDB71Classification] : Data Source [Maximo_CITypeSchemal = Select Action

 fiew Root Class| ACCOUNTOEFAULTS -
et
ACTCRELATION
ACTCEPEC
acTioN
ACTIONGROUP
ACTIONSCFG
ADDRESS
ALNDOMAIN
ALTITEM
APRDOCTYPE
APPFIELDDEFALLTS
APPLICATIONAUTH
ARCHVE
AREASAFFECTED
ASSET
ASSETANCESTOR
ASSETATTRIELTE
ASSETFEASFECHET =

Property harne h | m ‘m

4 13 1 3

Figure 10-19 Data Schema window

Note: The display properties that you set for your computer can affect colors.
The color displayed on your computer can vary. From this window, you can
import a data schema file provided with this integration adapter.
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10.To import the data schema file provided with the integration adapter, from the
Select Action menu in the title bar of the Data Schema window, select Import
Data Schema. The Import Data Schema dialog box is displayed
(Figure 10-20). The Import Data Schema dialog box lists the data schemas
that you copied to the data schema folder.

Data Schema [Me] : Data Source [You] = Select Action

Close
Save 4 ’

- Hewioor Class] ACCOUNTDE
ACTEN
ACTCIRELAT
ACTCISPEC
ACTION
ACTIONGROLIP

ACTIONSCFG ’

Export Data Schema '_!
Irnport Data Schems

KEEo

Auto Arrange

gt

Properties

ADDRESS
ALNDOMAIN
ALTITEM
APPDOCTYPE
APPFIELDDEF &ULTS |
APPLICATIONAUTH
ARCHIVE
AREASAFFECTED
ASSET
ASSETAMCESTOR 1"
ASSETLTTRIEUTE

ASSETFEASPECHIST =

e ETL R W

i~

K

N 1| BT [r]
Figure 10-20 Import CI Classification.schm
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11.In the Import Data Schema dialog box, select the data schema file that you
want to import. For Cl type target data, select
CCMDB71Classification.schm. Integration Composer populates the File
name field with the selected file name (Figure 10-21).

A Import Data Schema

Look in: |1_;‘| dataschema w | [£1) il

CCMDET Classification.schm

File name: |CCI-.-1DEIT1 Classification.schm ) Cipen )
Files of type: ‘Data Schetna Files (.schm) b ' Cancel |

Figure 10-21 Import Data Schema classification
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12.Click Open. Integration Composer imports the data schema file. If
discrepancies exist between the data source and the data schema, the Data
Schema Analysis window is displayed (Figure 10-22). This window lists
discrepancies between the data schema and the corresponding data source.
Integration Composer displays errors that it can correct with a green check.

Data Schema Analysis

Integration Composer found the following errors inthe data schema. The errors might result from the following situstions:
- The data zource has changed.
- Wou uged the wrong data schema file.
- %ou zelected a data =ource that is inappropriste for the data =chema imported.

Check the data schemsa integrity, the file you are importing, and the data source you are using.

Column "CLASSSTRUCTUREID" (Different)
Colurmn "COMCITYPESID" (Different)
Calurmn "TOPLEWELCI (Different)

Column "ASSETATTRID" (Different)
Column "CLASSETRUCTUREID" (Different)
Caolumn "APPLYDCWIMHIER" (Different)
Column "ATTRDESCPREFIX" (Different)
Colurnn "CLASSSPECID" (Different
Column "CS01" (Different)

Column "CE02" (Different)

Column "CE03" (Different)

Colurmn "D AIRD" (Different

Colurnn "INHERITEDFROM" (Different)
Caolumn "INHERITEDFROMID" (Different]
Column "LINKEDTOATTRIBEUTE" (Different)
Caolurnn "LINKED TOSECTION" (Differert)
Caolumn "LOCHUPRAME" (Different)
Colurmn "MEASUREUMITID (Different)
Caolurnn "ORGID" (Different)

Column "SECTION" (Different)

Caolurnn "SITEID" (Different) -

Total: ¥7 errors 77 reparable.

5 statistics | | ] Expand &1 ) Fix Errors | | % Close |

Figure 10-22 Error analysis

13.Review the errors in the Data Schema Analysis window and select one of the
following options:

— To repair the errors, click Fix Errors. Integration Composer repairs the
errors and opens the Data Schema window.

Note: You cannot clear the check boxes. You can either fix all the errors
indicated or fix none of the errors.

— To expand all nodes in the tree to display information about
inconsistencies between the data schema and the data source, click
Expand All.

— To view statistics for table and column errors, click Statistics.
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— To close the dialog box without repairing the errors, click Close. A Data
Schema Analysis warning window is displayed. In the Data Schema
Analysis warning window, select one of the following options:

To make the data schema match the source database, complete the
following steps:

i. Inthe Data Schema Analysis warning window, click Yes. Integration
Composer repairs the errors, closes the warning window, closes the
Data Schema Analysis window, and displays an Import dialog box
indicating that the import is finished.

ii. Inthe Import dialog box, click OK. The Data Schema window is
displayed (Figure 10-23).

Integration Composer found the followving errors inthe data schema. The errors might result from the following situations:
- The data source has changed.
- %ou used the wrong data schema file.
- %ou selected a data zource that iz inappropriate for the data =chemsa imported.

Check the data schema integrity, the file vou are importing, and the data source you are using.

—hlo errors

Total: 0 errors 0 reparable.

(@ Statistics ) (_H ) (HE ) (% Clos= )

Figure 10-23 Errors fixed

To close the window without changing the data schema, click No.
Integration Composer imports the data schema as is and displays the
Data Schema window.

To cancel the action, click Cancel. Integration Composer closes the
warning window and displays the Data Schema Analysis window.
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14. After you import the data schema file, you can modify the data schema. For
more information about working with data schemas, see the book /IBM Tivoli
Integration Composer System Administrator's Guide or see the Integration
Composer help. In our example, we did not modify any mappings and used
the default TADDM Adapter mappings.

15. After you finish working with the data schema, select Save from the Select
Action menu. Integration Composer saves the data schema.

[ Data Schema [CCMDBT1Classification] : Data Source [Maxino_CITypeSchema] 2 Select Action

@ Close

&l Save

[BRciassification | AUTOKEY =% Expot Data Schema
A LONGDESCRITION gt Dete Scherne m
BEOARDALDIENCE 5 Auto Arrenge
BOOKMARK =l Properties EI::‘D
BULLETNBOARD -
g DESCRIPTION
COMCITYPES gﬁ;‘g
CHARPOINTACTION
CHARTOF ACCOUNTS
a
CRELATION
CRELATIONHS
CISPEC
CISPECHIS
CISTATUS
CITEMPLATE
CITYPESTATUS
CLASSANCESTOR
CLASSIFICATION -

i propertyame | Ty AN T | L Ty

[ Classificationi String [v] [#] cLassIFICAT int

[ [ ciassificationuid int [] [¥] cLASSIFICATIONE String

[ [ peseription String | [v] orGiD ring

[ ][ Jorgia String [[]/#] simeD

[ [ siteid String 0 CRIPTION String
][] rowsTaMp int

[l > 1 3

Figure 10-24 Importing data schema for Cl Classification

16.Select Close from the Select Action menu to close the data schema.
Integration Composer closes the data schema and displays the IBM Tivoli
Integration Composer window.

17.Sign out of Integration Composer.

Finalizing the target data schema for Cl Type data

Before you can use the integration adapter to create a mapping, you need to
finalize the target data schema in the Integration Composer repository in the
Maximo database. Finalizing the data schema allows Integration Composer to
delete certain class records, in addition to merely inserting and updating them,
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when executing a mapping. By performing this finalization task, you are
modifying the way Integration Composer handles data when it performs a data
import.

To perform this task, use one of the following scripts, as appropriate for your
database:

» qualifierCCMDB71Classification.db2
» qualifierCCMDB71Classification.ora
» qualifierCCMDB71Classification.sgs

To finalize the target data schema, complete the following steps:
1. Sign out of Integration Composer, if you have not already done so.

2. Optional: If you named the new data schema something other than
CCMDB?71Classification in step 3 on page 17, change the name
CCMDB71Classification in the qualifier script to match the alternative name
that you provided.

3. Using an appropriate database query tool, execute the qualifier script (in our
case qualifierCCMDB71Classification.db2) for your target data.

4. Check for database script errors and resolve any errors. For error information,
refer to the log files located in the log folder in your Windows or UNIX
installation directory.

Creating a new data source for the source (TADDM) database
Integration Composer uses a JDBC driver or an API to connect to data sources.
Before you create a mapping, you must have a data source connection defined
for the data source (in this case, the TADDM database) and the target (the
Maximo database).

The data source connection to target Maximo database has already been
established in “Defining Target CI Classification into Target DB” on page 254.

In this section, we will create a new data source to source TADDM database
through API.

After you define the connection parameters for the data source, Integration
Composer saves them in its repository and displays them whenever you attempt
to connect to the data source. The only parameter that Integration Composer
requests from you in real time is the password for the data source (that is, either
a database password for database users, or, if using the Configuration Discovery
and Tracking API, a password associated with the user login account).
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To define a data source, complete the following steps:

1. Sign in to Integration Composer using a valid user ID and password. The IBM
Tivoli Integration Composer window is displayed (Figure 10-25).

2. Select Define New Data Source. The Data Schema page is displayed in the
Define a New Data Source window. The Data Schema page lists data
schemas that were installed with Integration Composer plus any data
schemas that you created using database scripts or the data schema feature
in Integration Composer.

Define a Hew Data Source

B Osta Schema Bl Data Souwrce Bl Connection Information 10f3
Data schetma iz the structure of the source of data, Choo arr the | f all e g data schemas, then
click Mext,

Altiris Invertory Solution 5.5
CCMDET Clagsification
Cerntennial Discovery 4.5
Maxima Deployed Assetz 6.0
Maxirno Discovery 4.5
MZEE432

M= =M= 2.0 72003

Radia Invertory Manager 3.1
TADDM CI Type

Tivoli nvvertory 4.2

(& | | 5 Mesxt ) [ ) (% Cancel |
Figure 10-25 Define TADDM data source

3. Select a TADDM Type data schema and click Next. The Data Source page is
displayed (Figure 10-26 on page 265).

4. In the Data Source field, enter a name for the data source (the name must
have at least two characters and is case sensitive) and click Next.
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Define a Hew Data Source

B Usta Schema B Data Source Bl Connection Information 2of3

Data zource is the name of the source of data and ts relsted data schema. Type inoa newve data source
name, then click Mext.

Data Source: ITADDM SourceDs
(@ Back ) | % Mext ) . ) (% cancel )

Figure 10-26 Naming a data source

The connection information fields are displayed.

Note: Make sure the TADDM sever is up and running before you try to connect
to the TADDM database.
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5. In the Connection Method drop-down list, select a connection method, as
shown in Figure 10-27.

6. Enter the connection parameters, as shown in Figure 10-27.

Define a Hew Data Source

H Conrection Information

Connection Method |IBM Configuration Discovery and Tracking AR » |

Host Hame: bnston.itsc.austin.ibm.com

Host Port: B530 |

Use S5L: ]

Trusted Location: | B

User Hame: Iﬁldministratnr N

Password: |********* _—I
Clear | | Test Connection |

| <4 Back | (¥ | .+ Finigh | | X Cancel |

Figure 10-27 TADDM Data Source Connection parameters

7. Optional: If appropriate, click Test Connection to test the connection to the
data source. Integration Composer displays a Test Connection dialog box.
The text in the dialog box indicates whether the test was successful. To
respond to the dialog box, select one of the following options:

— If Integration Composer establishes a connection, it displays a
confirmation message. Click OK. Integration Composer closes the Test
Connection dialog box. Go to step 8.

— If Integration Composer cannot establish a connection, it displays an
explanatory message. Click OK. Integration Composer closes the Test
Connection dialog box. Review the values for the connection parameters
and retry the connection.

Note: The Test Connection feature lets you test only the connection without
invoking any additional Integration Composer processes. JDBC drivers that do
not comply with JDBC 2.0 probably do not support this feature.

8. On the Connection Information page, click Finish. Integration Composer
displays a Save dialog box.
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9. Click OK. Integration Composer returns you to the IBM Tivoli Integration
Composer window.

10.Close the Integration Composer.

Note: If Integration Composer does not save the data source successfully, it
displays one or more error messages. Click OK. Integration Composer closes
the error message dialog box. Resolve any errors and try defining the data
source again. For error information, refer to the log files located in the log
folder in your Windows or UNIX installation directory.

Note that in an Integration Composer session, if you connect to one of the
defined data sources, Integration Composer keeps the data source connection
open throughout the session unless you complete one of the following steps:

1. Run a mapping for the data source.

2. Use the Close Data Source Connection option in the Data Source menu in the
IBM Tivoli Integration Composer window to close the connection.

3. Delete the open data source.

Creating a mapping for Cl Type data

Before you can migrate CI Type data, you must create a new adapter mapping for
the data you want to migrate and then import the appropriate mapping file
(TADDM71CITypeToCCMDB?71Classification.fsn) into the mapping that you
create.

Note: If you import a mapping into a mapping that contains expressions, the
imported mapping has the following effect on the original mapping:

» If an expression exists in both mappings, Integration Composer replaces
the existing expression with the imported expression.

> Integration Composer adds any new expressions in the imported mapping
to the original mapping.

Note: Before creating your mapping, make sure you have installed the data
schemas for both your source and target Cl type data, in accordance with the
instructions described in “Creating a new data source for the source (TADDM)
database” on page 263.

Before you do the following steps, make sure that the MAXVARS table is
updated correctly in the Maximo database.
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To create a mapping, complete the following steps:

1. Sign in to the Integration Composer application using a valid user ID and
password. Integration Composer displays the IBM Tivoli Integration
Composer window.

2. Select Create New Mapping. The New Mapping window is displayed
(Figure 10-28).

Hew Mapping

Source: |TADDM_SDurceDS v|

Target: |Maximo_TargetDS w |

Mapping Hame: }CIType_CICIassificatinn_Mapping| |

OK | | X Cancel

Figure 10-28 Create New Mapping

3. From the Source drop-down list of available data sources, select the data
source, in our case, TADDM_SourceDS.

4. From the Target drop-down list of available data sources, select the target
database, in our case, Maximo_TargetDS.

5. In the Mapping Name field, enter a new mapping name (maximum of 255
characters). Mapping names are case sensitive; for example, taddm is not the
same as TADDM.

6. Click OK, and select one of the following options:
— If Integration Composer opens the Mapping window, go to step 7.

— If Integration Composer opens the connection information fields in the
Open Source Data Source window, use the following procedure to
complete the connection information:

i. Inthe Open Source Data Source window, accept the defaults
established during the last connection to the data source or update the
fields.

ii. Enter the password for accessing your source data. (Database users
enter a database password, while Configuration Discovery and
Tracking API users enter a password associated with the user login
account).

iii. Click Finish to establish the connection to the source.

iv. Inthe Open Target Data Source window, accept the defaults
established during the last connection to the data source or update the
fields as necessary.
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v. Enter the (database or user login account) password for accessing your
target data.

vi. Click Finish to establish the connection to the target. Integration
Composer opens the Mapping window.

7. From the Select Action menu in the Integration Composer Mapping window,
select Import. The Import Mapping dialog box is displayed.

Note: When you select Import from the Select Action menu, by default
Integration Composer points to the mappings folder. If you store the .fsn file in
a different location, you can use the browse features in this window to locate
the file. The .fsn extension identifies Integration Composer files.

8. In the Import Mapping dialog box, select the mapping file for Cl Type data,
TADDM71CITypeToCCMDB71Classification.fsn. Integration Composer
populates the File name field with the selected file name.

9. Click Open. Integration Composer imports the mapping file.
10.After you finish the mapping, select one of the following options:

— To save the mapping with the existing name, select Save from the Select
Action menu.

— To save the mapping with a new name, select Save As from the Select
Action menu. Integration Composer opens a Save Mapping As window. In
the Mapping Name field in this window, type a new name for the mapping
and click OK. Integration Composer saves your changes with the new
mapping name.

11.To close the Mapping window, select Close from the Select Action menu. A
Close Mapping dialog box is displayed.

12.In the Close Mapping dialog box, click Yes. Integration Composer closes the
Mapping window and displays the IBM Tivoli Integration Composer window.

13.Close Integration Composer.

Execute the mapping

When you create a mapping, you define a set of expressions that specify how to
transform instances from a source to a target. To transform the data and migrate
it from the source into a target, you execute the mapping. Executing a mapping
transforms the data and imports it from the source to the target database.

You can execute a mapping using the Integration Composer interface, or you can
execute a mapping from a command line. For performance reasons, it is more
efficient to execute a mapping as a stand-alone process from a command line.
For more information about how to execute a mapping from command line, refer
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to IBM Tivoli Integration Composer System Administration Guide. Here in this
section, we will execute a mapping from the Integration Composer interface.

To execute a mapping using the Integration Composer interface, complete the
following steps:

1. In the IBM Tivoli Integration Composer window, select Execute Mapping.
Integration Composer displays the Execute Mapping window (Figure 10-29).
The Execute Mapping window displays a table that lists the mappings
currently available in Integration Composer.

Open Mapping

ETADDM_Maximo_CIType_ Saping EThu Oct 11 230245 ... TADDM_Sourc... Maxima_Target...

Mapping Hame: hADDM_Maximo_CIType_Mapping

v OK | | X Cancel |

Figure 10-29 Execute the mapping from Integration Composer interface

2. In the list of mappings, verify that Integration Composer has selected the
Ready check box for the desired mapping and then select one of the following
options:

— If Integration Composer has not selected the Ready field, click Cancel.
Review the mapping.

— If Integration Composer has selected the Ready field, the mapping has no
syntax errors and is ready to be executed. Go to step 3.

3. To select the mapping to execute, click the row for that mapping in the list of
mappings. Integration Composer displays the name of the mapping selected
in the Mapping Name field.

4. In the Execute Mapping dialog box, click OK. Integration Composer displays
the Open Source Data Source window.

5. On the Connection Information page in the Open Source Data Source
window, accept the settings established for the last connection to the data
source or update the field appropriately. Enter the password.
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6. In the Open Source Data Source window, click Finish. Integration Composer
displays the Mapping Execution Progress dialog box (Figure 10-30 and
Figure 10-31).

Compiling 14 files... please wait. ‘

[ | 14%

Figure 10-30 Mapping Execution Compiling

Classification 6% (58/849)

Classificationid: PROCESS.DOCUMEMNT

1

XK Cancel |

Figure 10-31 Mapping Execution in Progress

If the mapping execution is successful, Integration Composer displays a
confirmation message.

Note: If you need to cancel a mapping execution, in the Mapping Execution
Progress dialog box, click Cancel.

7. In the confirmation dialog box, click OK. Integration Composer displays the
IBM Tivoli Integration Composer window.

10.6.2 Configuring executing TADDM adapter for Actual Cl mapping

To set up for importing Actual Cls, the integration adapter files related to Actual
Cl data are used. Working with Integration Composer, you begin by creating a
data schema and mapping for your Actual Cl data. (Note that because Cl Type
data is used to classify the Actual Cl data, the Actual Cl data cannot be imported
until after you import the Cl Type data.).
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Defining a source Actual Cl schema into a target

1. In the Maximo database, execute the script
createTADDM71ActualClDataSchema.db2.

Before you can use the integration adapter to create a mapping and migrate
data, you need to install the source data schema for actual Cl data in the
Integration Composer repository in the Maximo database.

& Command Editor 1 - DB2COPY1

=] E3
Command Edior S
T 49 28
Cormands | Guery Fesults | Access Plan|
BB T A Tamet| [0 MeXDBT1 maxima} ~]|  add = S| B B @ T
delete from femebiproperty where oid inm (select oid from femobiproperty where pid - 1 and scrvalue - TADDH 7.1 hecual GI'1 =

ics propercies

ame) select max(providi+l, 'TADDMActualCI' from femprovider =

wid) select max(sidi+l, 'TADDM 7.1 hotual CI'. [select provid from femprovider whers names' TADDMActualCI®

mto fsnobject (oid, cidl select max(oid)+l, 1 from fsmobject

mto fsnobiproperty (oid, pid, intvalus, scrvaluel values {{select max{oid] from fsmobject). 1, mull, 'TADDM 7.1 Actual €I')
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Figure 10-32 Create TADDM71 actual data schema

To install the actual Cl data schema for the TADDM data source, use one of
the following scripts:

— createTADDM71ActualClDataSchema.db2 (for DB2)
— createTADDM71ActualClDataSchema.ora (for Oracle)
— createTADDM71ActualCIDataSchema.sqgs (for SQL)
To add the data schema, complete the following steps.

a. Using an appropriate database query tool, execute the appropriate
database script for your source data.

b. Check for database script errors and resolve any errors. For error
information, refer to the log files located in the log folder in your Windows
or UNIX installation directory.
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Creating a new data source for a source (TADDM) database

Open Integration Composer and create a new data source using the TADDM 7.1
Actual Cl data schema.

Integration Composer uses a JDBC driver or an API to connect to data sources.
Before you create a mapping, you must have a data source connection defined
for the data source (in this case, the TADDM database) and the target (the
Maximo database).

After you define the connection parameters for the data source, Integration
Composer saves them in its repository and displays them whenever you attempt
to connect to the data source (more on this topic is provided in the book IBM
Tivoli Integration Composer System Administrator’s Guide). The only parameter
that Integration Composer requests from you in real time is the password for the
data source (that is, either a database password for database users, or, if using
the Configuration Discovery and Tracking API, a password associated with the
user login account).

To define a data source, complete the following steps:

1. Sign in to Integration Composer using a valid user ID and password. The IBM
Tivoli Integration Composer window is displayed.
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2. Select Define New Data Source. The Data Schema page is displayed in the
Define a New Data Source window (Figure 10-33). The Data Schema page
lists data schemas that were installed with Integration Composer plus any
data schemas that you created using database scripts or the data schema
feature in Integration Composer. Select TADDM 7.1 Actual CI.

Define a Hew Data Source

B Uata Schema

Altiriz Inventary Solution 5.5

CCMDET1 Claszification

Centennial Discovery 4.5

Maximo Deployed Aszets 60

Maximo Discovery 4.5

MZ EE 432

WS ShiS 2.0 7 2003

Radia Invertary Manager 3.1
ADDM 7.1 Actusl CI

TADDM Cl Type

Tiwali Inventary 4.2

R, . TR

[ 4 J |5 Mext | ( ) | % Cancel |
Figure 10-33 Defining a data source using TADDM7.1 Actual CI

3. Select a data schema and click Next. The Data Source page is displayed
(Figure 10-34 on page 275). In the Data Source field, enter a name for the
data source (the name must have at least two characters and is case
sensitive) and click Next. The connection information fields are displayed. We
selected the name TADDM_Actual_CI.
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Define a Hew Data Source

Data Schems B Data Source Bl Connection Information 2of3

Data source is the name of the source of data and its related data schema. Type ina new data source
name, then click Mext.

Data Source: [T AD0M_Actual_Cl
| Back | | & Mext | | J) | % Cancel )

Figure 10-34 Naming the data source

4.

In the Connection Method drop-down list, select a connection method. Enter
the connection parameters, as required. The connection method that you
selected determines the fields that Integration Composer displays. Since we
are defining a data source connection to TADDM, we pick IBM Configuration
Discovery and Tracking API. Provide the connection parameters to
TADDM:

— Host name: <Fully_Qualified_Hostname>
— Port: 9530
— User name: administrator

— Password. *kkkkkkk
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5. Optional: If appropriate, click Test Connection to test the connection to the
data source. Integration Composer displays a Test Connection dialog box.
The text in the dialog box indicates whether the test was successful.

— On the Connection Information page, click Finish. Integration Composer
displays a Save dialog box (Figure 10-35).

— Click OK. Integration Composer returns you to the IBM Tivoli Integration
Composer window.

Define a Hew Data Source

Data Schema [l Dsta Source B Connection Information Jof3

Connection Method |IBM Configuration Discovery and Tracking AP e

Host Hame: }anston.itsc.austin.ibm.com

Host Port: 8530

Use SSL: |

Trusted Location: |

Test Connecti... = i [

]
]
-
I

User Hame: Edministrator
-
- 1
Password: |ﬂ*ﬂﬂﬂ| Q Test succeeded.
[ ok )
(Cleat ) | Test Connection )
| @ Back | (% ) |+ Finish | | ¥ Cancel |

Figure 10-35 Connection parameters to TADDM DB and testing connection

Note that in an Integration Composer session, if you connect to one of the
defined data sources, Integration Composer keeps the data source
connection open throughout the session unless you complete one of the
following steps:

a. Run a mapping for the data source.

b. Use the Close Data Source Connection option in the Data Source menu in
the IBM Tivoli Integration Composer window to close the connection.

c. Delete the open data source.
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Defining a data schema for a target actual Cl into a target DB

Open Integration Composer and create a new data schema and data source and
name both of them CCMDB71ActualCl.

Note: It is important that you name the data schema CCMDB71ActualCl or
you will have to later make changes in the qualifier DB script.

Before you can use the integration adapter to create a mapping and migrate
data, you need to install the data schema for the target Actual Cl data in the
Integration Composer repository in the Maximo database.

To install the data schema, use the actual Cl data file that the integration adapter
provides (CCMDB71ActualCl.schm).

To add the data schema, complete the following steps:

1. If you are not already signed in, sign in to Integration Composer using a valid
user ID and password. The IBM Tivoli Integration Composer window is
displayed.

2. From the IBM Tivoli Integration Composer window, select Define New Data
Schema. Integration Composer displays the Data Schema field in the Define
a New Data Schema window.

Note: To review or change your previous selections, click Back. To cancel this
procedure and return to the main Integration Composer window, click Cancel.

3. In the Data Schema field, type CCMDB71ActualCl as the name of the new
data schema (data schema names are case sensitive).

Note: You can type a different name for the new data schema. However, if you
do, you will have to change the name CCMDB71ActualCl in the qualifier script
(that you run in “Finalizing the target data schema for Cl Type data” on
page 262) in order to match the alternative name that you typed here.
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4. Click Next. The Data Source field is displayed (Figure 10-36).

Define a Hew Data Schema

Bl Cata Schema B Data Source Bl Connection Information 10of3
Data scherma is the structure of the source of data. Enter the natne of & new data schema, then click
Mext.
Data Schema: k:CMDBH ActualCl
(4 J [ & Next-J j [ Cancel-jl

Figure 10-36 Data schema for Actual CI

5. In the Data Source field, enter a name for the data source (the name must
have at least two characters and is case sensitive) and click Next. The
connection information fields are displayed.
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Define a Hew Data Schema

Cata Schema [ Data Source Bl Connection Infarmation 2of3

Data source is the name of the source of data and its relsted data schema. Type i a new data source
name, then click Mext.

Data Source: lCCMDET Actuslc)]
| o Back | | % Mext ) | ¥ Cancel |

Figure 10-37 Data Source to target DB (Maximo) for Actual CI

6. In the Connection Method drop-down list, select a connection method. In this
case, the connection method would be IBM DB2 JDBC Driver.

7. Provide the connection parameters to connect to the Maximo database:
— Host name: <Fully_Qualified_Hostname>

Host port: 50005

Database: maxdb71

User name: maximo

Password: *******

Note: The above connection parameters values could be different depending
how you have set up your environment.

8. Optional: If appropriate, click Test Connection to test the connection to the
data source. Integration Composer displays a Test Connection dialog box.
The text in the dialog box indicates whether the test was successful.
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9. On the Connection Information page, click Finish. The Data Schema window
is displayed (Figure 10-38). Integration Composer displays the root class in
red because it has no properties associated with the class.

Note: The display properties that you set for your computer can affect colors.
The color displayed on your computer can vary.

Define a Hew Data Schema

B Data Schems Bl Data Source B Connection Infarmation Gof3

Connection Method |IBM DEZ JDEC Driver |

Host Hame: bamma.'rtsc.austin.ibm.cnm

HostPort: 50000
Database: ek

Uszer Hame: L’naximo

Password: |******** —_ @ ]
- Test succeeded. :l

Table Owner: L‘naximn|

[ oK )

| Clesr J | Test Connection )

(@ Back ) (# ) [+ Finigh | | X Cancel )

Figure 10-38 Connection parameters to target Maximo DB

10.From this window, you can import a data schema file provided with this
integration adapter. To import the data schema file provided with the
integration adapter, from the Select Action menu in the title bar of the Data
Schema window, select Import Data Schema, as shown in Figure 10-39 on
page 281. The Import Data Schema dialog box is displayed (Figure 10-40 on
page 281). The Import Data Schema dialog box lists the data schemas that
you copied to the data schema folder.
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Data Schema [CCMDBT1Act... =" Select Action
Close

Save
Export Data Schema
Import Data Schems

- Hew inot clsss] 2,000
AT
AT
AT
AT
ACTIORCGROUP
ACTIORNSCF G
ADDRESS

L T 7 PN

AL TITEM
APPDOCTYPE
APPFIELDDEFALLTS
Al APPLICATIONALUTH Al»
ARCHIE

ARELASAFFECTED

ASSET

ASSETANCESTOR
ASSETATTRIEUTE
ASSETFELASPECHIST Lv‘

LA Lo

T
B

Auto Arrange

il El,l

Froperties

FY

EF il ] | ST 1 [*]
Figure 10-39 Import Actual Cl schema in target DB

11.In the Import Data Schema dialog box, select the data schema file that you
want to import. For the Actual Cl target data, select
CCMDB71ActualCl.schm. Integration Composer populates the File name
field with the selected file name.

mpotk Data Schema

Look in: |[) dataschera v | |
=] COMDET! Actuslcl.schm |
@

CCMDET Classification.schm

L

File name:  CCMDET1 ActusiCl.schm | open
Files of type: ‘Data Schema Files (.zchm) w | | cancel |

Figure 10-40 Import schema CCMDB V7.1 Classification
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12.Click Open. Integration Composer imports the data schema file. If
discrepancies exist between the data source and the data schema, the Data
Schema Analysis window is displayed (Figure 10-41). This window lists
discrepancies between the data schema and the corresponding data source.
Integration Composer displays errors that it can correct if you check the error.

13.Review the errors in the Data Schema Analysis window and click Fix Errors.
Integration Composer repairs the errors and opens the Data Schema window
(Figure 10-41).

Data Schema Analysis

Integration Composer found the folloving errors in the data schema. The errors might result from the follosing situstions:
- The data source has changed.
- %ou used the wrong data schema file.
- ou selected & data source that is inappropriste for the data schems imported.

Check the data schema integrity, the file you are importing, and the data source you are using.

Column "OrPCIRLMID" (Different)
Colurn "CIGUID" (Different)

Column "OMPGUID" (Different)

Column "CHAMGEEY™ (Different)
Colurnn "CISOURCETOKEN" (Different)
Column "ACTCID" (Different)

Column "ACTCIMUM" (Different)
Colurnn "CLASSSTRUCTUREID" (Differerit])
Column "GUID" (Different)

Column "CHARMGEEY™" (Different)
Colurmn "DESCRIPTION" (Different)
Column "HASLD" (Different)

Colurnn "LAMGCODE" (Different)
Column "OmMPID" (Different)

Column "OrPGLUIDY (Different)

Colurnn "CHAMGEEY™ (Different)
Column "DESCRIPTION" (Different)
Column "DISPLAYLABEL" (Different)
Colurnn "HASLD" (Different)

Column "HOSTRARME" (Different)
Column "LANGCODE" (Different) =

Total: 57 errors 57 reparable.

| 5 Statistics ) | ElExpand &0 ) | Fix Errors | | % Close |

Figure 10-41 Import CCMDB7.1 Actual Cl errors
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Data Schema Analysis

Integration Composer found the following errors inthe data schema. The errors might result from the follovving situations:
- The data source has changed.
- You used the wrong data schema file.
- %ou selected a data source that is inappropriste for the data schema imported

Check the data schema integrity, the file vou are importing, and the data source you are using.

— o errars

Total: 0 errors 0 reparable.

|5 statistics | ([ ) (= ) (% Close )

Figure 10-42 Errors fixed

14.After you finish working with the data schema, select Save from the Select
Action menu (Figure 10-43 on page 284). Integration Composer saves the
data schema.
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Data Schema [CCMDBT1Act... = Salect Action

@ Cloze
o |l Save
ACCO =% Euwport Data Schems
ACTC ¢ Import Data Schema
ACTC __‘Tﬂ Auto Arrange =
ks ,5 Properties wcrln
ACTIC - & BCTCIMUR
ACTIOMGROUP o CLASSSTRUCTUREID
ACTIONSCFG LD
LENROMAIN DESCRIPTICH
ALTITEM HASLD
APPDOCTYPE e
APPFIELDDEFALLTS LASTSCANDT
Ak APPLICATIONALTH |
| ARCHVE
AREASAFFECTED
ASSET
ASSETAMNCESTOR
ASSETATTRIBUTE
ASSETFEASPECHIST =
AEETTT | G w
[ ] Actciid [=] | [][P]ecTom _
[ [+] Actcinurm . ]| [»]lmcTomr
[ [+] classstructureic [lenanceE
L] ] Guie =] | OC]crencepate  [+|
& M | [ B | [ ] ]

Figure 10-43 Saving the import schema

15.Select Close from the Select Action menu to close the data schema.
Integration Composer closes the data schema and displays the IBM Tivoli
Integration Composer window.

16.Sign out of Integration Composer.

Finalizing the target data schema for actual CI

Before you can use the integration adapter to create a mapping, you need to
finalize the target data schema in the Integration Composer repository in the
Maximo database. Finalizing the data schema allows Integration Composer to
delete certain class records, in addition to merely inserting and updating them,
when executing a mapping. By performing this finalization task, you are
modifying the way Integration Composer handles data when it performs a data
import.

To perform this task, use one of the following scripts, as appropriate for your
database:

» qualifierCCMDB71ActualCl.db2 (we are using this script for DB2)
» qualifierCCMDB71ActualCl.ora
» qualifierCCMDB71ActualCl.sgs
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To finalize the target data schema, complete the following steps:
1. Sign out of Integration Composer, if you have not already done so.

2. Optional: If you named the new data schema something other than
CCMDB71ActualCl in “Defining a data schema for a target actual Cl into a
target DB” on page 277, change the name CCMDB71ActualCl in the qualifier
script to match the alternative name that you provided.

3. Using an appropriate database query tool, execute the above qualifier script
against the Maximo database for your target data (Figure 10-44).

4. Check for database script errors and resolve any errors. For error information,
refer to the log files located in the log folder in your Windows or UNIX
installation directory.

Command Editor 1 - DBZCOPY1

=] E3
Command Edtar  Selected Edit Wisw Tacls Help e
LHBEEEE GE @
Commands | Query Hesultsl e P\anl

BB B & Tage [ MADET el v | Add ZRam £y @ o<

insert into fenclassqual (cgid, cid, gid, value) select max{cgidtl), (select cid from fsnclass where sid in (select sid from fsnschema where nam

insert into fenclassqual (cgid, cid, gid, value) select max{eqidtl), (select cid from fsnclass where sid in (select sid from fsnschema where nam

commit;

|

connect to MDB?L user marimo using

Datsbase Connection Information

Database server = DBZ/NT 3.1.2
3QL auchorization ID = MAXTHMO
Local datsbase alias = MAXDE7L

& JDBC cormectiom to the target has succeeded.
—————————————————————————————— Commands Bntered —------==------=-=m-moommmmmoe

insert into fsaclassqual (cgid, cid, gid, valued select max{eqidl), {select cid frow fsnclass where sid in (select sid frow fsnschema vhere naw

insert into fsnclassqual (cgid, cid, gid, valued select max{eqidl), {select cid from fsnclass where sid in (select sid frow fsnschema vhere naw

commit;

insert into fsaclassqual (cgid, cid, gid, valus) select max{cqidl), {select cid from fsnclass whers sid in (select sid frow fsuschema vhers naw
DEZOODOI  The SQL coumand couplated successfully.
insert into fsnclassqual (cgld, cid, gid, valus) select max(cgidfl),

{zelect cid frow fsnclass vhere sid in (select sid frow fsnscheua whers nam
DBZOOOOI The SQL coumand couplsted successfully.

commit
DBZOOOOT  The $QL coumand couplated successfully.

Figure 10-44 Execute qualifierCCMDB71ActualCl script

Creating a mapping for Actual Cl Type

Before you can migrate actual Cl data, you must create a new adapter mapping
for the data you want to migrate and then import the appropriate mapping file
(TADDM71ActualCIToCCMDB71ActualCl.fsn) into the mapping that you create.

Chapter 10. TADDM and Process Layer integration ~ 285



Before creating your mapping, make sure you have installed the data schemas
for both your source and target actual Cl data, in accordance with the instructions
provided in the last sections.

Before you do the following steps, make sure that the MAXVARS table is updated
correctly in the Maximo database.

To create a mapping, complete the following steps:

1. Sign in to the Integration Composer application using a valid user ID and
password. Integration Composer displays the IBM Tivoli Integration
Composer window.

2. Select Create New Mapping. The New Mapping window is displayed
(Figure 10-45).

3. From the Source drop-down list of available data sources, select the data
source.

4. From the Target drop-down list of available data sources, select the target
database.

Hew Mapping

Source: |TADDM_Actual_C) v
Target: |CCMDETT ActuglCl hd
Mapping Hame: TADDM_Mzxima_actusicl ]

OK | | ¥ Cancel

Figure 10-45 Import Actual Cl mapping

5. In the Mapping Name field, enter a new mapping name (maximum of 255
characters). Mapping names are case sensitive; for example, taddm is not the
same as TADDM.

6. Click OK, and select one of the following options:
— If Integration Composer opens the Mapping window, go to step 9.

— If Integration Composer opens the connection information fields in the
Open Source Data Source window (Figure 10-46 on page 287), use the
following procedure to complete the connection information:

¢ In the Open Source Data Source window, accept the defaults
established during the last connection to the data source.

e Enter the password for accessing your source data.
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Open Source Data Source: TADDM_Actual_Cl

B Connection Inforrmation 1 of1
Connection Method |IBW Configuration Dizcovery and Tracking AP b |

Host Hame: }Jostnn.'rtsc.austin.ibm.cnm |
Host Port: B530 |
Use S5L: [

Trusted Location: | |
User Hame: Iadministrator |
Passwurd: |1‘******** |

| Clear | | Test Connection |

(4 ) (# | |+ Finish ) | X Cancel |
Figure 10-46 Log into TADDM DB

¢ Click Finish to establish the connection to the source.

¢ In the Open Target Data Source window (Figure 10-47 on page 288),
accept the defaults established during the last connection to the data
source.

* Enterthe (database or user login account) password for accessing your
target data.
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Open Target Data Source: CCMDBF1ActualCl

H Conrection Information

Connection Method |IBW DEZ JDEC Driver

Host Hame: bamma.'rtsc.austin.ibm.cnm

HostPort: 50000

Database: ek

User Hame: L’naximo

Password: |********

Table Owner: L’naximo

e

| Clear.} | Test Connectinn'_']

(v Finish.J] (3 Cancelj

Figure 10-47 Log into the Maximo DB

* Click Finish to establish the connection to the target. Integration
Composer opens the Mapping window (Figure 10-48 on page 289).
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Mapping: TADDM_Maximo_ActualCl = Select Action

| e e T T e T T e T T T e T e T T e T T e e S aa
" Source: TADDM_Actual_Cl

Actual Source CI

Actual Source Cl

Relation Marme Lencth
| _Guid _S‘tring 192 | .
7 | Classification String 192 _
ﬁ? Classstructureid String 192
4 Description String faz
| .DlsplayName .S‘trlng 192
Lakel String 192
SourceToken String 1492 E'
2
Actual C1 E2H | 5 | Case Humber:
Relation Mame
Actiic int 10 | =
Actcinum String a54
Clas=sstructureid String 40
4 .Guld String .384
Changeky String E0

_Changedate Titnestarmp _30 |
[ I ' IIIEl

| 2 Clear AIIJ @ Expression Builder ) L‘ BackJ L’ Ne)d)

Figure 10-48 TADDM to Maximo Actual Cl| Mapping window

7. From the Select Action menu in the Integration Composer Mapping window,
select Import. The Import Mapping dialog box is displayed (Figure 10-49 on
page 290).
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Mapping: TADDM_Maximo_ActualCl = Select Action

|l Save
sﬂ" A Ha Save As..
Actual Source Cl # Tres Search
Actual Source Cl M Search Again
- “5 Show Errors
< Key Relation Na = [ Lengﬂh
P Guid el 192
=5 % it
s Classificatio "2‘ e 192
=) 2l
I3 Gasssiructut © i 192
g Description lhsertonty 192
DisplayMatme String 192
Lakel Etring 192
SourceToken Siring 192 E|
: .4
&
- ¥
Selualcl Actual C1 S8 | v | Case Humber: | 0 iﬁ
i il irt 10 B
& Actcinum String 584
éf‘ Clazsstructureid Strifg 40
4 éf‘ Guid String 384
Changeky String EO
Changedate Timestamp a0 1
-
[4] T r
| (@ Clear 1) (W Expressior ) (® ) (P riex)

Figure 10-49 Import TADDM mapping file

8. In the Import Mapping dialog box, select the mapping file for actual Cl data,
TADDM71ActualCIToCCMDB71ActualCl.fsn (Figure 10-50). Integration
Composer populates the File name field with the selected file name.

™y

i Impork Mapping E3
Look in: |_‘|mappings v| =) .&J =as

TADDMT ActualJIToCCMDET1 ActusiCl sk |
TADDMTACIType ToCCMDET Classification.fsh

File name: hADDMH ActualCIToCCMDET ActualCl.fzn | ( Onen
Files of type: ‘Mapping Files (.fzn) w | | cancel )

Figure 10-50 Import TADDM dialog box
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9. Click Open. Integration Composer imports the mapping file.

10.If errors occur when you import the mapping, Integration Composer displays a
dialog box that lists the errors and asks if you want to continue to import the
mapping. To respond, select one of the following options:

— Click No to cancel the import action without importing the mapping.
Integration Composer closes the dialog box and does not import the
mapping.

— Click Yes to continue to import the mapping. Integration Composer
imports the mapping and displays errors in red. Resolve the errors before
saving the mapping.

11.After you finish the mapping, save the mapping with the existing name and
select Save from the Select Action menu (Figure 10-51).

Mapping: TADDM_Maximo_ActualCl = Select Action.
ml Save
ﬂ’ 53 Save As
Actual Source Cl # Tree Search
M Search Again
“5l Showy Errors m w
£ = Export =
Guid ; 192 =
Classification =+ ™Port ‘ 192 |
Classstructul Slose 192 S
Inzert Cnl
Description L — oot Sy 192
DizplayMame String 192
Label String 192
SourceToken String 192 I_vj
(= ) [ )
Actuaie Actual CI S8 |Ac‘tual Source CI ~ | Case Humber:
3 Acteiid it 10
é.'-r Actcinum String 354
é.'_‘, Clazsstructureid String 40
y=l Guid Stritg 354
Changeky Stritig B0 tal
Changedate Titnestamp a0 tAG—
= . il
T ! (o
KR I [>]
(@ Clear &1 ) (W ) (& ) (= )

Figure 10-51 Saving mapping

12.To close the Mapping window, select Close from the Select Action menu. A
Close Mapping dialog box is displayed.

13.In the Close Mapping dialog box, click Yes. Integration Composer closes the
Mapping window and displays the IBM Tivoli Integration Composer window.
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Execute the mapping
To execute a mapping using the Integration Composer interface, complete the
following steps:

1. In the IBM Tivoli Integration Composer window, select Execute Mapping.
Integration Composer displays the Execute Mapping window. The Execute
Mapping window displays a table that lists the mappings currently available in
Integration Composer. Select the TADDM_Maximo_ ActualCl mapping.

2. In the list of mappings, verify that Integration Composer has selected the
Ready check box for the desired mapping and then select one of the following
options:

— If Integration Composer has not selected the Ready field, click Cancel.
Review the mapping.

— If Integration Composer has selected the Ready field, the mapping has no
syntax errors and is ready to be executed. Go to step 4.

3. To select the mapping to execute, click the row for that mapping in the list of
mappings. Integration Composer displays the name of the mapping selected
in the Mapping Name field (Figure 10-52).

Ready | Ihsert Only

TADDM _Maxito_Actualc] “Sun Oct 14 14:33 24 .. TADDM_Actual... CCMDET1 Actu.. O]

TADDM_Maima_ClType_Mapping Thu Oct 11 230245 ... TADDM_Sourc... Maximo_Target... D

Mapping Hame: hADDM_Maximo_ActualCl |

v OK | | X Cancal |

Figure 10-52 Executing Actual Cl mapping

4. In the Execute Mapping dialog box, click OK. Integration Composer displays
the Open Source and Target Source Data Sources window (Figure 10-53 on
page 293). On the Connection Information page in the Open Source and
Target Source Data Source window, accept the settings established for the
last connection to the data source. Enter the password (Figure 10-54 on
page 293).
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Open Source Data Source: TADDM_Actual_CI

H Conrection Information 1 of1
Connection Method |IEM Configuration Discovery and Tracking AP » |

Host Hame: bnston.itsc.austin.ibm.com |
Host Port: B530 |
Use S5L: ]

Trusted Location: | |
User Hame: Iﬁldministratnr |
Pagsword: |********* |

| Clear-} | Test Connectinn-_']

(4 ] (% J (v Finish-J] [ x Cancel-j

Figure 10-53 Log into source for executing Actual Cl mapping

Open Target Data Source: CCMDET1 ActualCl

Connection Infarmation 1af1

Connection Method |[EN DE2 JDBEC Driver b4 |

Host Hame: bamma.ﬂsc.ausﬁin.ibm.com

Host Port: 50000

Database:  fnaxch7i

User Hame: }'naximo

Password: |********

Table Owner: }'naximo

( Clear-J] | Test Connedion-j

(4 (% y | ¥ Finish-_} | X Cancel-_}
Figure 10-54 Log into target for executing Actual Cl mapping
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5. In the Open Source Data Source window, click Finish. Integration Composer
displays the Mapping Execution Progress dialog box (Figure 10-55).

Compiling 11 files... please wait.

| | 0%

Figure 10-55 Compiling mapping

Note: It might take a while for the Progress Window to appear after you
execute the mapping. The Integration Composer engine prepares and reads
the data before it can display the progress window. Be patient and wait about
five minutes for the progress window to appear and do not close the
Integration Composer window.

6. In the confirmation dialog box after mapping completes successfully, click OK.
Integration Composer displays the IBM Tivoli Integration Composer window
(Figure 10-56).

Mapping Execution Message -1 : [ :

@ Mapping completed succezsfully.
ok

S

Figure 10-56 Mapping success

10.7 Transfer of new or updated Cls after successful
migration

If you discover new Cls or update existing Cls in TADDM after you have
successfully migrated TADDM CI Types (common data model) and actual Cls
into the CCMDB database, then there are two different approaches you can
adopt to migrate your new or updated Cl data. Adapter configuration and setup is
a one time operation. Later Cl updates or additions in TADDM can be migrated
using one of the following two strategies:

» Execute Mapping through Insert
» Execute Mapping through Updates
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As Integration Composer executes a mapping, for each object in the source and
target, it creates Java source code and compiles the source code. When
integration Composer completes a top-level object, including all its children and
reference classes, it commits the data for that object to the database.

10.7.1 Execute mapping through insertion

If you have executed the mapping successfully in the past, then it means
Integration composer knows about your last scan date, and you can create a
mapping that only inserts records for objects that were not imported in previous
runs. To do this, you must select Insert Only from the Select Action menu in the
Mapping window when you create the mapping. When Integration Composer
imports data using a mapping with the Insert Only flag set to true, Integration
Composer only creates new records in the target. It does not update existing
records. This feature works only if the source data contains a last scan date,
meaning in the past you have run the mapping and imported the data from a
source successfully.

1. Open Integration Composer and click Existing Mapping.

2. The Open Mapping window will appear (Figure 10-57). Select the Actual CI
mapping and click OK. Actual Mapping is responsible for migrating the actual
Cl instances from TADDM to Maximo.

Open Mapping

o Thgontre | Die st oy
;TADDM_Maximo_ActuaICI EWed Oct 2410:55:50... TADDM_ActualCl Maximo_ActuslCl D

TADDM_Marimo_Mapring_ClType Mon Oct 2219.28:34 . TADDM_Sourc... Maxiomo_Targ... D

Mapping Hame: |TA_DDM_Maxim0_ActuaICI |

[V OK )| X Canicel |

Figure 10-57 Open Mapping window for Actual Cl mapping

3. You might get Login prompts to connect to your source (TADDM) and target
(Maximo) data source. Fill in the passwords and click Finish.
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4. You will get a Mapping window where you will mark the Insert check box
under the Action menu. Save the mapping under the Action menu and close
the mapping (Figure 10-58).

r
Mapping: TADDM_Maximo_ActualCl 2 Select Action

il Save
4‘ G Save As..
Actual Source C1 B Tree Search
Actual Source Cl W Search Again
mw |
u? Glid String 192 o
'} Classification Shring 132 2 mport
f{ Classstructureid String 182 [l
Description String 192 [
hid Displaytame String 192
Label String 192
SourceToken String 192
LasthodifisdBy Sring 192
LastModifiza Time Titnestamp 30
— $
@
Actual CI
T I T I Expression
f;‘ Actzid int 10 { String guid = 'Actual Source CLGuid,  Map cache ..
éﬁ‘ Actzinum String 192 { String guid = 'Actual Source CLGUd,  Map cache ..
& Classstructureid String 0 ‘Actual Source Cl Classstructureid
éj Glid String 192 ‘Actual Source CLGuid"
Changefy String 30 toUpperCase('Actusl Source Cl LasthodifiedBy')
Changedate Titmestamp 30 ‘Actual Source ClLasthodifiedTime'
Description String 100 ‘Actyal Source ClDescription’
Hasld int 10
Langcade String 4 BN
| Lastscandt Titmestamp 30 ‘Actual Source ClLastModifiedTime'

Figure 10-58 Check Insert box in existing mapping

5. Once the mapping is saved and the window is closed, click Execute the
Mapping. You will see the Execute Mapping window has the Insert check box
marked (Figure 10-59 on page 297). This means that mapping will now
execute on new Cls in TADDM and will not make any updates to existing Cls
in TADDM over Maximo.
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Execute Mapping

Taroet Ready | Insert Only
Wied Oct 24 110511, TADDM_ActualCl Maxima_ActualCl
TADDM_Mazima_Mapping_ClType hlon Oct 22 19:28:34 .. TADDM_Sourc... Maxioma_Targ... D

Mapping Hame: hADDM_Maximo_ActualCl |

oK) ,XCanceI-]

Figure 10-59 Execute mapping with the Insert box checked

6. Click OK. The migration of only new Cls will start from TADDM to Maximo.
You will notice a relatively small number of total Cls (2381) in Figure 10-60.

Mapping Execution Progress

Actual Source C1 - 43% {1039:2381)

Guid: 8B310755944B33B0B85 26FCE360ECFF
Clagsstructureid: 1144

| |
| X Cann::el_;l

Figure 10-60 Mapping execution progress migration for only new Cls
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As shown in Figure 10-61, we have added new Cls in TADDM that we have
migrated to Maximo using the Insert Only approach. When you use this
approach, no other updates will migrate in Maximo and the existing data in
Maximo remains intact. You will find new additions or inserts in Maximo once the
migration is completed from TADDM, as shown in Figure 10-62 on page 299.

Llab134071.romelab.it.ib...j

klab134152.romelab.it.ib...‘

Llab134191 .romelab.it.ib...J

l

l

l

- N .
1 —
lab135009 lab135120
| |

Figure 10-61 TADDM ClI loaded through DLA
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Figure 10-62 New CI added in Maximo from TADDM with no other updates made to
existing Cls in Maximo

10.7.2 Execute mapping through an update

To determine which object or attribute records to update, Integration Composer
uses a last scan time stamp. When Integration Composer processes a new
object, it records the data for that source object in the Integration Composer
repository. Upon subsequent mapping executions, Integration Composer
compares the last scan date in the Integration Composer repository with the scan
date in the source data source and performs one of the following actions:

» If the dates match, Integration Composer skips the source instance.

» If the dates differ, Integration Composer processes the expressions for the
source instance and updates the last scan date in the repository.

By doing this task, Integration Composer ensures that it processes only the
objects that have changed since the last scan date.

We made some updates in existing Cl data in TADDM. Also, until now we have
have not brought over all the relationship that a particular Cl is carrying. For
example, we did not migrate the Installed Software and ClI relationship in
Maximo. So, if we want to bring all the other relationships of a Cl that exists in
TADDM but are not yet migrated to Maximo, then we will want to execute the
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Update Mapping. With Update Mapping, it will bring only the updates (or
remaining relationships or attributes in TADDM) into Maximo without copying all
the instances again from scratch.

Note: Remember to uncheck the Insert Only check box in the Execute
Mapping if you want to execute updates. You can uncheck the Insert Only
check box by opening the existing mapping, Go to Select Actions in the
Mapping window, uncheck the Insert Only check box, save your changes,
close the mapping window, and execute your mapping. This entire process
has been shown in detail in 10.7.1, “Execute mapping through insertion” on
page 295. Just reverse the same process for unchecking the Insert Only box
in the Mapping Window.

Figure 10-63 shows rerunning the mapping with updates.

Execute Mapping

] L m m ‘ Inzert Crly
ETADDM_Maximo_AduaICI EMon Ot 2220192 | TADDM_ActualCl Maxima_ActuslCl D

TADDM Maximo_Mapping_CType fon Ot 22192534 . TADDM _Sourc... Meaxioma_Targ... D

Mapping Hame: TA0D0OM_Maximo_ActualCl |

[ O | | X Cancel |

Figure 10-63 Rerun mapping with updates

TADDM CI and relationships

Let us consider a particular Cl (lab134071.romelab.it.ibm.com) in TADDM and
examine its relationship with other Cls in TADDM, as shown in Figure 10-64 on
page 301.
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Details
General | s | Storage | Interfaces | Packages Software Installed | Kernel Modules Config Files Clinfo | Dependencies
Product Hame ~ Version | Manufacturer |Deseription | Installed Location |
45Lite. 103 Fed Hat Jusrd
ADMTAGINT 220 IEM
ADMTAGIOR 220 IEM
Canng 37 Red Hat et sl fear!
Canna-evel 37 Rec! Hat usr
Canna-libs 37 Red Hat uzrdibd
ElectricFence 22218 Fed Hat Jusrd
Freeitinn 110 Rec Hat letci fusrd frar il
FreeWinn-tievel 110 Red Hat duzr]
Freeiinn-libs 110 Red Hat st fibd o
GConf2 2811 Red Hat Jetcigconf! fuse!
GConf2-devel 2811 Recl Hat = |
HelixPlayer 1.01 Red Hat Jusr |
IEM HTTP Server £.000 IEM JoptABMIHE B
IEM Tivol License Manager 2200 IEM JoptIEMITLM
(B Javaz-SDH 1412 International Business Machines Jopt!
BN _chi2acka? 3.1.064 International Business Machings Corp. doptiBMich 20 G 'H_
IEM_thi2acks81 51064 International Business Machines Corp. optEMib2NE T - 4
|EM_db2caf 1084 International Business Machines Corp. JoptABMIch 25 1/
IEM_db2ccit B1.084 International Business Machines (E7 JoptABMich 255 1/
IEM_dki2chert 21084 International Business Machines Corp.|  optEMidb 2NV
BN _oki2cia1 3.1.064 International Business Machines Corp. _ JoptiBMich 208 1
(BN _cki2clivl 9.1.064 International Business Machines Corp. JoptiBMich 2G4 1
BN _cki2conng! 3.1.064 International Business Machings Corp. doptiBMich 205 1 1
BN _cki2eomd 81064 International Business Machines Corp. JoptABIMIch 205 ’W—
IEM_db2cried 1084 International Business Machines Corp. JoptABMich 205 1/
IBM_db2cucss1 21084 International Business Mechines Corp.| JoptIBMidh2ZiVE.1
[EM_db2das1 81.084 Interational Eusiness Machines Corp. 4 IoptiBMich2i4'E 1 f
BN _chi2dc 3.1.064 Business Machines Corp. | N JoptiBMich 2G4 1
IBM cha2eliB1 81064 Itemational Business Machines Gare. | loptEMich2rE 1T

Figure 10-64 TADDM CI and its associated relationship

We notice a relationship exists in TADDM between the Computer System CI
(lab134071.romelab.it.ibm.com) and the Software Cls that are installed on this

system, as shown in Figure 10-64.

This relationship does not exists in Maximo because we never activated the
software Cl Types in Maximo. We will now ACTIVATE the software Cl Types in
Maximo and rerun the mapping in ITIC with only updates to get all the changes
and remaining relationship that exists in TADDM (Figure 10-65 on page 302).

Note: Executing the mapping with updates does not bring all the Actual ClI
data from scratch from TADDM to Maximo. It just brings the changes and any

remaining relationships and instance data over to Maximo.
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Figure 10-65 CI Relationship migrated in Maximo

1. We change the status of all SOFTWARE CI Types to ACTIVATE, select Go
To — Administration — Cl Types and filter for Cl Types related to Software
(Figure 10-66).

A oTo iRt # St A 3t 7

i g l{
N At + Sl
[ sl et UessfiginPih Ton-silC Te? e Stes g Cege]

! U ‘@ ‘ “ ‘
Ty Dswwoer 3 RSSO B 0 i
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CVE ) FOSSHMBETOEE 3 TP HES AT I T i
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YW AOTRRE E T LS A SFAEAE I e i
TV MR TP B SFABIIENC I i i

Figure 10-66 Searching Software Cl Types in Maximo

2. Select all Software CI Types or the ones you are interested in and change
their status to ACTIVE (Figure 10-67 on page 303, Figure 10-68 on page 303,
and Figure 10-69 on page 304).
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Figure 10-67 Activate Software CI Types

=] Change Status
New Status |ﬁu:ti'.re |v|
Changed Date  |10/24/07 &
Memo | |
| ok | | cancal|
Figure 10-68 Activating Software Cl Types
Chapter 10. TADDM and Process Layer integration 303



#f{ Pem lifepds # StitCanler Afnfi ¥ S0 736

}ﬂsaed@n \V_\ ! {:J

i AfvncedSearn © o 3aie Query

Ry T

f Cassfesin Tesrptin Cassfceion et TopLevelC Tige? (1T S5 e e
! “Sofwereh g
0w | 45 SOFTARENAGE g TS RSO | il L] i
oy 12 } SY5.CONROLSOFTWARE Bl TOPCIZLASS \SYS. CCNTRCLSOFTWARE il fl
[y M2 } APPSJFTRAREPRODUCT g TOPCIZLASS | APP.SOFTWAREPROTUCT ] fl
oyt } APPSOFTWARENODF CATION B TOPCIZLASS | APP SOFTWZREMODFICATION 7 fl
L] } APP.SOFTWARENODULE B TOPCIZLASS | APPAPPSERVER | APP.SOTW 0 fl
g oy e } APPSJFTWARERESOURCE g TOPCIZLASS | APPAPPSERVER | APP.SOFTW 0 []
w16 } APPSOFTWARECONTANER g TOPCIZLASS | APPAPRSERVER | APP.SOFTW 0 fl
gy e } APPD:FNTIVESOFTWARELBRARY B TOPCIZLASS | APP.DEFINTVESQFTWARE. BF ] f'
8 System lessage E

BMKAAEBATE: ! type 400¢ status changed to ACTIVE,
BMKAAZGATE:C! type 020 status changed to ACTIVE.
BIMMAAEGATE:C. type 1022 status changed to ACTIVE.
BMKAASGATE C! type 1051 status changed to ACTIVE,
BMKAASBATE: ! type 1067 status changed to ACTIVE,
BMKAASGATE: ! type 1064 status changed to ACTIVE.
BIXAREGATE:C: type 1065 status changed to ACTIVE.
BMKAAZGATE: C!type 143 status changed to ACTIVE,

Figure 10-69 Software Cl Types activated

Once all the Software related Cl Types are activated, go to Integration Composer
and rerun your mappings with updates. Remember to execute the mapping with
the unchecked Insert Only box is actually running the mapping with updates, as
shown in Figure 10-63 on page 300.

10.8 Import Cl data through DLA

A Discovery Library Adapter (DLA) is a software program that extracts data from
a source application, such as IBM Tivoli Monitoring, IBM Tivoli Business Systems
Manager, ITCAM, z/OS, and so on.

The data that is imported by the DLA is provided in an XML file that comes either
with the product or has to be created on the target system. First this data is
imported into TADDM and then into the CCMDB. To create this XML file, you
must use separate programs for each Tivoli product.

The software is installed with the TADDM installation. The command to import
the XML file is Toadidm1.bat. There are several options to run this command. For
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example, use -o for overwrite and -f to point to the XML file directory you created
first. You can find this program in the <TADDM_HOMEI>\cmdb\dist\bin.

Here is an example on how to import an XML file into a TADDM environment.

The TADDM server must be up and running, as shown in Figure 10-70.

C:sIBM~cmdbsdistsbin>control status
Dizscover: Staprted

GigaSpaces: Started

Dhinit: Started

Tomcat: Started

Topology: Stapted

DizcoverfAdmin: Started

Proxy: Started

EventsCore: Started

TADDM: Bunning

Figure 10-70 Status of TADDM server

Do the following steps:

1. Copy the XML file to a local directory, for example, C:\temp\zosDLA\.
2. Open a command prompt.

3. Change to the <TADDM-Install>\cmdb\dist\bin directory.

4

. Run loadidml.bat -0 -f <directory of XML file> (in this case, use -0
because it is the second import of that same XML file; you do not have to use
-0 option for the first import).

This process might take a while depending on the data size and structure.
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After finishing this process, the imported Cls are present in the TADDM-UI.
Refresh the TADDM Ul and check the newly imported systems or applications,
as shown in Figure 10-71.

File Edt Display Discovery Topology Anabdics Windows Hel
-3 3
Jo e okE] e 8| e

m Stbnet, S04
Tepology 5 K@ —fF— aaa | e |28 rLegEnu| Search

Doy

=2

TADDM Erwvironment

[

Tivoli Application Dependency Discovery M.

W2K3 CCHDE Environmert

8571340 5 Llab134071.romelab.it.ib...J l[ab134152.romelab.it.ib...
| |

|

EDiscnvered Components

=
"
J

I Application Infrastructure

=B Applcation Infrastructure Cvervien ] —
; 3 nfrastructure Software
-3 Custers

-2 Web Servers

sl 1ab134191.romefab.it.b...

@ Databases

ﬁ Messaging Servers I

- -0 Cther Servers

Figure 10-71 RADDM Ul showing new Cls

For further information, refer to the IBM Tivoli Application Dependency Discovery
Manager Planning and Installation Guide.
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11

Launch in Context

The Launch in Context application comes with the base services of CCMDB
V7.1. It gives you the ability to launch from the CCMDB Web User interface into
different TADDM views (physical infrastructure, application infrastructure, and
business application) or to other Operational Management Products like Tivoli
Provisioning Manager (TPM), IBM Tivoli Monitoring (ITM), Tivoli Configuration
Manager (TCM), and others.

Out of the box, CCMDB V7.1 comes with a set of default launch entries. The
Launch in Context user interface can launch in context from the Actual Cl and
Authorized CI applications in the CCMDB Web interface directly into TADDM.

Predefined launch points determine which TADDM or Change History view is
launched into.

The Launch in Context application is a servlet (Java program that runs in the
Maximo Web server) that by default provides access to the following TADDM
consoles:

» Product Console
» Domain Manager (Single domain or eCMDB)

The configuration of the URL and parameters of the launch entry point
determines which console is started and what view is displayed.
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If the variable for the Global Unique Identifier (GUID) in the CCMBD for each Cl
is provided in the console URL, the TADDM detail panel of that particular Cl is
presented as well.

You may choose to launch into a Change History Report view when a valid GUID
is provided. If not, the General Change History view is launched for the manual
report.

From the CCMDB Web User interface, it is also possible to launch into external
operational management products (OMP), for example, IBM Tivoli Monitoring,
Tivoli Provisioning Manager, or Tivoli Configuration Manager.

By assigning special launch points to users or groups, you can design the
Launch in Context application according to the organization’s needs.

Important: Before the Launch in Context application is started, two
prerequisites have to be fulfilled in order to profit from the whole CCMDB V7.1
architecture:

» The TADDM data must be imported into the CCMDB database. This is
done through the IBM Tivoli Integration Composer (ITIC). For further
information about how to install, configure, and import data with ITIC, refer
to Chapter 10, “TADDM and Process Layer integration” on page 231.

» The single sign-on setup must be activated and configured. For further
information about how security integration between the process layer
runtime and the discovery environment is implemented and configured,
refer to Chapter 6, “CCMDB security architecture” on page 105.
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11.1 Launch in Context graphical user interface

The following figures provide a short introduction to the Launch in Context
application. The look and feel is exactly like all other applications launched from
the Start Center.

Start the Launch in Context application from the Start Center by selecting Go
To — System Configuration — Platform Configuration — Launch in
Context, as shown in Figure 11-1.

Launch in Context

Admiristration

[ [Fine: | | [seiect Acton ™ 8 ssets
& change
— B Financial
i Acvanced Search « i Save Query % Bookmarks © Integration
1 infrastructure
[ /Fiter @] s et-ota e & Planning 8 pownioad (2]
Lounch Eriry Name * Disniey Neme o 8 Folanse
Securty
TADDM APP VIE Actual &1 - View Application Topology o Y
TADDM £EP VIEW 2 Q- View appication Topolngy £ Servios Love N
TADDM BUSINESS PP VB Actual CI- View Business Appication To o oveies —— s
TALDM BUSINESS APP VEW2 G- View Business Applcation Topology L . I v
‘TADDM CHANGE HISTORY VIBA! Actusl €I - View Change History R s &
TADDM CHANGE HISTORY VIEW 2 CI - View Change History ks CoRuRG N
TADDM PHYSICAL VIEW Actual &1 - View Physical Topology Vi ecier N
R 2 Q- View Phyeical Tonregy Cammurication Templates &

[] Select Recards Actions

Roles
Escalations

Workflow Designer
Workflow Aministration
ron Task Setup

E-mail Listerers

Object Structures

Weh Services Likrary
Launch in Context

Figure 11-1 Configuration for Launch in Context application

In the List tab, the existing launch points are listed. These launch points are
predefined and come with the CCMDB V7.1 installation. See Figure 11-2.

It Launch Entry
# Advanced Search lal Save Query & Bookmarks
{oFilter s@y il e slei-Sote e
Launch Ertry Name = Dizplay Name
TADDK APP VIEN Actual CI - Wiew Application Topology
TADDN APP WIEW 2 I - viewy Application Topology
TADDW BUSINESS APP WIEWY Actual CI - View Business SApplication To
ToDDM BUSIMESS APP WIEW 2 Cl - Yiewy Business Application Topology
TADDK CHAMGE HISTORY WIEW Actual CI - Wiew Change History
TADDK CHAMGE HISTORY WIEW 2 Cl - Wiew Change History
TADDM PHYSICAL WIEW Actual CI - Wiew Physical Topology
TADDM PHYSICAL WIEW 2 Cl - Wieww Physicsl Topology
[ Select Records

Figure 11-2 List of launch points
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In the Launch Entry tab, the URL specification and parameter setting is done, as
shown in Figure 11-3.

Launch in Context

[ [~ Finet |y [Select Action MO @@l @ @

List Launch Ertry |

Launch Ertry Name  [TADDM APP YIEW ]
Console URL ™ |hitp:/boston.tsc austinam com 8430/cdmiser]

Target Broveser Window  [TADDM ]

OMP Product Name ]
OMP ‘ersion |

Launch Contests for TADDM APP VIEW
Resource Object Name Resource Classification

Include Chid Classifications?
~ E —— o
Details
Resource OjectMame [acTCl |5 Resource Classification, | & Include Child Clas:

Figure 11-3 Specifying a URL

Figure 11-4 through Figure 11-7 on page 311 show the options on the Launch in
Context toolbar.

Launch in Context

| |~ JFine: | | # [5elect Action ] @ @ @ %
Duplicate Launch Entry
Delete Launch Entry

Acd to Bookmarks |

List Launch Ertry

Launch Ertry Mame  [TAD] |Actual Cl - Wiew

Figure 11-4 Select Action

. Launch in Context

|~ Finet | | d# [elect Action |v| B2 a 9

st BRETCHErtEy; [New Launch Entry  CTRL+ALTHI]—

Figure 11-5 New Launch Entry

Launch in Context

[ [ |Fin | | #h [Setect Action >l (3 2| P

List Launch Entry [save Launch Entry  CTRL+ALT4S

Figure 11-6 Save Launch Entry
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Launch in Context

| [ Firat | | §h [Select Action =l ) & I a

List Launch Entry [Clear Changes  CTRL+ALT+C|—

Figure 11-7 Clear Changes

For further information, online help is provided, as shown in Figure 11-8.
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Wore Help

Example
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Figure 11-8 Help for Launch in Context configuration
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11.2 Launch entry URL specifications and parameters

What the user is allowed to see depends on the URL specifications and
parameter settings. To implement a new launch entry, add a URL according to
your requirements.

Start the Launch in Context application from the Start Center by selecting Go
To — System Configuration — IT Infrastructure — Configuration Items or
Actual Configuration Items, as shown in Figure 11-9.

= Launch in Context ‘rgi;rl___ .

¢ |Findt: | |dh [Selectacion | (] ) 2 @ o

List Launch Entry
Launch Ertry Neme  [TADDM &PF VIEW 2 R - nvicetion
ICDnSUIe URL™ |http: fboston tsc.austin ibm com: 9430icdmizer! I
Target Broveser Windowe  |TADDM Zonsale LRL:
OMP Praduct Mame I_ — N - http:,l',l'boston.itjc.austin.ibm.com:9430,|'cdm
OMP wersion | ]

Figure 11-9 Specifying a URL

The URL syntax looks like this:
<Protocol>://<TADDMHostname>:<TADDMPort>/<ContextRoot>/?<queryString>
Where:

Protocol http or hitps
Protocol used on TADDM server

TADDMHostName Host name
Host name of TADDM Domain or ECMDB server

TADDMPort 9430
Port where TADDM server is running on

ContextRoot cdm/servlet/LICServiet
URL prefix

queryString Namei=value1&name2=value2
Syntax

nameValuePairs Name=value
syntax

Separators Between name value pairs ='&’

Between name and value ==’
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Table 11-1 provides a description of the parameters that can appear in the query

string.

Table 11-1 Parameters in query string

Name Description Values
Graph Topology view to be physicalinfrastructure
launched into. applicationinfrastructure
businessapplications
app_software
app_physical
bus_svc_software
bus_svc_physical
collection_relationship
collection_physical
GUID Variable for the General {GUID}
Unique Identifier of {CIGUID}
Configuration ltems.
Target A new product console new
instance is opened or an existing
existing product console is
used.
View Target view. Change History View
days_previous Number of days to go back any integer
for change history from
current day.
console Product console to launch. web
java

The following two tables describe the possible variations of setting these

parameters for TADDM. Table 11-2 on page 314 shows how to Launch in Context
into the TADDM Product Console (Java client) and Table 11-3 on page 315
shows how to Launch in Context into the TADDM Domain Manager (Web client).

Here is an example URL for an Actual Cl launch into Product Console - View
Application Topology:

http://fenway.itsc.austin.ibm.com:9430/cdm/serviet/LICServiet?default.p
ort=9433&default.server=fenway.itsc.austin.ibm.com&graph=applicationinf
rastructure&guid={quid}

Here is an example URL for an Actual CI launch into Web Console - View
Business Applications:
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http://fenway.itsc.austin.ibm.com:9430/cdm/serviet/LICServiet?default.p
ort=9433&default.server=fenway.itsc.austin.ibm.com&console=web&graph=bu
sinessapplications&guid={guid}

Here is an example URL for an Actual CI launch into Product Console - Change
History View:

http://fenway.itsc.austin.ibm.com:9430/cdm/serviet/LICServiet?default.p
ort=9433&default.server=fenway.itsc.austin.ibm.com&guid={guid}&view=cha
ngehistory

Table 11-2 Launch in Context into the TADDM Product Console (Java client)

TADDM view Graph Parameter value GUID Detail
to Launch in required required | panels
Context shown

From TADDM Yes physicalinfrastructure No No
menu:
“Physical
Infrastructure”

From TADDM Yes applicationinfrastructure No No
menu:
“Application
Infrastructure”

From TADDM Yes businessapplications No No
menu:
“Business
Applications”

On No GUID Yes Yes
Component
context menu
“Show
Physical
Infrastructure
and Details”

On Business Yes app_software Yes Yes
Application
“Show
Software
Topology”

On Business Yes app_physical Yes Yes
Application
“Show
Physical
Topology”
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TADDM view
to Launch in
Context

Graph
required

Parameter value

GUID
required

Detail
panels
shown

On Business
Service "Show
Software
Topology"

Yes

bus_svc_software

Yes

Yes

On Business
Service “Show
Physical
Topology”

Yes

bus_svc_physical

Yes

Yes

On Collection
“Show
Relationship
Topology”

Yes

collection_relationship

Yes

Yes

On Collection
“Show
Physical
Topology”

Yes

collection_physical

Yes

Yes

On
Component
“Change
History”

Yes

changehistory

No

Yes

Table 11-3 Launch in Context

into the TADDM Domain Manager (Web client)

TADDM view
to Launch in
Context

Graph
required

Parameter Value

GUID
required

Detail
panel
shown

Configuration
ltems details

No

GUID

Yes

Yes

Physical
Infrastructure

Yes

physicalinfrastructure

No

No

Application
Infrastructure

Yes

applicationinfrastructure

No

No

Business
Applications

Yes

businessapplications

No

No

Change
History

Yes

changehistory

Yes

Yes
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Note: The GUID is not required for the application views, unless details need
to be shown.

11.2.1 Launching the TADDM Product Console within CCMDB V7.1

316

After the TADDM data is loaded into the CCMDB database using the ITIC
adapter, you can launch in context into the TADDM application. All URLs provide
the GUID parameter to show the details window.

At first, TADDM will prompt you to download the confignia.jnlp, which contains
the TADDM Java client, as shown in Figure 11-10.

r *1-8010 &

Description Data Type Alpharumetic Yale Mumeric Valus
COMPUTERSYSTEM_FQDN ALM CRUENE 0,00
E COMPUTERSYSTEM_TYPE ALM phevice 0.00
IFIEDBY MODELOBUECT LA STH st y o000
le Do X

IFIEDTIVE MODELOBUECT _LAST ‘ 2l 1,193,100,
ATIE COMPLITERS Y STEM_SI you wanl to open or save this file? belicl
1P MODELOBJECT _CONTE 000
MODELOBJECT_BIDFL. & Name: confignia. jnip 300
BY MODELOBJECT CREAT =2 Type: ILP File, 3.70 KB 000
AME MODELOBIECT_DISPLY From: fenway itsc,austin,ibm.com ooo

Open | Save

“wihie files from the Intemet can be useful, some fies can potentially
harm your computes, If pou do not trust the source, do not open o

save this file. what's the risk?

Figure 11-10 Prompt for downloading confignia.jnip

Open the file. The TADDM application is started, as shown in Figure 11-11.

Tivoli. Application Dependency Discovery Manager

“opyright (C) 2002, 2006 by IBM Corparsation bokce b

2l Rights Reserved. Java and all Java-based Build: 200710110

irademarks are trademarks by SUN Server: femway tsc.austinbom.com 8433
Microzyetems, Inc. in the Unted States other

counfiries, ar both.
o

é 2 The application iz being synchronized with the

JAVA s |
Figure 11-11 TADDM startup window
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Depending on how long it takes for TADDM to build the topology view, the
pop0-up window shown in Figure 11-12 might appear. Click OK.

I E Thizs operation can take a long time. Do you wwant to continue?

Ok I Cancell

Figure 11-12 Possible pop-up window for slow launch

When single sign-on is set up, the appropriate TADDM view is launched. If no
single sign-on is available, the user is prompted to log in.

Two scenarios are described below:

» Scenario 1: Launch from Actual Cl into TADDM Application view
» Scenario 2: Launch from Actual Cl into TADDM Physical view

Scenario 1: Launch from Actual Cl into TADDM Application
view

Do the following:

1. Start the Launch in Context application from the Start Center by selecting Go
To — System Configuration — IT Infrastructure — Configuration Items
or Actual — Select the designated Configuration Items — Select the CI
from which to launch from — Select Actions — View Actual Cl
Topology — Application, as shown in Figure 11-13 on page 318.
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a Actual Configuration Items - Microsoft Internet Explorer

File  Edit
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Tools  Help
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MODELOBJECT _DISPLAYMAME
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ITh 6.1 Tivoli Enterprise Portal
Creste Authorized Configuration fem

anagement Products

—
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Ph |
Add to Bookmarks ysical

Fun Repotts:

GUID  DTEE198220423
Last Scan Dabe  [10/22/07 £:05 Phl

COMPUTERS Y STEM_MEMORY SIZE

COMPUTERSYSTEM_TYPE
COMPUTERSYSTEM_FQDN

COMPUTERSYSTEM _MANUF ACTURER

COMPUTERSYSTEM_ARCHITECTURE
COMPUTERSYSTEM_SIGNATLRE
MODELOBJECT_CONTEXTIP
COMPUTERSYSTEM_MODEL
MODELOBJECT _CREATEDEY
MODELOBJECT _DISPLAYRAME

Data Type Alphanumeric Yalue
MUMERIC

ALNM ComputerSystem

ALN mu ftzc.austin.bm com|
ALN [=10]

ALM Inte!

ALM 9734 161(0011099687
ALN 934161

ALN -[B2214aU]-

ALM system

ALM mu.itsc. austinibm.com)

Figure 11-13 Starting Launch in Context from the Actual Cl application

2. Enter the Launch in Context Console URL.:

http://fenway.itsc.austin.ibm.com:9430/cdm/serviet/LICServiet?defaul
t.port=9433&default.server=fenway.itsc.austin.ibm.com&graph=applicat
joninfrastructuredguid={guid}

3. The TADDM Application Infrastructure view is shown in Figure 11-14 on
page 319.
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Figure 11-14 TADDM Application Infrastructure view

Scenario 2: Launch from Actual Cl into TADDM Physical view
Do the following:

1. Start the Launch in Context application from the Start Center by selecting Go
To — System Configuration — IT Infrastructure — Configuration Items
or Actual — Select the designated Configuration Items — Select the CI
from which to launch from — Select Actions — View Actual Cl
Topology — Physical. The CCMDB V7.1 view “Physical Topology” is shown
in Figure 11-15 on page 320.
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<2 hctual Configuration Items - Microsoft Internet Explorer

File Edit ‘Yiew Favorites Tools  Help
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Actual Configuration tems
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Classification  [TOPCICLASS | SYS WINDOWS WM iewy Actual C Topology L Business Applicatioﬂ Last S
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Figure 11-15 CCMDB Physical Topology view

2. The Launch in Context Console URL to enter is:

http://boston.itsc.austin.ibm.com:9430/cdm/serviet/LICServiet?defaul
t.port=9433&default.server=boston.itsc.austin.ibm.com&console=web&gr
aph=physicalinfrastructure&guid={guid}

3. The TADDM Physical Infrastructure view is shown in Figure 11-16 on
page 321.

320 Deployment Guide Series: IBM Tivoli CCMDB Overview and Deployment Planning



& Tivoli Application Dependency Discovery Manager - Yersion: Current =] B
File Edit Display Discovery Topology analytics Windows Help
BEEEE oI

Topology.

]

— aaa|E-E|a RN e e

Business Applications

e

Applcstion Infrastructure

i,

Physical Infrastructure

1150 Business Services

9.3.4.0/23 9.3.4.0/24

K] o
R ... o
(] . =
ecovered Componsnte, tems: (B o tecaustiniom com aTndows Computer Systemy ¥ | x| <" @ o
Application Infrastructure =
\ — P SO B
= General oz | Devices Storage P Active Services Irterfaces Software Componerts | Services

E-E appication nrastructure Overs 2] ‘ ‘ o [ L — —

- ntrastructure Sottware HE0E M

i domain name:

- w B ousters re———

Object Type: Windows CompLter

|2 DD web Servers [systern

| 5 JoE Servers Last Modified Time: 102207 20:05 COT

1 Manufacturer: Bt

| #- DD Datshases

H Modet: 5221430)

(B Messagng Servers Serial Humber: KPAMNZE

. #-E other Servers |Architecture: kel

| @ custom servers ICEY Speed: PREHHE

i CPU Type: B Family 15 Model 2

| -0 Manualy Aced Server Stepping 8

=B ntrastructurs Services Humber of Logical CPUs: 2

Memory Size: 382 o6

% [ onsms Services(z)
#- EDNFS Services
% [ LD#P Senvices(3)

£ (2 Windows File Servnislll
»

“

Usemame: | Server. fenway.tec.austinibrm.com9433

Mo G HF @S S [ &1 Applcation Dependenc. . | &1 Actual Configretion .. | B Commancprompt | [BS Tivoli Appiication ... & Jasc Paint Shop Pro - 1. | () ZiMasterbookimages. .. | [« VE 10:14.4m
Figure 11-16 Physical Infrastructure view

11.3 Adding a new Launch in Context into CCMDB V7.1

This section describes step by step how a new launch entry is created for an
external application, in this case, the Tivoli Enterprise Portal of IBM Tivoli
Monitoring V6.1. It is implemented as a Select Action in the Actual Configuration
Items application.

To create a new launch in context entry for users, the following steps are
required:

1. Define a Launch Entry point.

Associate the Launch Entry with a Sigoption.
Modify the Select Action menu.

Allow access for users or groups by defining security.

o~ 0N

Verify the new launch entry.
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Attention: Before you begin, ensure that the application itself can be
launched into by using a URL in a Web browser.

Note: In our example, there is no single sign-on setup for ITM V6.1, so the
user is prompted to log in.

11.3.1 Define a launch entry point

The first step in adding a new launch in context application is to create a new
launch entry point and define the appropriate URL specifications and
parameters. See 11.2, “Launch entry URL specifications and parameters” on
page 312. In this case, these entries specify the standard login for the Tivoli
Enterprise Portal (TEP) of IBM Tivoli Monitoring V6.1. Select Go To — System
Configuration — Platform Configuration — Launch in Context and create a
new Launch in Context entry. Provide the information shown in Figure 11-17 and
save it.

Launch in Context

+ Finck: |l Select Action _J:J d 2@ P

Launch Entry Nate  [ITM 6.1 TEP | IBM Tivol Mortaring
Console URL ™ |ttt ihice 2sc.austinibm com: 19200 cnpikdni
Target Browser VWindow :_u_.se__nle_\.r\j_
OMP Procuct Name  |[8M Trvoll Monitoring
OMP Varzion i

L Pakilt * * e
Resource Object Matme RBesource Classificaton

Figure 11-17 Define the launch entry point

11.3.2 Associate the launch entry with a Signature option

Once the URL specification and parameter setting is accomplished, the launch
entry must be associated with an application so that it becomes visible in the
Maximo Actual CI application. This association is created by a Signature option
(sigoption).
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Do the following:

1. Select Go To — System Configuration — Platform Configuration —
Application Designer, as shown in Figure 11-18.

B

&R @ 6N

r 2 Profile
Administration
Azsets
our system administrator. Change
Financial

Irtegration

Modify Existing Template U8 Update Start Center

Planning

Releaze

i%s

“ Security

o ¥

L]

b

3

b

"

IT Infrastructure L
L]

3

L]

“& Service Desk »
3

£ service Level

System Properties Platform Configuration *

Logging Migration *
Dameins [ s
Datsbase Configuration

Application Designer

Communication Templates

Actions

Raoles

Escalations ‘

Warkilow Designer

Workflowe Administration

Cron Task Setup

E-mail Listeners

Ohject Structures

Weh Services Library

Launch in Corte:t

Figure 11-18 Selecting Application Designer

2. Inthe List tab, select the application where the Launch Entry should be
implemented. In this case, the user should be able to launch the TEP from
within the Actual Configuration Items, as shown in Figure 11-19.

Application Designer

[ [ Finct: | | i [Select Action i) @ 2@ » ™M= E FEE ket
Applications Wiorkspace
Application [acTUALGL | %[

tabroup. .
List Actual Configuration tem Related Actual Configuration tems Cperational Management Products

menubar... # Advanced Search +  ldl Save Guery <+ Bookmarks

[ cEiter:db s (% ¥ iew :
e T .
sdctual € \Description iClazsification iCla

Figure 11-19 Choosing Actual Configuration Items application
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3. Select Go To — Select Action — Add/Modify Signature Options, as shown
in Figure 11-20.

Application Designer P80 To "lidEeports ™ Start Certer & Profile
[ Finet | | (Select Action Miade « » M= T8 Xw7 0
T T Adfarity Signature Options
Addodity Seisct Action Menu
Appication [ACTUALE! * [Actusi Configur]  AMadity Taokar Meny Main Cbject [BCTCH
Menu
Toggle Shaw All Contrals
List Actual Configuration tem Related Messages Honal Managsmernt Products
Dupicate Appication Defintion
menubar... # Advanced Search « @ Save Guery Export System XML
e e e
| imctusicl ‘Descrintion iClassification

Figure 11-20 Add/Modify Signature options

4. Click New Row in the Add/Modify Signature Options, as shown in
Figure 11-21 on page 325.
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p WAPPTORO Application 'ij
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=)

OK | Cancel |

Figure 11-21 Add/Modify Signature options window

5. Provide an option (for example, ITMLE1) and a meaningful description, as
shown in Figure 11-22 on page 326. This description will be the entry shown
in the Select Action menu.
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© . Download |
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Figure 11-22 Specifying the new option

6. Expand the Advanced Signature Option section to insert the appropriate
launch entry point. Click the magnifier and select the launch entry name you
created, as shown in Figure 11-23 on page 327.
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Figure 11-23 Selecting the new option

7. Double click the entry and it will be inserted as the “Launch entry name”, as
shown in Figure 11-24 on page 328.

8. Check the option Associate to launch entry to enable launch in context.

9. Click OK.
10.Save the changes.
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Figure 11-24 Associating the launch entry

11.3.3 Modify the Select Action menu

328

In order to add the launch in context for the Tivoli Enterprise Portal, the newly
created Sigoption has to be added to the Actual Cl application. In this case, the

entry is added to the Select Action menu.
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Do the following

1. Select Go To — System Configuration — Platform Configuration —
Application Designer.

2. Select Select Action — Add/Modify Select Action Menu.
3. Add a row.

4. Provide the entries shown in Figure 11-25 on page 330. The Key Value is the
name in the Sigoption entry. The position number is the relative item position
of the Select Action menu.

Tip: Whenever there is a magnifier, the entries can be selected from that list.

5. Click OK.
6. Save the changes.
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Figure 11-25 Modifying the Select Action menu

11.3.4 Allow access for everybody by defining security

CCMDB V7.1 provides the opportunity to restrict access for users or groups for
certain applications, views, or actions. In this case, we want everybody to be able
to launch the Tivoli Enterprise Portal from the Actual Cl application. In order to do
that, the security must be adjusted.
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Do the following:

1. Select Go To — Security — Security Groups —> EVERYONE —
Applications, as shown in Figure 11-26.
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Figure 11-26 Security groups

Switch to the Applications tab.

In the Applications tab, select the Actual Configuration Items application,
which is the place where the new launch entry should be.

4. In the “Options for the Actual Configuration Items” section, select the Launch
Entry name (refer to Figure 11-20 on page 324).

Check the option Grant Access?.

Click Grant Listed Options for This Application.
Click OK.

Save the changes.

© N o o
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Click the OK button shown in Figure 11-27 to approve the changes.

Grant listed options for Actual Configuration kems for this security group ?

Cancel |

Figure 11-27 Approve the changes

11.3.5 Verify the new launch entry

The new Launch in Context entry will be visible after a new login. Sign out and
sign in to the application. Select Go To — IT Infrastructure — Actual
Configuration Items — Register “Actual Configuration Iltems” — “Select
Action” drop-down menu, as shown in Figure 11-28.

Actual Configur ation tems

[ Fingt: | | & Setect Action vd 21 @ » | &
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Clossification.  TOPCICLASS \AFPDBDE2DEGDAT  View Actual CI Tapalogy ’ Last ScanDafe 1072207 510 PM
Configuration tem View Actusl Cl Change History
= R T e 1 s i AddToBookmarts

Attrioute i gt DstaType  Alohanumeric Vel
»  MODELOBJECT LASTMODIFIEDEY MODELOBJECT_LASTMODFIEDEY ALN system
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» DEZDATABASECONFIGYALLE_MAME DEZDATABASECONFIGY ALUE_NAME ALN DFT_LOADREC_SES
»  MODELOBUECT_CREATEDEY MODELOBJECT_CREATEDBY ALK system
» MODELOBJECT DISPLAYNAME MODELOBJECT_DISPLAYNAME ALMN DFT_LOADREC_SES

Figure 11-28 New Select Action menu
Launch the ITM 6.1 Tivoli Enterprise Portal. The Java applet download is started

in a new browser window and then the user is prompted for the login and the
application is launched.
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12

Reporting

CCMDB V7.1 comes integrated with the Eclipse Foundation's Business
Intelligence Reporting Tool (BIRT). BIRT is an open source reporting system that
integrates with Java/J2EE applications, such as CCMDB V7.1, to produce
reports. BIRT utilizes XML report definitions to generate reports in PDF or HTML
Output. BIRT uses the data from CCMDB V7.1 and manages and displays it to
users in a way that they can immediately take action if necessary. That action
may involve drilling down into reports for a specific problem issue, or an analysis
of the data for the cost for regulatory purposes.

Note: Refer to the ISM Toolbox for a complete list of out-of-the-box reports
IBM ships to you with this product.
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12.1 BIRT architecture

The BIRT architecture is made up of various components, as shown in
Figure 12-1.

CCMDB 7.1 Business Intelligence Reporting Tool (BIRT)

 Report Designer

Designer Engine API

i
BIRT Ligtary
L Files
taflibran

Design Engine

—%signer Engine AP1 /
Rich Client Platform (RCP) - .\

Runtime Engine API
® N ‘s

Web Viewer

Apache Tomcat Server

Eclipse SDK (Software Development Kit)
EMF {Eclipse Modeling Framework)

Charting Engine

b
Figure 12-1 BIRT architecture

» BIRT Report Designer

The BIRT Report Designer is a visual tool provided by Eclipse, as a Rich
Client Platform (RPT) application. The RCP is available as a set of plug-ins
that are installed on an existing Eclipse server or as an all in one package
including Eclipse. This tool makes it easier for developers to design reports. It
has to be downloaded and installed separately. It is not part of the

CCMDB V7.1 installation.

» Design Engine

The Design Engine is responsible for creating and modifying report designs.
The created report design is stored in .rptdesign and .rptlibrary files. The
Design Engine API (DEAPI) performs a wide range of low-level tasks:

— Reads and writes design files.
— Maintains the command history for undo/redo.
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Provides a rich semantic representation of the report design.

Provides meta-data about the Report Object Model.

Performs property value validation.

Notifies the application when the model changes.

BIRT Report Design files are XML files and have the extension .rptdesign.
BIRT Reports can contain single or multiple files. The files are categorized as
either library files or resource files.

BIRT library files are also XML files and have the extension .rptlibrary. BIRT
library files can contain code that is used multiple times for items such as font
type, size, page numbers, and time stamp.

Resource Files contain items such as images or external files. Resource files
can be used by either report design files or library files.

The XML of the BIRT Report details which library files and resource files the
report requires. In the XML file, a flag indicates whether the file is a library file.
Without these files, the BIRT report does not execute.

For further information, refer to the Change and Configuration Management
Database: Report Developer Guide.

Charting Engine

The Charting Engine is used to design and generate charts that are used by
the Design Engine and Report Engine in order to deliver Charts. It contains
chart models and factory classes. The Charting Engine API (CEAPI) allows a
developer to add charting capabilities to their application.

Report Engine

The Report Engine API (REAPI) generates and renders reports from a report
design file. The engine supports the following operations:

— Discover the set of parameters defined for a report.

— Get the default values for parameters.

— Run a report to produce HTML/Paginated HTML or PDF output.
— Fetch an image or chart for a report.

— Export CSV.

— Retrieve TOCs, bookmarks, and so on
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The BIRT Report Engine, as part of CCMDB V7.1, stores its data in the
CCMDB directory, as shown in Figure 12-2.

£2 Conlrol Center ML) - TCFDFAEC [CTGINST1) - MAXDE?T - Tables
-3 Al Systems MName = |§§_c_:h 34| Table spaces | Comments I Index table spaces I Large data
[=-- (77 Al Databazes
=0 Maxpe?t
| BB REFORT MEKIMO  MAXDATS
£ Views ER REFORTAPPAUTH MEKIMO  MAXDATS
] Mlisses BB REFORTAUTH MEKIMO  MAXDATS
£ Micknames B REPORTDEPEND MEKIMO  MAXDATS
&£ Cache Objects B REFORTDESIGN MEKIMO  MAXDATS
7 Triggers B REFORTDS MEKIMO  MAXDATS
(] Sohemas B REPORTDSPARAM MEKIMO  MAXDATS
] Indees EF REFORTLAREL MEKIMO MAXDATE
(7] Table Spaces ER REPORTLOOKUP MAKIMO MAXDATA
[ Ewent Moritors 5 REPORTPARAM MEKIMO MAXDATA
(2] Buffer Poals FR REPORTALUNLOCK MEMO  MAXDATA
(3 Application Dbjects B REPORTRUNPARAM MM MAXDATA
(3 User and Group Dbjects B REPORTRUNGUELE MAKIMO  MAXDATA
ﬁ Federated Database Objects BB REPORTSCHED MEKIMD MAXDATA
“ 0 #ML Schema Repsiton: (<3 B REPORTUSAGELOG MAHIMO MAKDATA .
4 | 0

Figure 12-2 Report Engine directory structure

» Web Viewer

The Web Viewer is optimized for use within Eclipse for the preview operation.
The Viewer performs three distinct operations, of which one is internal and not
visible to your application:

— Creates a frameset based viewer that interacts with the servlet using
AJAX to support more features.

— Given a set of report parameter values, runs a report and returns the
output as either HTML or PDF.

— Retrieves an embedded image, or an image of a chart within the report
(internal operation).

12.2 BIRT reporting process

There are three major tasks that generate BIRT reports:

» Developing: BIRT Report Designer (installed separately)

» Administering: CCMDB V7.1 Report Administration Application
» Running: CCMDB V7.1 Viewer or Run Report Action
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12.2.1 BIRT report development

Before starting report development, the BIRT Report Designer application has to
be installed. The following software is required:

» Eclipse

» BIRT Report Designer

» Graphics-Editor Framework (GEF)
» Eclipse Modeling Framework (EMF)
» Java Software Developer Kit (SDK)
» itext-1.3.jar

Download the BIRT Report Designer component and all its prerequisites at:

http://download.eclipse.org/birt/downloads/
Here you can also find detailed information about how to install the application.

Report development is done in three parts:

» Create a Report Design File .rptdesign (maximo\reports\birt\reports).
» Create a Property File .rptlibrary (maximo\reports\birt\libraries).

» Create / Update reports.xml file (maximo\reports\birt\reports).

With the BIRT Design Engine (Figure 12-3), you can add a rich variety of reports
to your application.

& Java - Eciipse SOK

File Edmt Nowigste Search Project Rum Wndow Help
@ @ B~0-Q- L@~ = @ 8 .. .o e (@)

1% Package Ep % Hienarchy| = E 51|[ 2= Outhine 1 el Weicome

Creating a Rich Client
Application

Create arich client pplication

Create a rich client
it

Figure 12-3 BIRT Design Engine
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Here are the reports you can add:

» Lists: The simplest reports are lists of data. As the lists get longer, you can
group related data together. If your data is numeric, you can easily add totals,
averages, and other summaries.

» Charts: Numeric data is much easier to understand when presented as a
chart. BIRT provides pie, line, and bar charts, and many more. BIRT charts
can be rendered in SVG and support events to allow user interaction.

» Crosstabs: Crosstabs (also called a cross-tabulation or matrix) shows data in
two dimensions.

» Letters and Documents: Notices, form letters, and other textual documents
are can be created with BIRT. Documents can include text, formatting, lists,
charts, and more.

» Compound Reports: Many reports need to combine the above into a single
document.

For further information about how to develop new reports, refer to the following

resources:

> http://www.eclipse.org

» Change and Configuration Management Database: Report Developer Guide

12.2.2 BIRT Report Administration

338

The BIRT Report Administration is integrated into CCMDB V7.1. As the Report
Administrator, you can specify the following for users:

» The availability of reports and how they open, run, and print
» The appearance of report titles and headings
» Report security settings

The following figures provide a short introduction to the Report Administration
application. The look and feel is like all other applications launched from the Start
Center. There are two ways to open the Report Administration application. The
first way is for the initial administration, while the second way can be used when
the reports are already defined:

» Start the Report Administration application from the Start Center by selecting
Go To — Administration — Reporting — Report Administration, as
shown in Figure 12-4 on page 339.
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Figure 12-4 Accessing the Report Administration application through Go To

» Start the Report Administration application from the Start Center by selecting
Reports — Administration —» Reporting — Report Administration, as
shown in Figure 12-5.
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Figure 12-5 Accessing the Report Administration application through the Reports option
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The Report Administration has following tabs:

» List: List of all existing reports (Figure 12-6)

» Reports: Details of a selected report (Figure 12-7)

» Security: Set and view Report and Application Security (Figure 12-8 on

page 341)

» Labels: Change Report Labels and settings, like Label Key and Label Value
(Figure 12-9 on page 341)

[ [ Fine [ | @ Select Action [« (3
List Report Security Laels
i /Fiter @ 0% .| w1-200t82 . Dommioad | /|
Report Fie Name Description Appiication Report Folder
|
actuaici detallrptdesion Actual Cl Detals ACTUALGH acTuaLGl A
actusicl history rptdesian Actusl Cl History AcTuaLal ActuaLa EN
¢l template rpdesion A Template ACTUALCI ACTUALCH &
class hierarchy rptdesion Classification Hisrarchy ASSETCAT ASSETCAT Y
class structiptaesion Classification Detslls AsSETCAT ASSETCAT &
torwardsched_changes ridesion Forward Scheduls of Changss CHANGE CHANGE &
T forwardsched changes rotdesion Forward scheduis of T changes crance CHANGE Y
T _chane progpess history rptdesion IT change histary grouped by progress CHANGE CHANGE &
IT_change final state rotdesian Percertage of IT changes in final state: CHANGE CHANGE &
T_chene by priorty rtsesion Percertage of IT changes in esch priort CHANGE CHANGE EN
T _change by _classification.pdesion IT changes grouped by ehassification CHANGE CHANGE &
IT_chance avq compite by tvpe midesion Average time to complete IT changes, by Crance CHaNGE Y
T_chence process request open by typer Open Change Process Renests, by type CHANGE CHANGE EN
IT_change process requestmidesion Open Change Pracess Recuests in new stat CHANGE CHANGE &
IT_chance taret Clrptdssion 1T chinges sssociated win a CI crance cHanGE Y
T _change impacted Clrptdesisn IT changes mpacting CHANGE CHANGE &
IT _active change progress ridesion Active changss, groupsd by progress CHANGE CHANGE &
T orocess request final states rptssi Open Change Frocess Recqests, by state crance CcHaNGE Y
T _change windiow conflict rptaesian Implertation tasks with change window co CHANGE CHANGE &
ci_attrbute_history rptdesion €1 Attribute History a =] &
[ sSelect Records
Generat Reduest Pages
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Figure 12-7 Report details
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Report Administration
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Figure 12-8 Report security
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Figure 12-9 report labels

For the List tab, the Select Action only offers general administration tasks like:

» View Scheduled Reports
Set Application Security
View Group Security
View Library Files

>
>
>
» Run Reports

Once a specific report is selected, additional Select Action items are available:

Import Report

Import Library File

View Report Dependencies
Add to Bookmark
Duplicate Report

Delete Report

vVVvyVvyYyyypy

The following sections covers the more complex Select Actions in more detail.
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View Scheduled Reports

The View Scheduled Reports dialog box lets you manage scheduled report jobs.
You can view the report load and delete scheduled report jobs as necessary, as
shown in Figure 12-10.

This functionalty sppiies to BIRT Reparts only.

{ ~Fiters imid #ies ¥ Devnined 2=
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Mo rows to disglay..
Cancel

Figure 12-10 View Scheduled Reports

Set Application Security

The Application Security settings let you set group security for all reports in a
selected application. The MAXADMIN group has access to all “out-of-the-box”
reports. You must set up group or report access for each individual application for
new or customized reports, as shown in Figure 12-11.
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Figure 12-11 Report Application Security
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The two different ways of setting security for all reports for an application and for
individual reports are shown in Figure 12-12 on page 343 and Figure 12-13 on
page 344.

Security
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Figure 12-12 Application security settings
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Figure 12-13 Individual security settings

View Group Security

You can manage report security for a group through the Report Administration
application. The MAXADMIN group has access to registered out-of-the-box
reports. You must set up application access for other groups individually, as
shown in Figure 12-14 on page 345.
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Figure 12-14 View Group Security

View Library Files

Use the View Library File action to determine if the libraries you need for a report
already exist in the database, as shown in Figure 12-15.

Library File Mame Description

Does Resource File Exist?

[Maximo System Report Library
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Figure 12-15 View Library Files
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Import Report
You perform this action to add a new report to your database or bring an updated
version of an existing report into your database, as shown in Figure 12-16.

Before you import the report design file, you must import any associated library
files.
This action is available from only the Report tab for the following reasons:

» If the report is new, you use the Report tab to add the report to the Report
Administration application and then import the report to the database.

» If the report already exists, you import the report from the Report tab to be
certain you choose a correct combination of Report Design file and
Application name.

To add multiple design files, use the importreport.cmd command.

= Impart Report

Thiz Functionalty applies to BIRT Reports Only.

Report Design File  |actualci_detail rptoesion | |acTuaLc

Report Description |.ﬂu:tual Cl Details |
Report Dezign File ™ | | Browwese : v

Report Rezource File | Browwese : v

Ck | Cancel |

Figure 12-16 Import Report

Import Library File

Library files contain components that you can use in one or more report designs
to provide consistent behavior and performance. Library files are useful when
many reports use the same component multiple times. Use the Report
Administration application to import a report library file into the database, as
shown in Figure 12-17 on page 347. You import a library file before you import
the corresponding reports. In the Report Resource File field, enter the location of
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any resource files. Resource files contain items such as images or external files.
This field is optional.

=] Impart Library File

This Functionality applies to BIRT Reports Only.

Existing Library File | & |
Library File ™ | | Browss © ©
Report Resource File | | Browse ©  *

Report Mame Description

MaximoSysteml ibrary rptlibrary. MARIG System Report Library.

Cancel |

Figure 12-17 Import Resources

View Report Dependencies

Use the View Report Dependencies action to view the libraries that a report
design file requires. For each report library, you also can view dependent library
files and check for any resource files.You view report dependencies for BIRT
reports, as shown in Figure 12-18.

Report Design File  [actusici_detail rptdesign | Apphame |[acTUALCI

All Library Files
Library File Dezcription Does Resource File Exist?

. Mo roves to éisplay...

=

Figure 12-18 View Report Dependencies
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Duplicate Report
Among the reasons for duplicating a report are:

» You create a cloned application. You duplicate the report and save the
duplicate to the cloned application.

» You want to register (add) a report to multiple related applications. You
duplicate the report and save it to the related applications.

Delete Report

When you delete a report, you remove the report and its associated files from the
database. You also remove any scheduled activities for the report.

12.2.3 BIRT Configure Reports

In the Report tab, there are several options to configure a report. Those with an
(*) Asterisk are required parameters (see Figure 12-19).

| i [Select Action

MO d @ @ »

| [Actusl &I Detais Appication  [ACTUALGL |

Repart Foker * [sCTUIALG

Browser View? [ |
o

Parameter Name Atribute Name Seauence Display Name

i

Figure 12-19 Report configuration

The fields are described as follows:

Report Type BIRT, Crystal, or Custom. By determining the report type
and settings, you register that report in the CCMDB V7.1
database.

Limit Records The action limits the number of records against which an

user can run a report. It prevents users from executing
large queries, which can cause negative performance
impacts. Use the Report Administration application to set
record restrictions on reports. This feature applies to only
reports without parameters. This parameter goes along
with the Max Record Limit.

Use Where Clause? Enables Current /Selected plus User Inputted parameters.
No Request Page Disables the Request Page for Database Updates.
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Priority

The numeric field used in the report queuing process.

Browser View and Browser View Location

The Browser View feature lets you create a shortcut. With
the shortcut, the user can click an icon once in the
application toolbar to open a report directly in the browser.
When Browser View is checked, enter a value other than
None in the Browser View Location field. This field
determines the application tabs that have an active
Browser View icon. The following options are available:

All: The Browser View icon is available on all tabs for the
selected application.

List: The Browser View icon is only available on the List
tab for the selected application.

Main: The Browser View icon is available on all tabs,
except for the List tab.

None: The Browser View icon does not appear in the
selected application. None is the default.

Click Save Report to apply the changes.

Direct Print and Direct Print Location

The Direct Print feature lets you create a shortcut so a
user can click an icon once in the application toolbar to
print the report. The configuration is the same as for
Browser View Location.

Direct Print with Attachments and Direct Print with Attachments Location

The Direct Print with Attached Documents feature lets
you create a shortcut so an user can click an application
icon once (and select Yes in a message dialog box) to
print the report and any associated attached documents.
The configuration is the same as for Browser View
Location.

Generate Request Page

Click Generate Request Page if you have not previously
configured the report for Browser View. This option is
available for all reports or at individual report level.
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Preview Report You can check for the following items:

The correct parameters, if any, appear to the user on the
request page.

The generated report opens with the correct data and
format.

The Request Page dialog box opens. The parameters that
appear depend on the report that you select.

Enter values in any required fields. Required fields have
an orange asterisk (*) next to them.

Figure 12-20 shows these fields.

.. Report Administration oo MR To Heports M StatCenter & FProfie ™ SonOut 7 Help
e
|5 Fina: | | #h select Action wlf) @ 2 @ @
0 Security Labels B
Feport File Mame ‘sla retoesign BLA Lis N ] Application ‘Sﬂ :,

Report T\n:na"’E BIRT el Report Folder e ‘SLA |
Limit Records? [ Browser View? [/] Browser View Location ® [alL |2
Max RecordLimt [ | Direct Frint? | | Dircct Print Location ™ NONE____| &
Use here Clause? [ Direct Print with Sttachmerts? || Direct Prict with Attachments Location * MONE |2

Mo Request Page? || Toolkar Secuence |_ 1
Pricrity I:I
Generate Request Page ] [ Preview
[ e powneay (2
Parameter Mame Mne Mame Sequence * Display Mame Required?

Mo rowes to dizplay .

Figure 12-20 Report parameters

12.2.4 BIRT Run Reports

Follow these instructions to run a report. After you run a report, you have the
options to print, export data, and toggle the table of contents.

1. Open the Reports dialog box through one of the following methods:
— From the Reports Menu in the application toolbar, select an application.

— From the Select Action menu, select Run Reports. The On Demand
Reports tab opens. The Reports to Run table window lists the available
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reports for the application. Click the report that you want to run, as shown
in Figure 12-21.

Fm I:IM Select Action E J | {:5 | é

Ut | Configurstiontem  Related G

B Advanced Sesrch + dl Save Query ¥ Bookmarks

L e ) bt 15
Conficuration tem On Demand Reports Scheduling Status Staug
e / = T T ~
g [Repartsto fun ™ SLITRT Y SRERE R LR T - 3
[ Select Records Gesortin
(Cl Attribute History
(| Detals

| Relationship Histary

Figure 12-21 Selecting the report to run

— Select the report you want to see, for example, Cl Details. Enter any
required parameters in the Request Page dialog box, as shown in
Figure 12-22 on page 352.

Note: Depending on what application you are in and whether the records are
limited, you might not be able to run a report. In order to limit the request, go to
a specific record and run the report again.
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%3 Fillinthe fields in the Parameters section below and select the Submit button to run the report. If
no parameters are displayed, the report will execute against the currentfzelected record set.
Optionally, fill out the Schedule and Email Sections to schedule report run times and receive the
zcheduled report via email.

Schedule o
f* Immediate

{ At thiz Time | B

i~ Recurring | | ol

Ta | | o
Subject | |
Comimnerts

‘Submit Cancel

Figure 12-22 Run request

— Click Submit to run the report. The report opens in your browser, as
shown in Figure 12-23 on page 353.
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‘A BIRT Report Viewer - Microsoft Internet Explorer i ) lof x|
File Edt View Favortes Tools  Help ‘ -
@ Back = () - |ﬂ @ ;\l | /,_" Search \;t( Favorites <) ‘ 63~ 77
Address I@j hitkp:  frawiksc, austin,ibrn, comn/maximafreport rptdesignfappnam
Reporting
Page 1 of 28
CI Details
GRUENE~1482:
Classfication jnull\Top CT Classification Ttem Set] Status [I
Asset Service: CI Location
CL. Service Group:| Site
Ttemn Artual CI GRUENE~1492 Crganization
Attributes
Attributes Description ALN Value W
MODELORBJECT BIDIFLAG MODELORBJECT BIDIFLAG 3
MODELOBIECT LASTMODIFIEDTIME MODELOBJIECT LASTMODIFIEDTIME 1
COMPUTERSYSTEM_SIGNATURE COMPUTERSYSTEM _SIGINATURE 9.3.4.193
MODELOBIECT CONTEXTIF MODELOBIECT CONTEXTIF 9.3.4.193
COMPUTERSYSTEM _FQDI COMPUTERSYSTEM FQDIN GRUENE
MODELOBJIECT DISPLAYINAME MODELOBJIECT DISFLAYINAME GRUENE
COMPUTERSYSTEM _TYPE COMPUTERSYSTEM_TYPE IpDevice
COMPUTERSYSTEM ARCHITECTURE COMPUTERSYSTEM _ARCHITECTURE intel
MODELORBJECT CREATEDBY MODELOBJECT CEEATEDBY system
MODELOBJIECT LASTMODIFIEDET MODELOBJIECT LASTMODIFIEDET system
COMPUTERSYSTEM_ASSETID COMPUTERSYSTEM_ASSETID
COMPUTERSYSTEM_ASSETTAG COMPUTERSYSTEM_ASSETTAG
COMPUTERSYSTEM AUTOSTART COMPUTERSYSTEM AUTOSTART
COMPUTERSYSTEM CDFDEVICEID COMPUTERSYSTEM _CDPDEVICEID
COMPUTERSYSTEM_CICATEGORY COMPUTERSYSTEM_CICATEGORY
COMPUTERSYSTEM_CONFIGLASTUPDATE COMPUTEESYSTEM_CONFIGLASTUPDATE
COMPUTERSYSTEM CPUCORESENABLED COMPUTERSYSTEM _CPUCORESENABLED
q IK"('\\A'DTTTT'RQVQTT\J METT O RESTRSTATT FTh CORAPTTTER AV ETEW ("'DTTK"('\'PFQ'W\TQTATIT N _;ldj
@ b T B

Figure 12-23 Sample report

2. On the Reporting toolbar shown in Figure 12-24 on page 354, perform any of
the following actions:

— Click the Print Report as PDF icon to print the report.
— Click the Export Data icon to export the data in .CSV format.

— Click the Toggle table of contents icon to see the table of contents for
your report. The report you select determines the table of contents.
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Reporting

Page | | of28 1@ @ Gl 2 Gl

ZI Dietails
FEUENE~1452:

Figure 12-24 Available actions on report toolbar

To improve performance and to reduce load on the database server during

working hours, it is possible to schedule report runs. Scheduled reports are then
e-mailed when completed (see Figure 12-25). The e-mail can be sent to a single
user or a group, including subject and comments. The report is e-mailed in PDF

format.
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8 R

T % Fillinthe fields in the Perameters section kelow and select the Submit button to run the report. |
o parameters are displayed, the report wil execuie aganstthe currertselected record set
Optioneily, fill out the Schedule snd Emal Sections 1o scheete report run tmes s eceive the
seheduled report via emeil,
Configuration fe: Stalus
gruene
GRUENE~1452

[ Select Recor

HOT READY

€ Immeciate:
& Reeurfing [se(ECTED |+

Sclect Schodul
Select & date nterval ancl then Preview to seethe dates

Ta [omotyacin @us lbm com 1o
pctgedm @ Preview

Subject
s | [Com [ ore, onminse Ose o (BP0 2]
J Coevery [ ] dayls), attime Hetlaag
@ every® wok(ss, oncy “Tuzedzy ] attine” 120407 300 P
oy ] et EE
 onthe [Gundey — v[ortne montn, attime [ | m/ﬁn/g;gngnm
1122008 3:00 P

1729108 .00 P 2

oK Cancel

Figure 12-25 E-mailing reports

12.2.5 BIRT Report examples

CCMDB V7.1 comes with several out-of-the-box reports. Here are some report
examples.

Job Plan List
Job Plan list, where you can drill down into further reports, as shown in
Figure 12-26 on page 355.
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27 BIRT Report Viewer - Micrasoft Internet Explorer [=JEd
File Edit View Favorites Tools Help A

eﬂada - \) B @ (h /'Dsaarm *Faunntes e B- \;, = |_J ﬁi

{ Address @hmﬂf tdemo2.austin.ibm. freport?_repor

=jobplan.rr ame =JOBPLANS_ 1 1194288928343 M =

Description Duration Organization
Application Request 0:00
Audit Cls ao

Audit Cls Phase 2

0
0
Automatic Transmission Service 3:00 EAGLENA
Assessment 0:00
Approval 0:00
Schedule 0:00
Implement the Change. 0:00
Post Implementation Review 0:00
Business Assessment 0:00
Technical Assessment 0:00
JZEE Implementation 0:00
Standard Change JobPlan 0:00
Pre-Approved Jobblan 0:00
J2EE Application JobPlan 0:00
ENGINE SERVICE - SPF343 DECK 3:00 EAGLENA
BC Inspaction 100 EAGLENA
General Inspaction of Major Subsystams 3:00 EAGLENA
INS1002 Firs Extinguisher Inzpsction 0:00 EAGLENA
INS11200 HUAC System Inzpaction 2:30 EAGLENA
INS11300 Reciprocating Compressar Inspaction 3:00 EAGLENA
IN511460 Burner Gas Fired Inspaction 3:00 EAGLENA
IN512100 1:00
IN512200 1:00
INS13141 PKG Machin, Elevator & Drainpan Inspaction 3:00 EAGLENA
INS15210 Inspect and Adjust Westinghouse Overcurrent Relay 1:00

Figure 12-26 Job plan list report

Job Detail Plan

See Figure 12-27 for an example of a Job Detail Plan report.

E BIRT Report Viewer - Microsoft Internet Explorer = (=) E

Fle Edit View Favorites Tools Help ]

Q- © - [¥] B G| O seae Frrawis &) (-
a

fextdemo2.austin.ibm. com:90 i ort?__report=jobplan_print.rptdesign jprum %30 %27CHG-F2%278_over| ¥ | [ 6o

Job Plan Details

CHG-F2: Approval

Owner:
Group Own:
Labor Group:

Type:|ACTIVITY

Default?
ACTIVITY N
Job Plan Tasks
Task 1D Description Nested Job Plan Meter Name Owner c

10 Financial Approval
20 Business Approval
30 Security Approval
40 Targst Approval
50 Impacted CI Approval
€0 Update Change Progress to Approved

Hovember 5, 2007 12:57:45 PM CST

Figure 12-27 Job Detail Plan report
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Service Level Exceptions
Figure 12-28 is an example of a Service Level Exceptions report.

Tivoli
Service Level Exception
SLA: 300 Dascription: [T Geseric #1 - kesoend i 30 ming,, Reslve in 2 bra.
Applies To: viognT Type: cusTomin
Status: acrive Vendor:
Service Group: IY Organization: EAGLENA
Service: Site: seoroan
Date From: Date To:
# of Times SLA Applied within Time
Frame ol Met 8ol wers Vislated o of Campliance W of Visdatians
3 3 [ 11T 6.67%
Contact Resporse Resolution
w Description Type Status Classification Violation Wiolation iskation
1049 Failure when conaacting to Moon Server INCIDENT RESOLVED End User Issue | Network | Connection L)
1080 Erves when trying 1o loga 1o the natwark INCIDENT RESOLVED Ed Uner lsaus | Wstworl | Cannection N
1051 Erior massage: Can't logm 1o the netwark INEIDENT RESOLVED End User Issue |\ Netwark | Connection N ¥ ¥
Comtmt
n Bescription Statis Classification Torget Response Actusl Responss Dalts
1049 Failure wien conaecting to Moon Server RESOLVED End User lszue \ Metwork | Connection 10/6/04 12:55:-50 PM. 10,604 2:45:00 PH 1:48
1050 Erras whan trying ta logm 1o the netwark RESOLVED End User lszus |\ Metwork | Comnection  30/8/4  L1:ST:30 P 10/B/04  4:30:00 M m
— M8 Grrormesege: Con'tlogn to the netwerk _ AESOLVED — SndUserleeus | Metwork | Comnection_ 10/0/04  S2:S02 M I 2i20:00 M 142
Comtmt
o statn Tarpes Resoiution Actusi Ressiution Osita
,,l?.,’, = l!mwhm}ﬂw“ x uﬁpwm ,‘,"‘“"""",!!"‘!’,‘,""“'",'ﬁ"‘ ,'!f“", ,J, ;S)Slﬂ - l!ﬂﬁ'ﬂ - !Ii?:p' ‘,:?
1050 Erver when trying to logis 1o the natwork RESOLVED End User lszus | Metwork | Connection  10/64H TI7:00 M 10/6/04 8:45:00 PR 618
1058 Error massage: Cant lows 1o the netwark RESOLVED G0 User Bosus |\ Metwork | Connaction  S0/B/M 2282 PM 10/ 11800 PH war
September 13, 2007 1:44:35 PM EDT 1/2

Figure 12-28 Service Level exception report

Release by Classification
Figure 12-29 on page 357 shows a Releases by Classification report.
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=555

Releases by Classification

Schadubed Start: From 17108 Schadubed Finish Prom 1/1/08
To 17108 To 11708

Actusl Starts From 17108 Actusd Finishs Prom 171408
To 17108 To 171708

25% 258 W 1102

11085

1187

1191

25% : 25%

| Omatontd ez Bl e\ Softms \ Oyt e L A W
Ratmmen Doscription Status Typs Priority Schedulad Start Schadulad Firish Actusl Start Actual Firiel|
Al (AL03) M5 Office (Emergency Security Fatch) agse LY 1 8/08 10723704 11708 1072004
Ald (A10) M5 Vista O (Licensa Update) oLoSE DELTA 100 W2/08 L1/07 /1708 16
A108 (A10%) MS Office (Sie Rollout) cose G 000 /08 17/ 41304 w124
AL1S ADX Lab aose LTS 1 11/29/06 41907 124408 4

September 29, 2007 3:13:01 #M COT 1/4

Figure 12-29 Releases by Classification report

12.2.6 BIRT manage reports

CCMDB V7.1 also provides the ability to monitor the usage and execution of
BIRT reports. It shows what reports are used, how much time the execution took,
whether the report was scheduled, and if it ran successfully.

Start the Report Administration application from the Start Center by selecting
Reports — Administration — Reporting — Report Administration — Select
Action —» Run Reports — Report Usage.
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Figure 12-30 shows what the report looks like.

Page [1 of 1 94 @ 5 3
‘l\‘
Tivoli
Report Usage
Report Name: Forward schedule of IT changes
Application: CHANGE File Name: IT_forwardsched_changes.rptdesign
Start Date End Date Run Time User Application Scheduled? Success?
11/5/07 12:50:20 PM 11/5/07 12:50:35 PM 0:15 MAXADMIN CHANGE 1] Y
Report Name: €I Relationship History
Application: I File Name: cirelationship_history.rptdesign
Start Date End Date Run Time User Application Scheduled? Success?
11/5/07 1:22:12 PM 11/5/07 1:22:14 PM 0:02 MAXADMIN Cl M Y
Report Name: Job Plan Details
Application: JOBPLAN File Name: jobplan_print.rptdesign
Start Date End Date Run Time User Application Scheduled? Success?
11/5/07 12:57:38 PM 11/5/07 12:57:51 PM 0:13 MAXADMIN JOBPLAN N Y
Report Name: Job Plan List
Application: JOBPLAN File Name: jobplan.rptdesign
Start Date End Date Run Time User Application Scheduled? Success?
11/5/07 12:57:27 PM 11/5/07 12:57:28 PM 0:01 MAXADMIN JOBPLAN )
11/5/07 12:55:31 PM 11/5/07 12:55:37 PM 0:06 MAXADMIN JOBPLAN 1] 54
Report Name: Cost by Location
Application: LOCATION File Name: asset_maintcost_tbl.rptdesign
Start Date End Date Application Scheduled? Success?
11/5/07  1:02:47 PM LOCATION [ X,
LOCATION ] Y
asepti e o
[l | 2]

Figure 12-30 Report Usage report

12.2.7 BIRT report queue

The report queuing function limits the number of jobs that can be executed at any
given time. Reports Jobs concurrently processed is configurable by the client.
This helps distribute load on the server due to reports, and reduces the amount
of wait time for report users who benefit from better performance.

12.2.8 BIRT report localization

In order to set up a reporting language other than English, you must enable
reports for localization.
Two specific actions are required for CCMDB V7.1 BIRT reports:

» Both the language and the locale for the user must be set. They can be set in
the User's Default Profile Information, or in the User’s Application.

» The request pages for each of the languages required by a client need to be
generated in the report admin app for each of these different languages.

358  Deployment Guide Series: IBM Tivoli CCMDB Overview and Deployment Planning



Client needs a report in English, Spanish, and Italian.

Here is an example of report localization. The locale is set to English, as shown
in Figure 12-31.

B Default nformation o= i S (]
User [WILSON [Mike Wison E]
Defauk nsert Ske | BEDFORD # |Bedford MA Sie of EAGLE khc. North America 2]

Use Defaull insert Site as a Display Filter? |+

.Sloreroom Slte !-or S-;l;..s.er.nce Reeu:s-lt.'-o.ns BEDFORD , 1 Bedford HA.Ste of EAGLE ‘nc.. N-urth America _J
Defaul Storeroom for Self-Service Requisttions > |
Language |EN # |Englsh
Locale [en_US 4 [English (United States)
Time Zone F e
3

Figure 12-31 Setting report administrator’s locale

Do the following:

1. Access Report Admin, and generate the request page XML in English.

2. Sign out, sign back in, and changes the locale to Spanish.

3. Access Report Admin and generate the report request pages in Spanish.

4. Sign out, sign back in, changes the locale to Italian, and generate the report
request pages in ltalian.

The request pages would then be available in all three languages: English,
Spanish, and ltalian.

For further information, refer to the Change and Configuration Management
Database: Report Developer Guide.

12.3 BO Crystal Reports Xl Integration (BOC)

The integration of to the Business Objects XI Product Suite enables clients to
execute BO/Crystal Reports from within CCMDB V7.1. This integration will be
referred to as the BOC Integration. The user does not need to install any Crystal
Client tools, and modifications to application specific CCMBD V7.1 files are not
required. BOC reports will be deployed as a separate .war file that will be
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deployed on the Business Objects Enterprise Server. Its main components
include the CCMDB V7.1 Crystal Integration, and the Crystal APl and Viewer
Libraries.

This section covers the following topics:

Requirements

Integration with CCMBD V7.1

Report development

Report administration

Security

Example windows

Report functionality not enabled/supported

vVVvyYVYyvVvYYvYYyvYYyYyY

12.3.1 Requirements

A report server is required for this integration. The two server components that
are supported are either BusinessObjects Enterprise Xl or Crystal Reports
Server XI.

When BusinessObjects Enterprise Xl is used as the server component, Crystal
Reports Xl is also required for report design. Crystal Reports Server Xl includes
one report designer license.

An application server separate from the Maximo application server is required.
The integration component runs as a Web application on this server, as do
several Business Objects applications. Both BusinessObjects Xl server products
include an optional install of Tomcat, and we recommend that this be used for the
integration. However, other application servers are supported by Business
Objects.

Note:

» The integration is developed exclusively for BusinessObjects XI Release 2.
No other versions of BOC will be developed or tested.

» The Business Objects XI Release 2 Version is required due to support for
Java 1.5.

» IBM will not provide any BOC Licenses with Version 7. Clients are
responsible for the purchase and maintenance of their own BOC Licenses.
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12.3.2 Integration with CCMDB V7.1

Users will access BOC Reports in the same way that they access other reports
within CCMDB. This is by:

» Selecting the Run Report action within an application (Figure 12-32).

=2 Purchase Orders

| g | #8 [Select Action B @82 @ 15t

Lst | PO | POLnes Ship To/ Bill To Terms and Condiions

I

tus Date  |7/19/96 2:45 P ]

tred Date  |7/19/96 12:00 AM ]
fred Date [7/31/96 1200 A1 |8

.up Date e

dor Date  (7r31/96 ]

eo [1004 | [tnch D Copper Tubing

PO Status Detais
Company |ATI
Address (30 Ma -Canoel

City [someRwEET
StatefProvince  [MA
ZIFiPostal Code 02144

Contact [BRIAN ARENA el
Customer # [SC2243 |
Phone m‘m‘

Figure 12-32 Selecting a report through the application

» Through the Reports menu (Figure 12-33).
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Figure 12-33 Selecting a report through the Report menu
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A listing of available BOC Reports will then be visible in the Run Report sub-tab
of the Reporting Window.

Once the user submits his report request, the BOC Report will be displayed in a
BOC browser session.

The integration will execute against BOC Reports that use either
Current/Selected/All Parameters or Bound parameters.

12.3.3 Report development

For the CCMDB V7.1 integration, the BOC Reports must be developed using the
Command Table Functionality in the Crystal Report Designer.

Important: Specifically, the Business Object/Crystal Report used in the
Maximo 6 Integration must only contain a single command table.

If you try to use both command tables with a combination of database tables,
the report will fail because CCMDB V7.1 only updates the database
connection for one command table.

Additionally, Business Objects/Crystal Reports does not recommend using
command tables in combination with database tables. This is a Business
Objects/Crystal Issue, and leads to report performance being slower than
expected.

The report performance is slower than expected because command objects have
custom SQL statements. When a command object is linked to a table or is linked
to another command object, two separate SQL statements are executed on the
server. However, the linking is not done on the server.

All the records from both SQL statements are returned to the Crystal Reports
Designer. In addition, the join between the command object and tables or the join
between the two command objects is performed locally in the Report Designer.
These behaviors affect the performance of the report.

To improve the report performance, do not generate a link between the command
objects and the tables in Crystal Reports. Instead, use one of the following
methods:

» Modify the command object to use the table within its custom SQL Statement.

» Create a stored procedure that creates a link between multiple SQL
Statements on the server and then returns a single result set to Crystal
Reports.
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12.3.4 Report administration

BOC Reports must be registered to the CCMDB V7.1 database using the Report
Administration Application:

» Areport type of CRYSTAL is used to identify the Crystal Reports in the
Database.

» After registering the BOC Report, the Administrator must use the Create XML
functionality to generate the report's Request page.

After registering the report and creating the XML, the security for the report must
be set. More details on this are shown in 12.3.5, “Security” on page 363.

12.3.5 Security

There are three levels of Report Security:

» Does the user have access to Run Reports? (Set in the Security Groups
Application for each specific application.)

» What specific reports can the user run? (Set in the Report Administration
Application.)

» Once the user runs the report, what data will he see? (Passed through the
Report Where Clause to Crystal. The report Where Clause includes the
Maximo MBO set for security, so whatever the person sees in Maximo, he
should see in the report.)

All three Security Levels can be applied to the CCMDB V7.1 BOC Integration.
Security Level, that is, what specific reports the user can run, is a new feature for
BOC Reports in CCMDB V7.1. This security feature can be set at either the
individual report level or at the application level. Prior to this release, all users
would have access to all BOC Reports.
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To set report security at the report level, access the report in Report Admin. Click
the Security tab, and select the Security Group that can run that specific report.
Only those Security Groups who have Run Report access to the application will
be available for selection. See Figure 12-34.

v Fin: | |y [Setect Action Y d 2 @ @

Ligl Repon Labeis
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Greup” [FURCHASING |+ Descriphon [Purchasing

Sodaie eien-deie

WAKADMN

Figure 12-34 Selecting security groups

To set report security at the application level (meaning the security group can see
ALL reports registered to that specific application), access Report Admin. From
the Action Menu, click Set Application Security. Select the application, and then
choose the Security Group that should have access. Please note that you can
grant report application security to all report types, or just to specific report types
like BIRT or Crystal, as shown in Figure 12-35 on page 365.
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Figure 12-35 Setting reporting application security

Run BOC Report from the On Demand Reports sub-tab in CCMDB V7.1, as
shown in Figure 12-36.
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Figure 12-36  On Demand reports sub-tab
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When a user selects Crystal Report, a Request Page appears. This is where the
user would enter any desired parameter values. See Figure 12-37.
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Figure 12-37 Entering report parameters
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An example of a CCMDB V7.1 BOC Report Displayed in the BOC Browser is
shown in Figure 12-38.

W 0 4 » W1 | /2 [Main Report v M 35 [100% [v] @  pusinessonects

Job Plan List

Job Plan Description Duration Priority Drganization Site

utomatic Transmission Service
ENGINE SERVICE - SPF343 DECK

ENGSERY EAGLENA
INS-PC
-SU:
INS1002
511200
NS11300
N_

INS12100

NS13141
1515210

EAGLENA
EAGLENA

EEDFORD

P11430
JP11430,

181230
P11 Faedar System Servics EECFORD
IP13140 Canveyor Belt 12 Month Service BEDFORD

PL.
1P13144

BEDFORD

F PING
Exionl Cait CherTeS

GM Electrical Cart Overhaul
Erocessi

e
1P900S

EAGLENA

E L BeDroRD
EAGLENA

Elevator fail fix e
EEDFORD

Chain Guide Fix

Tuesday, Octaber 02, 2007 Page 1 of 2

Figure 12-38 Example of BOC report
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Important:

>

A client may want to use the out-of-the-box V7 BIRT Reports, but develop
their own custom reports in BOC. This configuration is supported, but we
strongly recommend that the Application Server, Database, and Report
Server, each have an individual server.

All development for the BOC Integration was done on a Processor Based
License, which has led to the development of reports under one named
user. Optional Crystal Licenses are available, including Named User
Licenses. The client must manage any licensing conflicts they encounter
directly with BOC.

DB2, Oracle, and SQL Server Databases are supported in this integration.
DB2 and SQL Server reports will use an ODBC Connection, while Oracle
reports will use a Native Oracle Connection.

Bound parameters can be used. Bound parameters are parameters with
equivalent fields or relationships in the Maximo databases. By using the
attribute field lookup in the Report Administration Application, you can
easily tell if parameters are bound or not.

Unbound parameters, that is, those that do not have relationships with the
Maximo database, are not supported for the BOC Integration.

For best performance, IBM recommends that your configuration contain
dedicated servers for the CCMDB V7.1 Application Server,
BusinessObijects Enterprise Server, and Database Server.

Business Objects/Crystal is replaced by BIRT as the embedded reporting
tool in CCMDB V7.1 and future releases.

CCMDB V7.1 runs on an open database systems (Oracle/ MS SQL
Server), and customers can run their reporting tool of choice directly
against the CCMDB V7.1 database.

12.3.6 Report functions not supported

Table 12-1 on page 369 details the report functions that are not enabled or
supported with the BOC integration.
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Table 12-1 BOC features not enabled or supported

Feature

Description

Licensing

IBM does not include a
BusinessObjects/Crystal License.

Multi Server Configurations

IBM will not support configurations of
multiple servers to one BO Enterprise
Server.

Report Browser

No customization of the Report Browser
will be done to mimic the Ul and
functionality of the V7 Release. The
BO/Crystal Browser will display as it is
delivered from BO/Crystal.

Hyperlinks

Report hyperlinks from one BOC Report
to another.

Table 12-2 details the report functions that are not enabled or supported with the

CCMDB V7.1 integration.

Table 12-2 CCMDB V7.1 reporting functions not enabled or supported

Feature

Description

CCMDB V7.1 Out-of-the-Box Reports

The CCMDB V7.1 Out-of-the-Box reports
developed in BIRT will not be rewritten in
BOC. However, the Job Plan List will be
delivered in BOC for testing purposes.

View Reports

Previously executed BOC reports are not
retained, and will not be available for
display in CCMDB V7.1.

Schedule Reports

Scheduling of BOC Reports through the
Report Request Page. This functionality is
hidden for BOC Report Types.

E-mail Reports

E-mailing of BOC Reports through the
Report Request Page. This functionality is
hidden for BOC Report Types.

Unbound Parameter Reports

An unbound parameter is a parameter that
has no relationship to the application's
main table or maxrelationships.

Quick Toolbar Access

Direct Access to BOC Reports from the
toolbar in Maximo applications.

Print Attached Documents

Not enabled for BOC Reports.
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Feature Description

Report Label Features The visibility and ability to update report
titles and labels through Report Admin is
not available.

Report Limits Configurable record limits are not enabled

for BOC Reports.

Priorities Administrators can input values for
priorities for BOC Reports. However, the
V7 Integration will not use this
functionality; it will be up to the client to
extend this functionality if needed.

12.4 External Report Integration (ERI)

External Reporting Integration enables the user to pass the CCMDB V7.1 Where
Clause (or current/selected/all record set) to an External Reporting System
without leaving CCMDB V7.1. Additionally, any number of report parameters can
be passed, with or without the Where Clause, to an external report system.

This function is referred to as External Report Integration (ERI.) It is very similar
to the BusinessObjects Crystal Reports XI Integration, except it is more flexible in
that it is Report System and Report Version independent.

Note: CCMDB V7.1 runs on an open database system (DB2, Oracle, or MS
SQL Server). Customers can bypass this integration, and run their reporting
tool of choice directly against the CCMDB V7.1 database.

This section covers the following topics:

Requirements of ERI

Enabling the ERI

Registering and running ERI reports
Report Admin App

Parameters

Security

Report functionality not supported

vVVvyVvYyVvYYvYyYYyvyy
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12.4.1 Requirements of ERI

The External Report Server must provide a Web-based interface. Maximo will
send required report-related information through an HTML form post to the URL
specified in the Maximo System Properties. There must be a Web application
running at that URL that can receive the information, process it accordingly, and
communicate with the Report Server in order to execute a report.

Note: IBM will not provide any additional external Reporting System Licenses
with CCMDB V7.1. Clients are responsible for the purchase and maintenance
of their own External Report System licenses.

Note: IBM will not support issues with External Reporting Systems related to
the setup or maintenance of the Report Server, report development, or
debugging.

12.4.2 Enabling the ERI

There are three components to consider for enabling CCMDB V7.1 to integrate
with your selected Reporting System:

» System Properties
» customreport.jsp
» Password Encryption

System Properties

First, access the System Properties Application. In the Global Properties table,
select New Row and enter the two Property Values shown below. Leave the
default values except where specified:

Property Name mxe.report.custom.serverURL.
Description URL of the custom reporting application.

Global Value
http://<maximoserver>:<port>/maximo/webclient/utility/cu
stomreport.jsp.

Global Only True (checked). The Global Value above can be used to
run the provided sample integration JSP™ (described
below). Normally, this would be the URL where the
integration to the external report server is located.

Property Name mxe.report.custom. rptServerLogonPass.
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Description Password used for logging on to the external report server
administration tool.

Global Value <enter Password>.
Encrypted True (checked).
Global Only True (checked).

Second, depending on your External Reporting System, you may need to pass
additional property values from CCMDB V7.1. To do this, you can add more
property settings in the System Properties Application.

For example, assume a root folder name for the External Reporting System must
be passed. This new property value must be added with the prefix
mxe.report.custom so it is picked up by CCMDB V7.1.

Therefore, the new property value would be:

Property Name: mxe.report.custom. rootFolder
Description: Root folder for external report server
Global Value: maxreports

Global Only: True (checked)

vyvyyy

Any additional properties having names beginning with mxe.report.custom will be
passed as parameters to the external report server. The parameter name will be
the word “custom” prepended to the last segment of the property name. In this
example, the property above would have a parameter name of customrootFolder.
See the sample integration JSP in “customreport.jsp” on page 372 for more
information.

After the property values have been entered, and you have verified that the
information is correct, save the values.

You must restart Maximo for these changes to take effect.

customreport.jsp

Next, the customreport.jsp file will be reviewed. This file is located in
<maximo>applications\maximo\maximouiweb\webmodule\webclient\utility.

The customreport.jsp file shows the relevant information that is always sent from
CCMDB V7.1 to the report server, and provides instructions on how to access
that information. There are additional values sent, but they may only pertain to
the CCMDB V7.1 Embedded Report Integration.
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Examples of the values in this file that are always passed include:

v

Report File
Report Folder
Schema
Application Name

vYvyy

It will be up to the client and the External Reporting System that they are

integrating with to determine if they will use this customreport.jsp file in their
integration. The intention of this file is to only highlight the information that is

passed from CCMDB V7.1 to the external reporting System, so that the receiving

portion can determine how it will process this information.

These parameters are sent from a hidden form post from the CCMDB
V7.1Server to the External Report Server.

Here is a list showing Standard Values passed as request parameters from
CCMDB V7.1:

Report File Name Security_analysis.rep.
Report Description Oracle Bl Security Analysis Report.

Report Folder SECURGROUP.
Report Type SECURGROUP.
CCMDB V7.1 User Name

wilson.

CCMDB V7.1 Password

See “Password encryption” on page 374.
Database User Name maximo.
Database Password See “Password encryption” on page 374.
Schema maximo.
Maximo Where Clause

((independent = 1)).

User Org EAGLENA.
User Site BUFFALO.
App Main Table MAXGROUP.
App Name SECURGROUP.
Language Code EN.
Locale EN_US.
User's Local Timezone

EST.

Report Server URL http://144.23.45:8090/oraclebi.
Report Server Password
See “Password encryption” on page 374.
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Password encryption

CCMDB V7.1 always encrypts the following values before being sending them to
the External Reporting System:

» Maximo Password
» Database Password
» Report Server Password

It is up to the client to determine what security will be implemented on the
External Reporting System.

If the client chooses to use any of the passwords sent from CCMDB V7.1, the
values must be decrypted in the Web application.The customreport.jsp file
provides examples of how to do so.

The decryption requires a CCMDB V7.1 class file, CipherPlusBase64.class,
which must be made available to the receiving Web application, for example, by
placing it in the Web application directory WEB-INF\classes\psdi\util.

CipherPlusBase64.class can be obtained from
<maximo>applications\maximo\businessobjects\classes\psdi\util.

12.4.3 Registering and running ERI Reports in CCMDB V7.1

This section will discuss how to register an ERI Report within CCMDB V7.1.

We will use an example of a client who has the corporate reporting tool of Oracle
Business Intelligence (Bl). They want to use this reporting tool to create a custom
CCMDB V7.1 Report called the Oracle Bl Custom Security Analysis Report.

After enabling the ERI, the Report Administrator needs to register each Oracle Bl
Report that will be accessed from CCMDB V7.1. To do this, the Administrator
accesses the CCMDB V7.1 Report Administration Application. The following
information is required for every report that will be executed from CCMDB V7.1,
as shown in Figure 12-39 on page 375:

Report File Name  This is the file name of the report. It is the name that the
Report Server uses to identify the report to execute. The
Report System determines the value of this field, and
whether or not a file extension must be included.

Report Description This is the description of the report as it appears to the
user on the Report's Request Page in Maximo.
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Report Run Type For ERI, the Report Run Type is always CUSTOM. The
Report Run Type of CUSTOM should a/ways be used
when registering a report that is not a BIRT, or Business
Objects/Crystal Report.

Application This is the Maximo Application where the Report will be
accessible from. In this example, the Oracle Bl Custom
Security Group Report will be accessible from the
CCMDB V7.1 Security Group Application.

Report Folder The Report Folder is the folder name where the report is
kept on the Report Server. This field defaults to the
Application folder name. With the Standard CCMDB V7.1
Report Implementation, Report Folders were created on
the Report Server to correspond to each of the Maximo
Applications that had reports. Depending on your report
server and setup, you may or may not want to set it up this
way.

Report Administration

I

[ [~ IFint | | ¢ [Setect action M) @& ¢ >

List Reporl | Security Labels

Report File Name |

[oracie Bi Securty Anslysis Report Applicalion  |SECURGROUP | £
Report Folder * [SECLRGROUP

Browser View Locstion  NONE £
Direct Print Lacation * [NGNE £
Direct Print with attachments Location * NONE A

Generste Request Page Preview
P | Rl i (2
Parameter Name Airiude Name Sequence * Display Nane: Required?
nio
Hew Row

Figure 12-39 Report Administration application
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Note:
» There is no validation of any of these fields to the External Report Server.

» All but one value in the Report Details Section are not applicable to
Reports from External Reporting Systems. These fields are only applicable
to CCMDB V7.1 Embedded Reports.

» The values that are not applicable are greyed out in Figure 12-39 on
page 375, and include:

— Limit Records
— Use Where Clause
— No Request Page

— Toolbar Links to Browser View, Direct Print, and Direct Print with
Attachments

» The only field that is enabled is priority. It is up to the client if they want to
use this value in their custom CCMDB V7.1 Report Integration.

Parameters

The ERI enables external reports to include both bound and unbound
parameters. Bound parameters are parameters that have either a relationship to
the application's main table or exist through the maxrelationships value. Unbound
parameters do not have any relationships to the application's main table and they
do not exist through the maxrelationship value.

In the custom Security Group Report in 12.4.3, “Registering and running ERI
Reports in CCMDB V7.1” on page 374, an example of a bound parameter would
be independent (MAXGROUP.INDEPENDENT). An example of an unbound
parameter would be Classification Path. Classification Path is unbound because
there is no relationship between that variable and the Security Group Application.

If a parameter is bound, its value will be included in the CCMDB V7.1 Where
Clause that is passed to the report. If a parameter is unbound, its value will not
be included in the CCMDB V7.1 Where Clause.

In the example, no parameters have been defined for this report, so it will execute
against the Current/Selected/All Record Set defined in the application.

Finally, note that it is the responsibility of the client to manage the types of report
parameters used.

Once the external report and any of its parameters have been registered, the
Report Administrator must generate the Request Page for the Report. This is
done by clicking the Generate Request Page button. When this has been done,
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a message will display on the toolbar saying that the Request Page has been
generated.

Report security

Once the request page has been generated, security for this report needs to be
granted. In CCMDB V7.1, security can be granted at either the Application Level
or Individual Report Level.

If report security is set at the Application Level, the selected security groups will
have access to all reports stored in that application. This is done through the Set
App Security Action available in Report Admin.

To grant access, click a new row and then select the Security Group from the
lookup. The lookup only displays those Security Groups who have been granted
Run Report Access to the selected Application through the Security Group
Application, as shown in Figure 12-40.

i <Filter @ 7|4 e 1-%0f 4 < + Downlosd
Group Description
TADMIN T Administrator
MAXADMIN Maximo Administration (Super User)
SITEADMIN Site Administrator
SYSADMIN System Admin
Cancel

Figure 12-40 Security group selection

The application security can also be set by Report Type, as shown in
Figure 12-41 on page 378. The options available are:

All Grants access to all reports, regardless of type.
BIRT Grants access to BIRT Reports only.

Crystal Grants access to BO/Crystal Reports only.
Custom Grants access to Custom ERI Reports only.
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& Report Application Security Bono7
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ISECURGROUP iSecuriy Groups
o oRier s T et-20i28 , Downlosd | |
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p  MAXADMIN F Maximo Adminigtration (Super User) I |
W e |Site Administrator | |
Details
ar ] BIRT?
Crystal? |
Custom? [v

Figure 12-41 Setting security by application

There are no report type limitations on application level security. For example,
one group (MAXADMIN) can have access to ALL reports within the Security
Group App, while another group (SITEADMIN) can only have access to
CUSTOM reports within the Security Group App.

If report security is set at the Report Level, the selected security groups will only
have access to the specified report.

To set individual report level security, click the Security tab for the report, click
New Row, select the Maximo Group from the lookup, and click Save.

Note: If App level security has already been granted, it will be displayed in the
section Application Level Security.

The custom report is now available to the specified Security Groups from the
Security Group Application.

To run this custom report, access the Security Group Application. Filter the result
set to obtain a selected query. In Figure 12-42 on page 379, a filter of
Independent = Yes was input. This results in a selected record set of 10 records.
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Security Groups

[se]Fing:| | d [Select Action %) | | &)

[ Lst |__Group Stes icati Labor GLC Limits and Data Restri Users

# Advanced Search « dl Save Query + + Bookmarks

Descrigton Authorize Group for AllSdes?

¥
CONTRACTMG Contract Manager ) o}
EXECUTIVES Executive Group I )
HR HR Manager [t
MAXADMIN Maximo Administratid =
MAXREG Self Reg 5
PURCHASING Purchasing [ OnDemandRenots | Scheduing Status =
REPORTADMI Report Administrator] [}
SLAADMIN SLA Administrator =
VEQHQ View Headquarters 0
[ Select Records

Figure 12-42 Report availability

From the action menu, select Run Reports.

A list of all reports that the user (through his security group rights) has access to
will display. In this example, both an Oracle Bl Report and a BIRT report are
displayed.
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The user selects the Oracle Bl Security Analysis Report and its Maximo Request
Page is displayed, as shown in Figure 12-43.

 |Find # |Select Action %] {3 | | &

Group Sites Appiications Storerooms Labor GL Components Limits and Tolerances Data Restrictions Users

# Advanced Search « Save Query + Bookmarks

ndent of Other Groups? Authorize Group for All Sites?

executive] [ 07 O=mand Repors | Scheduing Status

<Filter @ [ 21 | #

Description
MAXADMIN

e Qracle B1 Security Analysis Report
PURCHASI Security Group Access

VEQHQ scheduled report via email

)

Figure 12-43 Selected Oracle Bl Security Analysis Report

The user clicks Submit. CCMDB V7.1 will pass the Selected Record Set of 10
Security Group Records to the External Reporting System. A separate browser
session is opened, and the external report displays using the selected record set.

Important: A client may want to use the out-of-the-box CCMDB V7.1 BIRT
Reports, along with their own custom reports developed in an external
reporting system. This configuration is supported; however, we strongly
recommend that the Maximo Application Server, Database, and External
Report Server have its own box.

DB2, Oracle, and SQL Server Databases are supported in this integration.

For best performance, IBM recommends that your configuration contains
dedicated servers for the CCMDB V7.1 Application Server, Report Server, and
Database Server.

Report functions not supported
Table 12-3 on page 381 details the report features that are not enabled or
supported in the Maximo ERI.
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Table 12-3 Report functions that are not supported

Feature

Description

Ccmdb V7.1 Out-of-the-box Reports

No ERI Reports will be delivered with
CCMDB V7.1.

Multi Server Configurations

IBM will not support configurations of
multiple V7 servers to multiple External
Report Servers.

Schedule Reports

Scheduling of Reports through the
CCMDB V7.1 Report Request Page.

E-mail Reports

E-mailing of Reports through the CCMDB
V7.1 Report Request Page.

Application Toolbar Icons

Direct Access to External Reports from
the toolbar in CCMDB V7.1 applications.

Printing Of Attached Documents With
Report

Not enabled for External Reports.

Report Label Features

The visibility and ability to update report
titles and labels through Report Admin is
not available.
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Glossary

This section provides a list of terminology used
within the scope of the IBM CCMDB solution.
Instead of providing this glossary in
alphabetical order, we have structured this
glossary to align the terms to the appropriate
CCMDB component to which they primarily
belong.

Data Model

Actual Configuration Item A configuration
item (CI) in the CCMDB process database
(Maximo) created by importing a discovered
CI from the CCMDB Discovery Server /
TADDM database through the Integration
Composer. Actual Cls are read-only. They can
be promoted to Authorized Cls.

Attribute A descriptive characteristic of a
Configuration Item (Cl), such as a make or
model number, version number, purchase
contract number, or release number. The
Common Data Model is extensible to add
attributes.

Authorized Configuration ltem A
configuration item (Cl) in the CCMDB process
database (Maximo) that is subject to control
and modification by the Change Management
and Configuration Management processes. An
authorized Cl can be created by promoting an
actual Cl, by creating it manually or by using
the MEA interface technology.

Bulkloader This is an instance of the
CCMDB Discovery Server / TADDM. The
bulkloader, also known as the discovery library
reader, reads books in the discovery library file
store and imports them into the database of
the discovery server. During the import, a

© Copyright IBM Corp. 2008. All rights reserved.

book is translated from an IdML format to the
Common Data Model representation. The
bulkloader uses the Toadidm1 command to
import a book.

Configuration ltem Any component of an
information technology infrastructure that is
under the control of configuration
management.

Configuration Management Database A
database that contains details about the
attributes and history of each configuration
item and the details about the relationships
between configuration items. In CCMDB, the
CMDB is implemented as the conjunction of
the TADDM and Maximo databases, plus
federated databases added to either of these.

Common Data Model A logical
representation of CMDB entities, relationships,
and their semantics.

Discovered Configuration ltem A
configuration item that has been discovered in
the IT environment and stored in the CCMDB
Discovery Server / TADDM database. The Cls
can be synchronized into the Actual ClI
representation.

Discovery Library A file system directory
that stores discovery library books, which
contain IdML representations of data copied
from operational management products by
discovery library adapters.

Discovery Library Adapter (DLA) A
program that copies data from an operational
management product, converts it to IdML, and
stores it in books in the discovery library.
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Discovery Library book An IdML file in the
discovery library, containing data copied from
an operational management product.

Discovery Library Reader™ Any program
that reads configuration item data from ldML
books in the discovery library and converts it
to the format that is required by a consuming
application. The bulk loader is a Discovery
Library Reader.

Extended Attribute A configuration item (CI)
attribute that is not part of the original
Common Data Model, but is added by the
customer.

General Unique Identifier (GUID) A system
generated identifier to uniquely identify a CI.
The GUID is transferred from the discovered
Cl space to the Actual Cl space through the
Integration Composer and provides the basis
for the Launch in Context application.

Integration Composer A component to
import data into the CCMDB process
database from external discovery systems. In
CCMDB V7.1, the integration composer is
used to import data from the discovered ClI
space in the CCMDB Discovery Server /
TADDM database into the Actual CI space.

International Development Markup
Language (IdML) The XML format that is
used to store data in the discovery library.

Promotion The process of creating an
authorized configuration item from an actual
configuration item.

Reconciliation The process of avoiding
duplicates of configuration items in the
CCMDB when discovering or importing data
from multiple sources. In CCMDB V7.1, the
process of reconciliation is executed in the
CCMDB Discovery Server when discovering

or importing data through the Bulkloader or
API.

Relationship A description of the
dependency or connectivity between
configuration items.

Base Services

Access Collection Belonging to the area of
security, an access collection is a group of
objects, such as configuration items, created
for data-level access control. Users can work
with objects in an access collection if they
belong to a security group assigned to work
with that access collection. Collections defined
in the process environment are synchronized
to the CMDB Discovery Server / TADDM.

Activity The largest unit into which a
process is divided. It gets its technical
representation through a Job Plan template
definition. An activity can be a container for
multiple tasks.

Artifact Any file, object, or other piece of
data that is created or used during the
execution of a process.

Collection A general-purpose container that
has configuration items or other database
artifacts as its members. See Access
Collections.

Communications Template A template to
define or customize a communication or
notification. For example, when notifying a
person or person group by e-mail, the body of
the message can be predefined by a template
and gets completed at runtime by substituting
variables in the communication template
definition.
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Escalation A condition-action pair that can
be run against the CCMDB process database
at scheduled times. The condition is an
SQL-Where clause.

Job Plan A template consisting of tasks to
be performed to get a particular job done.
CCMDB V7.1 provides default templates of
Job Plans for Configuration and Change
Management, such as a template for a
Standard or predefined Change. A job plan
gets applied, for example, to a change object
and gets initiated into a work plan.

Key Performance Indicator A measurement
identified as an important metric for how
efficiently or effectively a process is being
carried out. Role-appropriate indicators are
displayed on start centers.

Logical Management Operation

(LMO) Interfaces specified by system
integration module PortType Web services
description language (WSDL) operations and
discrete operations that are transformed to
operational management product operations
and workflows. An example of a logical
management operation is Distribute Software,
which needs to get implemented by specific
code in order to call a specific Software
Distribution product to perform this action. The
Release PMP provides an implementation for
Tivoli Configuration Manager and Tivoli
Provisioning Manager to implement this
action.

Maximo Business Object (MBO) A Java
object with business logic that encapsulates a
database table in the CCMDB process
database.

Maximo Enterprise Adapter (MEA) A
component of the CCMDB process layer that
facilitates sending and receiving business
objects (for example, process requests or
authorized configuration items) to or from

external applications, such as an external
service desk or database. The inputs and
outputs are typically MBOs.

Notification A way to send a notification to a
person or person group. This can either be an
e-mail or a message in the Start Center.

Process A series of related activities aimed
at achieving a set of objectives in a
measurable, usually repeatable manner.

Process Manager Product (PMP) A system
of managing the execution of a process. A
process manager operates the defined and
agreed process, ensuring that it interfaces with
all other relevant processes, target setting,
process audits, effectiveness and efficiency
reviews, and managing the process
improvement cycle. Change and Configuration
Manager PMPs are delivered with the IBM
CCMDB V7.1.

Process Request A trackable and
assignable request for work, specifically
created for process manager products like
Configuration, Change, or Release
Management. These entities include RFCs,
Release Records, Incidents, or Problems,

Role A set of job responsibilities related to a
Service Management process. In CCMDB,
each role is implemented as a security group,
which gives users with that role access to a
set of applications and a start center with
role-appropriate information.

Security Group A group defined in a
directory server for the purpose of providing
access to applications and optionally to
collections of data.
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Start Center The first page a CCMDB user
sees when logging in into the CCMDB Web
Interface. Contains links, work queues,
performance indicators, and other content
appropriate to the user's role.

System Integration Module (SIM) A
program that is invoked during a process
activity, which interacts with a managed
software system.

Task A step in an activity that is part of a
defined process. Tasks are defined as part of
a Job Plan template definition.

Template (Job Plan Template) A predefined
process of activity roadmap that can be
applied to specific process workflows and
modified to meet the needs of a specific
workflow. Templates can be created, edited,
cloned, or deleted. They are also referred to
as job plan templates.

Workflow Workflows are a mechanism
inside the Base Services to help route a
record, for example, a Change Object, from
one status to the next one, apply conditional
checking on the semantics of a record (for
example, approval limit), trigger actions, or
assign records to appropriate groups of
persons. In the context of the CCMDB V7.1
solution, the workflow technology is used from
within the end-to-end process flow definition
(Job Plans). Job Plans define activities and
tasks, and tasks can call actions or workflows.
CCMDB V7.1 uses the workflow technology to
call short sequences of code logic, for
example, to set the state of a Change record
or do conditional checking on the attributes of
a record.

In CCMDB V7.1, it is also used to support
activities in the context of process requests
like Accept, Submit, or Reject an RFC.

Work Order Consists of an instantiation of all
work plans corresponding to an approved
work request.

Work Plan An instantiation of a Job Plan
Template when it gets applied to an object like
the change object.

Change Management Process Manager

Change Implementation Schedule A view
in Change Management that shows the start
and end dates for changes and included
implementation tasks to selected configuration
items. Different views are provided for this
Change Calendar-like application.

Change Management The process of
planning for and executing changes to
configuration items.

Change Window A period of time defined for
one or more configuration items, which
specifies when the CI can be taken out of
service for changes to be made. The Change
Window application is used to define
maintenance windows for configuration items.

Change Window Conflict A condition that
occurs when implementation tasks have been
scheduled for a Cl outside its defined change
window or maintenance window.

Impact Analysis The definition of the impact
of a proposed change, including the
identification of implementation tasks, targeted
and impacted configuration items, and other
possible impacts.

Impacted Configuration Iltem A Cl that is
not the direct target of a proposed change, but
that will be affected by the change. Often
identified by relationships with target Cls.

386  Deployment Guide Series: IBM Tivoli CCMDB Overview and Deployment Planning



Implementation Task A task required to
carry out a change. The performance of an
implementation task might cause the targeted
and impacted configuration items to be taken
out of service. ldentification of implementation
tasks is often performed during impact
analysis.

Related RFCs Other requests that are
parent, corequisites, or prerequisites of an
RFC. An RFC can have only one parent RFC.

Request for Change A means of proposing
a change to any component of the information
technology infrastructure or any aspect of an
information technology service.

Request for Change Type The kind of
change that a request for change (RFC)
defines. Each RFC is required to have a type.
Change Management process owners can
edit or remove the predefined RFC types and
create new types. RFCs get classified in order
to get a type.

Target Cl A configuration item (Cl) that is
expected to be affected by a proposed
change. A target Cl can be defined when a
request for change (RFC) is created, when an
implementation task is defined, or at other
points in the change process, especially
during impact analysis.

Configuration Management Process
Manager

Audit A comparison of the actual and
authorized versions of a set of configuration
items.

Configuration Management The process of
planning for, identifying, controlling, and
verifying the configuration items within a
service, recording and reporting their status
and, in support of Change Management,

assessing the potential impact of changing
those items.

Life Cycle State One of a defined set of
status values that indicates the current state of
a configuration item, such as development,
test, production, or decommissioned.

Update Request Provided as part of the
Configuration Management process. The
Update Request is a specifically classified
process request to Configuration Management
in order to ensure a controlled way of adding,
updating, or deleting data in the CMDB. An
update request is usually generated as a final
step within a Change Management process.

CCMDB Discovery Server / TADDM

Anchor A component in the CCMDB
discovery environment that supports the main
discovery server to access data from
machines that are separated by a firewall.

Discovery The process of identifying the
configuration items present in an IT
environment. In the IBM CCMDB environment,
the CCMDB Discovery Server / TADDM uses
sensors, custom server templates, or DLA /
IdML imports to establish its discovered ClI
representation.

Domain Discovery Server A discovery
server that is used within a network of
discovery servers, which contains data about
a subset of the configuration items in the
network, and passes data to an enterprise
discovery server. The process of passing the
data from the domain discovery server to the
enterprise discovery server is also referred to
as synchronization.
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Enterprise Discovery Server A discovery
server that aggregates the data collected by
domain discovery servers and presents a view
of all the collected configuration item
information. If used or implemented in an
environment, it is the component that is used
by the Integration Composer to transfer data
from the discovered CI space to the Actual CI
space.

Operational Management Product

(OMP) A product in the IT environment that
supplies information about configuration items
to the discovery environment of the CCMDB
by providing a discovery library book. An OMP
can also be the target of a launch in context
operation.

Sensor A program that executes information
from a target system and reads information to
create Cl information as part of the discovery
process.

Windows Gateway A component in the
CCMDB discovery environment to support the
main discovery server to discover Windows
based environments.

User Interface Layer

CCMDB Web Interface This is the Web
interface used by different personas involved
in Configuration or Change Management.

Domain Manager The Web Interface used
for the CMDB Discovery Server / TADDM. In
CCMDB V7.1, the Domain Manager also
provides topology views. Used when
enterprise discovery servers are set up in an
environment.

Java Client The Java Interface used for the
CMDB Discovery Server / TADDM.
Sometimes also referred to as the product
console.

Launch in Context A functionality provided
by the base services layer of the process
environment to launch in context from the
CCMDB Web interface to either the
discovered Cl space in the discovery / TADDM
environment or to an external operational
management product (OMP). Launching into
the TADDM environment requires a GUID as a
reference identifier. You can launch into either
the Domain Manager or Java Client in either a
Domain or Enterprise Discovery Server. As
part of the base services, the CCMDB V7.1
provides a Launch in Context application to
define the launch points to different target
systems and launch reference points.

Optional Components

Business Process Execution Language
(BPEL) BPEL provides a language for the
formal specification of business processes
and business interaction protocols. If you have
an environment hosting BPEL flows, for
example, based on WebSphere Process
Server technology, the CCMDB V7.1
predefined process flows (Change and
Configuration Management) provide Web
service interfaces in order to call specific
activities from an external process engine
hosting the BPEL workflow. The detailed task
flow is still maintained in the CCMDB process
environment.

IBM Tivoli Unified Process (ITUP) ITUP
provides detailed documentation of IT Service
Management processes based on industry
best practices. It is a Web-based,
free-downloadable tool that enables you to
understand processes, the relationships
between processes, and the roles and Tivoli
tools involved in the implementation.

388  Deployment Guide Series: IBM Tivoli CCMDB Overview and Deployment Planning



IBM Tivoli Unified Process Composer
(ITUPC) The ITUP composer is the tool used
to create and publish the ITUP content and is
based on the Rational Method composer
technology. It can be used to create,
document, and publish your organizations
operational processes.

Integrated Solutions Console (ISC) The
CCMDB Web Interface can be set up to be
accessible from the Integrated Solutions
Console, also referred to as ISC. The ISC is
included with the WebSphere Application
Server ND and serves as a common console
for multiple IBM and Tivoli applications in
specific. The ISC provides a consistent view
and common interface tool for Web-based
applications access and administration.
Accessing the CCMDB through the ISC is
optional; the default is to access the CCMDB
through the CCMDB Web interface.

Log and Trace Analyzer A troubleshooting
tool installed with CCMDB. It enables you to
collect and correlate log files from different
processes and machines.
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Related publications

The publications listed in this section are considered particularly suitable for a
more detailed discussion of the topics covered in this book.

IBM Redbooks

For information about ordering these publications, see “How to get Redbooks” on
page 392. Note that some of the documents referenced here may be available in

softcopy only.

» IBM Tivoli Application Dependency Discovery Manager Capabilities and Best
Practices, SG24-7519

» IBM Tivoli CCMDB Implementation Recommendations, SG24-7567

Online resources

These Web sites are also relevant as further information sources:
» The following documents can be found on the Web:

— Change and Configuration Management Database: Report Developer
Guide

— IBM Tivoli Application Dependency Discovery Manager Planning and
Installation Guide

— IBM Tivoli Integration Composer System Administrator's Guide
— Planning and Installing Change and Configuration Management Database
These documents can be found at:
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http://publib.boulder.ibm.com/tividd/td/tdprodlist.html
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